GE Power Security Advisory

PSIB 20170829A Multilin SR Family of Protective Relays

Date: October 25, 2017
Overview:

It was recently learnt that password of some of the SR family relays may be decoded resulting
in a cyber security issue. Due to this, setting of these relays may be changed resulting in
unwanted operation of relays.

Environment:
SR Family of Protective Relays

e 750- Feeder Protection

e 760 - Feeder Protection

e 369 - Motor Protection

e 469 - Motor Protection

e 745 - Transformer Protection
e 489 - Generator Protection

Resolution:

Users of the SR family of relays update their devices to the respective firmware version for their devices,
which removes access to the cipher text from the front panel LCD and through Modbus.

Attachments PSIB 20170829A.pdf

https://gepowerpac.service-now.com/kb view.do?sysparm article=KB0024377

GE Power Product Security Incident Response Team (PSIRT)

GE is committed to helping ensure the security of its customer base. To report product
security issues and to request security support, contact GE Power PSIRT at
www.ge.com/power/cybersecurity or GEPowerCVD@ge.com.
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