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Holding Statement: BlackBerry QNX Software Development Platform (SDP) Version 6.5.0 SP1 

Vulnerability  

 

On the 17th of August 2021, a series of vulnerabilities affecting BlackBerry QNX Software Development 

Platform (SDP) version 6.5.0 SP1 and earlier were made public by Blackberry. Successful exploitation of 

these vulnerabilities could result in unexpected behavior such as a crash or a remote code 

injection/execution. 

 

As part of our product security policy and protocols, we are evaluating all our products and solutions 

utilizing BlackBerry QNX for potential impact(s) from this reported vulnerability. GE is also evaluating 

the OS updates related to this vulnerability for further possible actions as needed. We will continue to 

monitor developments and provide updates/recommendations related to the vulnerability to all 

stakeholders via our GE Gas Power Security Portal. 

 

GE is committed to ensuring the safety, security, integrity, and regulatory compliance of our products to 

be deployed and to operate within GE’s approved product specifications. Please contact the GE Gas 

Power Security Incident Response Team Lead (Zachariah Tanko) for any additional information. 

 

Thanks,  

 

GE Gas Power PSIRT 


