GE Gas Power Security Advisory

NERC Alert on Ukraine Regional Crisis

NERC has issued an alert to all its registered entities on the current tensions in the Ukraine
region. GE Gas Power PSIRT has performed an internal assessment of the alert and wish to
report as follows:
1. Providing secure and reliable products and solutions is vital to the operations of GE
Gas Power. Our products are engineered with security as a key principle.
2. We have implemented and will maintain reasonable and appropriate technical and
organizational measures, internal controls, and information security routines
intended to help protect our products and customers.

3. Our defense-in-depth strategy that is detailed in GEH 6839 Secure Deployment Guide,
addresses all of the recommendations contain in the recent CISA Shields Up guidance
(Shields Up | CISA), the E-ISAC CBP APB 22-01 AWARENESS OF ‘DOE ARES REPORT
ON CYBERSECURITY CONSIDERATIONS DURING ONGOING TENSIONS’ RELATED TO
RUSSIA and industry best practices.

Contact Information

Contact your local GE Services representative for assistance or for additional information.
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