March 31st, 2022
Holding Statement: Spring4Shell

We are aware of reports regarding the Spring4Shell zero-day vulnerability that became public on March
30th, 2022. CVE-2022-22965 has been assigned to this vulnerability. Spring4Shell is the nickname given
to a zero-day vulnerability in the Spring Core Framework, a programming and configuration model for
Java-based enterprise applications.

GE Gas Power Product Security is committed to the security of our operations as well as those of our
customers. We will be conducting an analysis to determine if any systems, services, or products may be
impacted. If a material vulnerability is found, we will notify relevant parties based on the severity of the
identified risk.

Contact your local GE Services representative for further assistance and additional information.

Thanks,

GE Gas Power PSIRT
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