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March 3, 2026 
 
 
Security Situation Statement: Response to Cyber concerns in current geopolitical context in the 
Middle East Region 
 
 
Dear Customers, 
 
We are aware of the ongoing geopolitical conflict and the possibility of emerging cyber threats 
in the Middle East Region.  
 
GE Vernova Gas Power M&D is actively monitoring the situation and is assessing potential 
impact to our systems, services, and customer data. 
 
Currently, On-Site-Monitor (OSM) operations in that region continue as normal, without any 
monitoring service disruptions.  
 
As a part of our standard security practices: 

• The OSMs are being continuously monitored through CrowdStrike for indicators of 
compromise (IOC). 

• OSMs are patched according to our monthly cadence.  

• High and Critical vulnerabilities are actively identified through Qualys and remediated. 

• Only necessary services, ports, and protocols that are required for the OSM to operate 
are used.  

 
Please rest assured that GE Vernova Gas Power M&D remains committed to maintaining the 
security, integrity, and availability of our systems and customer data. Should new circumstances 
arise, we will take appropriate actions and provide timely communication. 
 
For questions regarding this notice, please contact the GE Vernova Gas Power M&D Cyber 
Security Team at ge.md.cyber.security@ge.com or your local GE Vernova contract 
representative. 
 
 
Thank you, 
GE Vernova Gas Power M&D Cyber Security Team 
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