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General Electric Vernova 
Hydro Power 

End of Support Declaration – GE Expert Tool & Hydro Edge 

Product Lifecycle and Cybersecurity Support Status 
 
GE Vernova Document Number: GEVH-EOS-001 
  

 Date: September 21, 2026 

End of Support 

This declaration is issued by General Electric Hydro France, acting through its Hydro Power Business (further 
– “GE Vernova”) to formally inform that the cybersecurity support period for the product identified in table 
below has ended (End of Support Date – September 11, 2026). 

From the End of Support Date, GE Vernova will cease the release of security-related updates (patches for 
known vulnerabilities) and will no longer be obliged to remediate vulnerabilities for this product. GE Vernova 
does not warrant that the product will remain free from vulnerability after the End of Support Date. The 
responsibility for evaluating risks and implementing compensatory, protecting controls (e.g., network 
segmentation, firewalls, or physical access restrictions and the like) shifts to the asset, plant owner, customer 
(further – “Customer(s)”). 

This declaration serves to clarify the security support status as of September 11, 2026. Pursuant to Article 
69(2) of Regulation (EU) 2024/2847, this product is exempt from the full CRA requirements (including 
conformity assessment under Article 32, CE marking under Article 30, full Annex I essential cybersecurity 
requirements, SBOM requirements, and EU Declaration of Conformity for CRA purposes), as it was placed 
on the market before 11 December 2027 and has not undergone a substantial modification within the meaning 
of Article 3(30). This exemption is contingent upon no substantial modification occurring after 11 December 
2027. This declaration is provided in the interest of transparency and in accordance with GE Vernova product 
lifecycle management practices. 

Product Identification 

Field Details 

Product Name (product) GE Expert Tool & Hydro Edge 

Product Line Hydro Digital 

Product Type Hardware and Software 

Product Description Hydro Edge is hardware setup at each site to 
collect sensor data and send it to cloud 
environment. GE Expert Tool is domain-expert 
software that allows us to calculate and visualize 
key machine indicators using the data collected. 

Versions in Scope All versions 

Successor product available? * Under evaluation 

Successor product name/version N/A 

GE Vernova contact  https://www.gevernova.com/hydropower/contact-us 

 

https://www.gevernova.com/hydropower/contact-us
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This product was placed on the EU market before 11 December 2027 and is therefore classified as a pre-CRA 
product within the meaning of Article 69(2) of Regulation (EU) 2024/2847 (Cyber Resilience Act). 

*Customers operating the product after the End of Support Date are strongly encouraged to evaluate and 
implement available successor product options when available and which GE Vernova will be able to offer, 
subject to a separate agreement. 

 

Spare parts availability: 

In accordance with Article 2(6) of Regulation (EU) 2024/2847, spare parts that are identical to the original 
components and manufactured to the same specifications are not subject to the EU-CRA and may be supplied 
without restriction of duration.  

As these parts are identical to the original components and manufactured to the same specifications as the 
components they are intended to replace, they fall within the scope exclusion of Article 2(6) of Regulation (EU) 
2024/2847. The provision of these parts does not constitute the placing of a new product on the market and 
does not trigger new compliance requirements under the EU-CRA. 

Customer(s) are advised to contact their GE Vernova service representative for spare part availability specific 
to product. 

Security updates that were issued during the product’s active support period remain available for download 
for a minimum of 10 years from the date of issuance, in accordance with Article 13(9) of Regulation (EU) 
2024/2847. 

 

Liability Limitation  

GE Vernova hereby is and shall not be liable for any losses, damages, actions, causes of action, rights, 
obligations or liabilities of any nature whatsoever due to without limitation cyber-attacks, data breaches, 
vulnerability, fitness for purpose, or operational disruptions, regardless of whether such was known or 
unknown at Release Date. Continued operation of the product after the End of Support Date is at the sole risk 
and responsibility of the Customer(s).  

 

The Customer(s) are hereby notified that the continued use of product past the End of Support Date may 
result in non-compliance with the Customer(s)’ own cybersecurity obligations, including supply chain security 
measures required of essential and important entities under Directive (EU) 2022/2555 (NIS2 Directive). GE 
Vernova recommends an immediate migration strategy to an actively supported product line. 

 

The Customer(s) shall indemnify and hold GE Vernova and its Group, affiliates  harmless against and from 
the consequences of any breach or alleged breach of the duties and obligations under the law and non-
compliance with this Declaration, from all damages, losses and expenses, fines, penalties  (including legal 
fees and expenses) resulting from such breach or alleged breach by the Customer(s), and  from and against 
any claims brought by any third party, authorities, on account of  such breach or alleged breach of the 
Customer(s). 

 

Manufacturer  

Field Details 

Manufacturer GE Hydro France S.A.S, 

Registered Address 167 quai de la Bataille de Stalingrad 92130 Issy-
Les-Moulineaux France  
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Contact — Vulnerability Reporting 

To report a potential security vulnerability affecting the product prior to End of Support Date, please contact 
the GE Vernova Hydro Product Security Incident Response Team: 

Email: GEV.PSIRT@gevernova.com 

Web: gevernova.com/security 

GE Vernova Hydro operates a coordinated vulnerability disclosure process. All reports are treated 
confidentially and assessed in timely manner.  

 

Document revision history 

GE Vernova retains all design, manufacturing, and security documentation related to the Product for a period 
of at least 10 years after the product was placed on the market or for the support period, whichever is longer, 
in accordance with Articles 13(13) and 31 of Regulation (EU) 2024/2847. GE Vernova further retains the EU 
Declaration of Conformity (Article 13(13)) and user information and instructions (Article 13(18)) for the same 
minimum period. This documentation will be provided to EU Market Surveillance Authorities upon a reasoned 
request, as required by the CRA, to demonstrate the Product's conformity status and its classification as a 
pre-CRA product 

 

Statement of Conformity 

End of Document 

 

 

By and behalf of GE Hydro France S.A.S.  

 

Position  

Full name.  

 

Revision Date Change description 

- September 11, 2026 Initial release 

CE/Declaration of 
Conformity reference # 

Date Comments/additional description 

Go live control process 19/11/2018 Hydro Edge Server go live for Alqueva II power plant. Approved by GE 
A.Courty and EDP approver N.Martins 

 25/03/2021 Digital Package for Edge data access and GE Expert Tool - Approved by 
GE M.Scutt and EDP approver N.Martins 

mailto:GEV.PSIRT@gevernova.com
http://gevernova.com/security

