Grid Solutions
Monitoring & Diagnostics

Perception Desktop
Installation & User Guide

Transformer Monitoring Software

@ GE VERNOVA

Kelman

u?erceptlon Desktop

Version 2.4.7

© GE VERNOVA. 2024. GE VERNOVA Propnietary and Confidential Information.

Ali Rights Reserved. No part of this moteriol may be reprodu ced.trunsmnﬂedsﬁ:md

in a retrieval system nor tronsiated into any human or computer language, in

formotby any means, electronic, mechanica lmugneh:. ptical, chemical, mai nuul
otherwise, without the prior written permission of the GE VERNOVA.

l\ i

GE VERNOVA

MA-020 - Perception Desktop 2.4.7 - Installation & User Guide — Rev 10.3 22-Oct-24 Page 1 of 220



Contents Page

1

INTrOAUCTION ... e e e e e e e e e 11
1.1 ProdUCT OVEIVIEW ..ceiiiiiiieiiiieeeeeeeeeeeeeeeee ettt ee e e eeeesaaeees 1
1.2 SOftWare Family ...ttt eaaeaees 1
1.3 What's NEW? ..ottt e e e e e e e e e e e e e e 12
1.4 DeSKIOP FEATUIES ...ccoiiiiiiieeeeeeeeeeeeeeeeeeeeeeeeeeeee ettt 13
1.5 System ReqUIrEMENTS c.cccceiiiiieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee e 13
1.6 SOFftWAre LICENSING oottt e e e e e 14
1.6.1 LICENSE EXPINY eeeeeeieeeieiiiiieeeee ettt e e e e ettt e e e e e e e teenn e e e e e e e eeeanneaaeaeas 15
1.6.2 FICET SUMMIAIY ...ttt e etee et e et e e eeeeen e eenaeaeeaeaeennaennnnaes 16
1.7 CUSTOMEr SUPPOIT oottt eeeeaeaeees 16
Installing & ConfiguUIiNg.....coouiiiiiiii e 17
2.7 OVEIVIEW it e e e e e e e e e e e e e e e e e e e e e e e e e aeae s 17
2.2 Run the Perception Desktop Installer.......ccccoeeeiiiiiii, 17
2.3 FireWall SETNGS oo e e e e e e e s 23
2.3.1 Perception SErver POItS ... .. ittt e e ettt e e e e e e e eeeeeeeeeeeae 23
ARSI nl=T doT=T oY 4 To] ¢ J @4 [=1 o] o o] g €3 23
2.4 Create a New Database Connection.........ccccuveivieiiiiiiiiiiiiiiieeeeeeeeee 23
2.4.1 Create a new connection to a Perception Server database..........cccccc.......... 24
2.4.2 Create a new local database ... 29
OrganiSiNg ASSETS ccuuuiiiiiii ittt e ee e e e e e anaa s 32
31 INTrOAUCTION e 32
3.1.1 Managing Database CONNECHIONS ..........ceiiiiiiiiiiiiiieeieeteeeeee et eeee 32
312 INTEITACE et ettt e e e e ettt e e e e e e e eeena e e neees 35
3.1.3 User Roles (Network databases only) ........ccoeeeeeiiiiiieiiiieeeeeeeeeeeeee e 37
3.2 Managing ASSETS ....eeiiiiiiieiie ettt e e e e e e 39
3.2.1 AdAING ASSETS. ettt ettt ettt e et e e et e e e e et e e e e e e e e e e e e aennaa s 39
3.2.2 RENAMING ASSETS ..ttt e et ettt e e e e e e e eeenaee e e e e e e eeeenaeeaaeaaas 41
3.2.3 DeletiNg ASSETS. ..ttt e et e e et e e e e e e e e e e e aaaes 41
3.2.4 MOVING ASSETS ..ttt e et ettt e e e e e e ettt e e e e e e e e eeeena e aaaaeas 42
3.3 FIEET OVEIVIEW ...ttt ettt e e e e e e st e e e e e e e e ssnnnes 43
3.4 Areas, Plants & SUbsStations..........ouviiieeeiiiieeeeee e, 44
G I -1 153 o] 1 1= PSPPI 44
3.5.1 Dashboard example showing MINITRANS. ..........coom s 45
3.5.2 Dashboard example showing Intellix BMT 330 ......cccoiiiiiiiiiiiiiiinniiieeeenn. 46
3.5.3 Dashboard example showing MS 3000 .......ccccoumiiiiiiiiiiiiceeeeeeeecieeeeenes 49
3.6 Transformer BanK ... e e e 50
3.7 CIrCUIt BreaKer ittt e e e e e e e e e e e e sannes 51
B8 MOTOr e e 53
3.8.1 Dashboard example showing Plant Motor (869 Relay) ........ccccccceiiiiiiiiiiiiina. 55
3.9 Setting Up AsSet Properti€s...ccccceeeeeeeiiieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee 57
3.9.1 Transformer Properti€s ... .. oottt e e et e e 57
3.9.2 Transformer Bank Properties........coueuue ittt 60
3.9.3 Circuit Breaker Properti@s. ... ..o it eeceeeeees 64
3.9.4 MOTOT PrOPerti©S. ...u ettt ettt e e e e e e e e et e e e e e eeas 65
3.9.5 DEVICE ProPerties ..uu ettt ettt ee e e e et e e e et eeeeeen e e eeenneaaaees 67
3.9.6 Setting UP the DEVICE ...ttt e e e e e e e e et e e e e eas 73
3.9.7 WOTKFIOWS ...ttt ettt et ettt et et e e e e e e e e e e e eeeeeeeeeaeaaaas 73

MA-020 - Perception Desktop 2.4.7 - Installation & User Guide - Rev 10.3 22-Oct-24 Page 2 of 220



3.10 Adding @ WallDOArd .......cceeeiiiiiiiiiiiiiieee et e e e e e e 75

3.1T RANKING ASSEES ..ttt et e e e e e e e 81
4 ANnalySing Data ....c.coeniiiiieii e e 83
4.1 Data Area Worksheet TabS ... 83
4.1.1 WOrKSheet OPliONS ... ittt e ettt e e e e e e eeeea e e 84

4.2 Default ASSET Charts ..o 86
4.3 Default DEeVICE Charts ...t 86
A I =T o Vo I O] o F= 1 o R 88
4.4.1 Create a new Trend Chart.. ... et eeeeeee e et e e e e e eae s 90
4.4.2 Add Measurements tothe Chart..........ooeiiiiiieeeeree e eeaans 91
4.4.3 Remove Measurements from the Chart..........ccoooiviiiiiiieiiiiiceeeeceeereeeee, 91
4.4.4 Change Y Scale Method ...... ..ot e et 92

Vi RSN Yo [0 VAN g1 g o) €= 1 (0] o 1= 93

L R D F- ) €= T IF=| o (=Y 94
IS €] U - 95
4.6.1 EVENTt POINE TY P -ttt e e e e e et e e e e e e e eeeeeas 96
4.6.2 Rename a Measurement PoiNt ... 97

4.7 Rate Of Change oot e e e e e 97
4.7.1 Rate of Change Parameters ... eieeieeieeeeeeeeeee e e s 98

4.8 Rate of Change Alarm ...t 99
4.9 Total Dissolved Combustible Gases (TDCG) Chart .....ccceeevvvveeneeeeenene. 101
O L I Y C - 1= 102
AT OVEIVOIRAGES ccc ittt e e e e e e e e e e aaaaaaaaaees 104
L I €T 1o =t ] A [0 1= N 105
L N == 4 (o 1N 107
L e I = ¥ U SRP 108
415 DUVALS ettt et eaaas 109
LR G\ oo [ PR 114
4.16.1 DiSplay CONTIOIS ...ttt e e et e e e e e e et e e e e e eeas 116

417 BUSHING MONITOT .cciiiiiiiiieeeee et e e e e e e e e e e e 117
A.77.1DISPIAaY CONTIOIS ...ttt e ettt e e e e e ettt e e e e e e e e e eeenaeeaeaeaas 119
4.17.2 MUITIPIE BMT EVICES ..ttt e eeeeeteeeete e s e e eeneeesneeenneeens 121

4.18 Partial DiSCRarge....ccooueeeeiiieeeee ettt e e e e 121
LR e o 2 o B USSR 123
4.19.1 DisSplay CONTIOIS ...ttt e e ettt e e e e e e ceteene e e e e e e e e eeennaaees 124
P23 Ko N4 D @] 1 F-1 o SN 125
AT B HISTOGramM .ttt e e e e e e et e e e e e e e e e eenaseeaaees 125
4.20 INTer-Phase ANGIE ...ttt 126
4.20.1DiSPIay CONTIOIS ...ttt e e ettt e e e e e e e ceteenne e e e e e e e e eeanneeees 127

4. 27T WED BrOWSE .. oeiiieeeeetieee et e eee e e ettt e e e e ete e e e e eateeeeesesteeessesneeaesesnan 129
4.22 COMTRADE HiStOrY coeeiiieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee e 130
4.23 Breaker Trend Chart ... 130
L. 24 ESA DAta...coeeneieiiieeeeeeeee et e ettt e e et e e e et e e e e e e e e raaaaeeraaaan 131
A.25ESA CIrCle Chart coouueeeeeeeie et 132
4,26 BreaKer Data ....couuueeiiiiiieee e 132
A.27 LDR DAtA coevieeeeieiieeeeeeee ettt e 132
A28 ESA MOUEIS ..ottt e e et e e e e aee e e e seaeeeeeseaaan 133
L. 29 LDR TIENAS ..ottt ettt e e e e e e e e e et ee e e e e eeeeresanananas 134

MA-020 - Perception Desktop 2.4.7 - Installation & User Guide - Rev 10.3 22-Oct-24 Page 3 of 220



S5 Other Tools & Functionality .......cccceoiiiiiiiiiiiiiiiiiieeeee e 136

5.1 Downloading Data... ......ceeeeeiiiiiiiiiiiiieeeee e 136

G0 IR R V/ = T 27=1 o1 o] o] o KRS USPRRRRt 136

5.1.2 VIA USB ettt et tee e e et e e e e et ee e e e e e e e e e e an e e e e en e aeannnnnns 137

5.2 Exporting and Importing Data..........ceeeviiiiieiiiiiiiiieeeeeeeeirceeee e 139

T2 B =5'( o 1o ] o QPR 139

LI 11 1] o o] o SO PO 141

5.3 Downloading Service LOGS «.cooeeeieieieiieieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee e, 142

5.4 Data Viewing OPtioNS ....cceiiiiiiiiiiiieeee et 144

5.5 Transformer REPOI ... i 145

5.6 WOrKFIOW SCREAUIET ...uviiiiieieeeeeeee et a e 147

5.7 Launching External Applications ......cccoeeeeeeeeieeeeiiieeeeeeeeeeeeeeeeeeeeeeeeeee, 149

5.8 Transport X2 OptioNS....cccoeeeeiieeieeeeeeeeeeee e, 152
Appendix A Installing the Transport X driver in Windows 7 ...... 155
Appendix B Database Mappings for Import and Export............. 165
Appendix C TroublesShoOotiNg ......ccucivuiiiiiiiiiiiir e, 181
Appendix D PGA Diagnostic Error codes and Status Flags....... 184
Appendix E Model DesSCriptioNS........ceveeeiieieiiieeieeee e eeeeneeaenes 187
Appendix F Offline DGA & Oil Quality Workflow.........cc.ccccceuue.... 198
Appendix G MS 3000: HTTPS & Self-signed Certificates .......... 211
Contact & Copyright DetailS.....ccoueiieiiiiiiiieeereer e 220
List of Tables and Figures Page
TADIE T=T: TIEE SCOIES ettt ettt et s et e et e sat e s b e e st e e neeeneeeanes 14
TADIE T-2: DEVICE SCOIMES...uutiiiieiiieeeeeiteeeeecitee e e etee e e e aeeeessareeeessaseeaeesssseeesssssaeeensssaeesssssseees 14
Figure 1-1: License expiry NOUFICAtION .......oivuiiiiieeeeee e 15
Figure 1-2: License warNing iNAICAtON........couiiiiiiiiieeeteeete ettt et e s e 15
FIQUIE 1=-3: HEIP MEBNU ..eeiiiiiieieeeeeete ettt ettt s e e e st e e e st e e s sssaeessseessseessneennns 16
Figure 1-4: Fleet SUMMaAry dialog ...cccueeeciiiioiiieieeeieeeiteeeite ettt stee e e e e s saaeeenns 16
Figure 2-1: Welcome to the Perception Desktop Setup Wizard .......ccccceevvieriieiinieenineenne 17
Figure 2-2: LICENSE AQIEEIMENT......iiiiiiieiieeieeeit et ste e et e e st e e s e e e staeesasaesssseeesssaeessseennns 18
Figure 2-3: Select INStallation FOIAEr.........oi ittt 19
Figure 2-4: Confirm INStallation........ccuiieiiiiiiieeeeeeeeeeee e re e e e 20
Figure 2-5: Installing Perception DeSKIOP .....c.uiiii ettt 21
Figure 2-6: Installation COMPIETE........oouiiiiieeeee et 22
Figure 2-7: Getting STarted .......coo ittt et e e e ve e e e e ae e e e e naaeaeenans 24
Figure 2-8: Connect to an existing database ..........coceeiiiiiinieiiieneee e 24
FIQUIE 207 LOGIN c.nitiiieeeiteee ettt et e e e ettt e e e e eaaa e e e e aateeeeentaeeeeensaeeaennsaeeeeenssaeaaanans 25
Figure 2-10: Configure @ Server CONNECTION ......cooeiiiiiiiieiieieeeeeteee e 25
Figure 2-11: ENTEr DISCOVEIY SEIVEL c.uuuiiiiieiiee ettt ecttee e eette e e eevee e e s saeee s e aaeeessnsaeaeenans 26
Figure 2-12: List of Perception databases ........cccooieiiiniiiiiinieneeeeeeee e 26
Figure 2-13: CONfIgUIe OPLIONS .....uiieciieeiieeetee ettt ettt e e sae e e aeeesaaeeeeaaeesneeeeneeenns 27
Figure 2-14: Server Configuration Complete ..o 27
Figure 2-15: LOGIN PrOMIPT..... ettt e et e et e e e e eaa e e e s s aaaae e s saneeesnnaeeaennns 28
Figure 2-16: Server certificate NOt truSted.......cccuvieeiiieeeeeee e 28
Figure 2-17: Client certificate NOt truSted .......cocueiiiiiiiiiieee e 29
Figure 2-18: New Database OPTION ......civiiiiiiiieeteeteeteet ettt 30
Figure 2-19: Save the local database ........coocuiiiiiiiiiiiiiieeee e 30

MA-020 - Perception Desktop 2.4.7 - Installation & User Guide - Rev 10.3 22-Oct-24 Page 4 of 220



Figure 2-20: New 1ocal database .........oooiiiiiiieiieee et 31
Figure 2-21: Upgrade Local Database FOrmat.........c.ccooiiiiiiiiniiiiieeieceeeeeecceieeeeeee 31
Figure 3-1: Fleet Overview (only available when connected to Perception Server)........ 32
Figure 3-2: Database ConnNeCt OPLION .......ei ittt 33
Figure 3-3: Perception database [0QiN ......coocuiiiiiiiiiiinieeieeeeeeeeee et 33
Figure 3-4: Disconnect from Perception SErver ... ieiiienienieeseeeeeeeeie e 34
Figure 3-5: Open 10cal database.......c.oiviiiiiiiiiiieeet et 34
Figure 3-6: LOCal databaSes......couuiiiiiiiiiiieeteeet et 35
Figure 3-7: Close a 10Ccal database .........c.ceoiiiiiiiiiiieeeeeeeeeeeeee e 35
Figure 3-8: Perception Desktop Main SCrEEN .......civiiiiiiiiiiieeeeeeeeeeee et 36
Figure 3-9: Asset Explorer — Search & resultS ...t 36
FIQure 3-10: NEW NOUES ....ueiiiiiieieteetee ettt ettt e st e s te e st e e st e e s sbeessaeesaneeenas 39
Figure 3-11: ReNAME @ NOTE .....ciiiiiiiiieeeeee ettt ettt et e st e st e e s naeeeaee 41
Figure 3-12: DeIEtEe @ NOE .cueeiieieeeeeeeee ettt ettt e e te e s sabaesateesasaessneenans 41
Figure 3-13: CONfIrM DEIETE ..c..eiiiieee ettt ettt 42
Figure 3-14: CONTIMM MOVE ......eiiiiieeeeeeeeeee ettt et e st e st e s saa e e s e e e sseeesaneeeas 42
Figure 3-15: Asset Explorer drag and drop .....cooceeeeeeeriteeniieereeeerieeeieeeesieee et saeeeeeee e 42
FIQUre 3-16: FIEET OVEIVIEW.....ciiiiiiiiieeiieeetee ettt e e sae e s ae e s saae e s aaeesneeesaseeenns 43
FIgure 3-=17: EVENT SEAICI ...coouiiiieeeeeeee ettt sttt 43
Figure 3-18: Area wallboard eXamPIe ........coviiiiiiiiiieeeeeeiee et 44
Figure 3-19: Transformer > Properti©S.....c.co ittt 45
Figure 3-20: Transformer > Dashboard > Devices Summary — MINITRANS .................... 45
Figure 3-21: Transformer > Dashboard > Ranking Graph — MINITRANS...........ccccceeeeenn. 46
Figure 3-22: Transformer Dashboard > Devices Summary = BMT 330 .....cccccceevvveenineenne 46
Figure 3-23: BMT 330 Device Summary > Primary Input (HV) .ccooceevieiiieiiiiicieeeieee, 47
Figure 3-24: BMT 330 Device Summary > Partial Discharge........ccccooeeiviiniiiiniieinieenns 48
Figure 3-25: MS 3000 DEVICE SUMMAIY ...ccccuiiiiiiiieeiieeeiteerieeeseeeesaeeesaeeesaseessaaeesssneesneesns 49
Figure 3-26: Transformer > Properties > Workflow ASSOCIations ........ccccccceecverienerceennnene 50
Figure 3-27: New > Transformer BanK.........c.ooviiiiiiiiiiieeieceeeeee et eae e 51
Figure 3-28: Circuit Breaker Properti©s. ... ieirieirieeeteeeiteeeete ettt e e e 51
Figure 3-29: Circuit Breaker asset — Devices Summary — CB Watch 3 ........cccceeveeniennen. 52
Figure 3-30: Circuit Breaker asset — CB Watch 3 — Status worksheet.......cc.ccccevveineen. 53
Figure 3-371: MOTOI PrOPEITIES ..ceieeiieiieeiee ettt ettt e st e e e e s saaeessaeessaeesneeenns 54
Figure 3-32: Plant Motor DeviCe SUMMAIY ......cccooiiiiiiiiiiieeeeeeeeeeeeee e 55
Figure 3-33: Motor > Dashboard > Latest EVENTS .....cooviiiviiiiiiieeeeceeceeceeeeeeeee e 55
Figure 3-34: Motor > Dashboard > Motor Start..........ccceeviieiiiiinieieececececeeeeen 56
Figure 3-35: Motor > Dashboard > Breaker Data .........ccceecuveeviiieniiieeciiecieceeeeeee e 56
Figure 3-36: Transformer Properti©s. ... i ettt 57
Figure 3-37: TransformMer NAMIE .....co.ioiiiiiieee ettt 58
Figure 3-38: Main Transformer DetailS .......ccuieeciieeiiieeeeeeeeeeee et 58
FIQUre 3-39: BUSIINGS ...eeiiiiiiiieeeeeee ettt e et e e et e e e e eaa e e e s s aaa e e e e saaeeesnneeaeenans 58
Figure 3-40: VOItage SIAES ..ottt ettt ettt se e st ne e saaeeeeas 59
Figure 3-47: COmMPartMeENTS......cco o iieieceiiee ettt e et e e e itee e e e eree e e e s saaeeeesesaeeeeesnsaeaeenans 59
Figure 3-42: Criticality DetailS.......coouiiiiiieeeeeeeee et 59
Figure 3-43: WOrkflow ASSOCIAtIONS.....cccuuiiiiiieeiiiecieccee et e e 60
Figure 3-44: Phase ASSOCIALIONS ...c..eiiiiiieieeiet ettt 60
Figure 3-45: Phase Association annotation on Data Table.........ccccueeeeeiiiiiiceiieeieieeees 61
Figure 3-46: Phase Association annotation on Trend Chart .......cccccceoeeiieiiiinieniecnienen. 62
Figure 3-47: TransformMer BanK .......cccuieecieeiciieccieeeeeeee ettt ve e eve e e saae e neeens 63
FIigure 3-48: RANKING ....cooiiiiiiieeee ettt ettt et e e st e e bt e saaeeneas 64
Figure 3-49: Circuit Breaker Properties ... ieirieiniieerieeereeeeseeeeee et 64
Figure 3-50: Circuit Breaker NAME.........cooi ittt et 65
Figure 3-51: Main Circuit Breaker DetailS........coocieiriiiriiiiieeieeeieeeeeeeeeee e 65

MA-020 - Perception Desktop 2.4.7 - Installation & User Guide - Rev 10.3

22-Oct-24 Page 5 of 220



Figure 3-52: WOrkflow ASSOCIAtIONS......cciciiiiiieiieiieeicete ettt sttt 65

Figure 3-53: MOTOr PrOPEITIES...cuuiiiiieeiiee ettt ettt et e et e e e sbeeeeanee e 66
FIQUure 3-54: MOTOT NAMIE ....oiiiiiiiiieeieeee ettt ettt e e st e e st e e st e e s sbeessaeessaeesseeenns 66
Figure 3-55: MOTOr DetailS...cc..ueiiiiiiieieieeeteeete ettt et 66
Figure 3-56: WOrkflow ASSOCIAtIONS.......ciciiiiiieiierieeieete ettt ettt 67
Figure 3-57: DEVICE ProPerties ......ciiiiiiiiieiitieeiteeeteeet ettt ettt e e s 67
FIQUIPE 3=58: IAENTITY ceeneieeiieeee ettt et e st e st e e st e e s ba e e ssaeesneeenas 67
Figure 3-59: COMMUNICATIONS ...cuuiiiiiiiiiiie ettt 68
Figure 3-60: Communications > Define network port ..., 68
Figure 3-61: AUTO-DOWNIOAA ....ccoueiiiiiiiiiieecieeeteete ettt s e e e 69
Table 3-1: Examples illustrating scheduling using Cron values..........cccoccveeeiieiniiennieeenne. 70
FIQUre 3-62: AUTO-EXPOI ..eiiiiiieiiieeteeee ettt ettt st et e et e e s ba e e sbeeesneeeas 70
FIQUre 3-63: EMAl....cooiiii ettt ettt e st esnaeeeaee 71
Figure 3-64: Email — Segregate Notification emailS.........cocoeeieiiiiniieiniieiriieceeeeeeeeee 71
Figure 3-65: DeViCe CONNECTION ....coiiuiiiiiiiiiiieeeteeet ettt et e e e ne e 72
FIQUIE S=86: SEUTUP .etiiiiieeiieeee ettt et s e e st e e s ate e s aaeeesaseesaseessaeesaseesnns 73
Figure 3-67: WallDOard ..ottt ettt esne e 75
Figure 3-68: An example WallDOard...........oooiiiiiiiiiiieieciteeree et san e 76
Figure 3-69: DiSPlay OPTIONS ....coouiiiiiieiiee ettt ettt et e et e et e s beeeeane 77
Figure 3-70: Fully configured Wallboard ..........occeeoiiiiiiiiieeeeeeeeeeeeeeee e 78
Figure 3-71: Wallboard with pulSiNng NOTE.......coocuiiiiiiiiiiiieeeeeee et 79
Figure 3-72: ACKNOWIEAgE @Nn @larM .....cc.uiiiiiiiiiiieeieeeiteeiee ettt e e aee e 79
Figure 3-73: Asset node showing increased movement up the asset risk index............. 80
Figure 3-74: Acknowledge RiSK INAEX .......ciiuiiiiiiiieiiieeiteeeite ettt 80
Figure 3-75: Customizing @SSt NOUES......covuiiiiiieiieecteeete ettt iae e 81
Figure 3-76: ASSEt HIEIarCNY ..ottt ettt et 81
Table 3-2: ColoUr deSIgNatiON .....cocuiiiiiiieieteee ettt s 81
FIQUIE 3=77: RANKING. ...ttt ettt et e et e e et eesab e e s aeeesseeesaneeenas 82
Figure 3-78: Risk and ranking NiSTOIY .......ciiiiiiiiiiieeeeeeieeeeeese et 82
Figure 4-1: Transformer Worksheet tabs.........coccoiiiiiiiiiniiiicicetceceeeeeee e 83
Figure 4-2: WOrkSheet OPTiONS......cooiiiiiieeeeee ettt ettt 84
Table 4-1: ChartS PO @SSET ..cii ittt e e e e s aae e e e e sstaeaeesasaeaeenannees 86
Table 4-2: ChartS Per GEVICE.... .. ittt et e e et e e e e e e e e e aaaee e e nnes 87
Figure 4-3: Dissolved gas trend @analySiS.......ueu ittt 88
FIQure 4-4: FOrMat PlOT..coueiiieieeeeeeeeeee ettt ettt e s e e saa e e s aa e e s e e e sneeenns 88
Figure 4-5: Chart OPTIONS ..ottt ettt et e st e e bt e e snee e 89
FIQUIe 4-6: ZOOM PIOT...ccniiiiieiieeeee ettt ettt et b e s e ne e eeneas 90
Figure 4-7: Create @ new Trend Chart ...ttt 91
Figure 4-8: Add measurements to the trend chart..........coocooiiiiiiinee, 91
Figure 4-9: Remove measurements from the trend chart ..........cccooeeeieeciiecciieccieccee 92
Figure 4-10: Change Y Scale MethOd.......coo it e e 92
Figure 4-11: Add @annOtatioNS......cc.coiiiiiieeee ettt e 93
Figure 4-12: EXample @nNOTAtiON ......ccoccuiiiiiiiieeecceeee ettt e e e e e e e e e e easeea e e e 93
Figure 4-13: Data Table with colour-coding — add / remove measurement points.......... 94
Figure 4-14: Data Table TOO0IIP ...ttt e e e e e e easaeeeeeans 95
Figure 4-15: Status WOIKSNEET ......coiiiiieeee et 95
Figure 4-16: STatus area COIUMNS .....ciicciiieeccieeeeceitee e et e e et e e e e erae e e e s saaaeeeseaaeeeeesasaeaaenans 96
Figure 4-17: Status > Event POINT tYPe...couii i 96
Figure 4-18: DiSPlay NAMES ......ceieiiiiieeciiie e eeitee e eetee e e eeite e e e atte e e e etaeeeesaaeeeesesaeeeessasaeaeannns 97
Figure 4-19: Rename a measurement POINT........cooiiiiiiiiiriiineeete e 97
Figure 4-20: Rate of Change Chart ..ottt 98
Figure 4-21: Custom: Rate Of Change Parameters........ccooeiieriiinieeiienieeeeeeeeeeeeeeen 98
Figure 4-22: ROC tooltip ShOWINg parameters........ccoiiiriieiniieerieeeeeeeieeeeee et 98

MA-020 - Perception Desktop 2.4.7 - Installation & User Guide - Rev 10.3 22-Oct-24 Page 6 of 220



Figure 4-23: Example Rate of Change e-mail alert........cccoceeviiiiiiniiinniineeeeeeeeeeen 99
Figure 4-24: ROC settings in TranSCONNECT.........ciiiiiiiiiiieeieeeeeee et 100
Figure 4-25: TDCG CRArt ....ccoiieiieeeieeeiteeteeete ettt ettt et e et essite e s saeessaaeessaeens 101
Figure 4-26: TDCG CRart....cc ottt ettt e st e st e e 102
Figure 4-27: Key Gas CRartS.....cooiiiiiieeieeeteceeeete ettt ettt s 103
Figure 4-28: Overvoltages WOIrKSNEEeT.......coouiiiiiiiiiiieeeteeeeeeeeeeee et 104
Figure 4-29: Gas Ratios WOIKSNEET .....coouiiiiiiieeeee et 105
Figure 4-30: IEEE C57.104 version of Gas RAtiOS ........ccceeiiriiriiinieeiieeeeeeeeeeeee 106
Figure 4-31 Ratios Table display for Gas Ratios .........ccoceeiiriiriiiniieeiieeeeeeeeee e 106
Figure 4-32: Ratios Trend Graph ....ooeee ettt 107
Figure 4-33: Custom ratio trend PlOt.........eoiiiiiiiiieeeeeeee e 108
Figure 4-34: ETRA DIAQram A...cou oottt ettt e st et e s st e s siseessaeessaaeessneens 109
Figure 4-35: ETRA DIagram Bo.........co ittt 109
Figure 4-36: Duval's Triangle — ClaSSIC .....cuuviiiriiiiiieieieeeiteee ettt e e 110
Figure 4-37: Duval's Triangle — LTC eXampPle ......cooiiiiiiiieeeeeeeeeeeeeeeeeee et M
Figure 4-38: Duval's Triangle — Type 4 eXample.....c.ccovviiiriieiniiieeniieeieeerreeeee e M
Figure 4-39: Duval's Triangle — Type S eXample.......cooieiriiiiniiiiniieeeeeieeeieeeeeeeeeene 12
Figure 4-40: Duval's Pentagon 1 fOr 5 gasSeS .. iiiiiiriiiieiieeeiieeieeesveeete e 13
Figure 4-41: Duval's Pentagon 2 fOr 5 gasSeS......uuiiiiiiniiiiieieeieeteeee ettt 113
Figure 4-42: Models > Hydran REAAINGS ...cc.ueevuiiiiiiiieieeeieeeeieecite ettt 116
Figure 4-43: Example of deselecting @ parameter ... 116
Figure 4-44: Gauge Representation — eXampPleS.....cceevieieiieiniieeniieerieeeeeeeeee e 117
Figure 4-45: Bushing Monitor polar PlOt .........cooiiieiiiieeteeeeeeeeeeee e 118
Figure 4-46: Bushing Monitor polar plot — alarms .......ccceeviiiriieiniieereeceeceeevee e 118
Figure 4-47: Bushing Monitor graphing OPtiONS.........ceeieiriieinieeeeiee et 119
Figure 4-48: Bushing Monitor polar plot = CONTrolS ........ccoeviiiiiieiiiiirieeieeeeeeeeeeeee 119
Figure 4-49: Bushing Monitor polar plot = ZOOMING.....cccueiriiiiriieeriieerieeeee e 120
Figure 4-50: OTher CONTIOIS ......iiiiiiiiieeetee ettt et e e 120
Figure 4-51: Histogram (left) and polar plot (right) using the same dataset................... 121
Figure 4-52: ASSEt EXPIOTEI c..uueiiiiieeee ettt et st 121
Figure 4-53: Shortcut menu to cho0se BMT deVICE......uiiviiiiriieeiieeeieeerieeeeeeeeee e 121
Figure 4-54: Partial Discharge polar PIOTS ......cooouiiiiiiriieiieeeeeeee e 122
Figure 4-55: Partial Discharge graphing OptioNS .......coccieieiiieniieerieeeeeeeeeee e 122
Figure 4-56: TOGQIE CRAITS ..coueiiiiieeeee ettt ettt et esaae e 123
Figure 4-57: Partial Discharge trend Chart.........ccooeeiieiiiniiineeeeeeeeee e 123
Figure 4-58: RetUrn 10 POIAr VIEW ...c...uiiiiiiiiiieieeteeeteeete ettt 123
Figure 4-59: PIOt SNOMCUL MENU ..eiiiiiiiiiieciieeeeee ettt e e s saneeeaae s 124
Figure 4-60: Appearance ShOrCUT MENU........ciiiuiiiiiiiiniieeeiieeieeeeeee et 124
Figure 4-61: Phase ShOrtCUt MEeNU.........coiiiiiiiiiiiieeeeteeteee e 124
Figure 4-62: PRPD RaNge dialOg......uuiiieuiieeieiieeeeieee ettt eette e s s saee e e e aae e e e s aaaeaeas 125
Figure 4-63: PRPD standard 2-D Chart ...ttt 125
Figure 4-64: PRPD hiSTOQram ....ccc.ciouiiiieeieeeteeeete ettt ettt ettt 126
Figure 4-65: INter-Phase ANQGIE ... ...ttt ettt e e s e e e e e e s aaaaa e 126
Figure 4-66: BUShings SNOMtCUL MENU ....co..eiiiiiiiiiieieee e 127
Figure 4-67: Appearance ShOMCUL MENU .....c.uuiiieeiiiieiccieee ettt eeeee e e e e e e saeee e 127
Figure 4-68: VieW SNOMCUL MENU ..oouuiiiiiiiiiieeeeeeeetee ettt 127
Figure 4-69: Data Table with Caution and Alarm limits tOOIIP......ccvveeeeciieeieciieeeeeee, 128
Figure 4-70: Status worksheet with Caution and Alarm limits .........cccccevveriieniennceniennee. 128
Figure 4-71: MS 3000 LOG=iN SCIrEEN c....uuiiieeetieee ettt ettt e eeitee e e e saree e s eaaae e e e aaeeeesnvaaaaens 129
Figure 4-72: Properties — Communications — IP address ........ccccceveeverieneiniencicneeneneennen. 129
Figure 4-73: COMTRADE HiSTOIY ...coiuiiiiiiieteeeteete ettt st 130
Figure 4-74: Breaker Trend Chart........coooiiiiiiiiiieeeteeeeee et 130
FIQUIE 4-75: ESA DATa...coooiieeiiieeeeeeetee ettt ettt ettt et e st e st e s aaeesane s 131

MA-020 - Perception Desktop 2.4.7 - Installation & User Guide - Rev 10.3

22-Oct-24 Page 7 of 220



Figure 4-76: ESA CirCle Chart. ..o oottt ettt et e saee s 132

Figure 4-77: Breaker Data.........co ittt 132
Figure 4-78: Breaker Data.....c..eo ittt ettt et s 133
Figure 4-79: ESA MOEIS ....conmiiiiiieeee ettt ettt 134
Figure 4-80: LDR TreNUS. . ..ciiiieiiieeieeeteeete ettt ettt e st e st e st e e sse e e s e e e sanee s 134
FIgure 5=1: DOWNIOAU. ....ccooiiiiiiiiiteeteeee ettt ettt et e s e e s ae e e eaeee s 136
Figure 5-2: DOWNIOAA PrOgIrESS.....uiiiuiiiiiiiieiieeeiieesiteeeiteestteesteeesiteeesteessaseesssneessseeesseens 136
Figure 5-3: Cancel DOWNIOAA .........ooiiiiiiieiieeteeteete ettt 137
Figure 5-4: TranSCONNECT....cc.uii ittt ettt et e s sae e s enaeesaae e 138
Table 5-1: EXPOIt OPTIONS ...uviiieeeiee ettt ettt e et eeeae e e e e eaae e e e e eaaaeeeesanaeaeennns 139
Figure 5-5: EXPOIt OPTIONS ..coouuiiiiiieiieeete ettt ettt et es 140
Figure 5-6: SaVe @S @ CSV fil@..uiiuiiiieieeeeeeeeee ettt 140
Figure 5-7: IMPOrt @ fIle ...ttt 141
Figure 5-8: OPpen @ CSV Il .ottt ettt et et e b e s ane s 141
Figure 5-9: Download Service Logs = NetWOIK ......cc.coiiiiiiiiiiiiiieiieeeieeeeeeeeeeeeeeen 143
Figure 5-10: Download Service LOgs = USB.....ociiiiiiieeeeeececceeeeeeee e 144
Figure 5-11: TOOIS > OPLIONS > VIEW ....iiiiiiiiiiiiiiieeeiieeeeeeee ettt 144
Figure 5-12: Transformer Status report CONtext MENU......cccuviviiieiriiieeriiieeieeceeeeeee e 145
Figure 5-13: Report Configuration Wizard ..........cccceeieiiiiiiinienieeeeeeee et 146
Figure 5-14: Transformer Status REPOIT ....couviviiiiiiieeeeee et 147
FIQUure 5-15: TOOIS MENU....uuiiiiiiiiiiiiiieeete ettt ettt et e st e st e e st eesanee s 148
Figure 5-16: Workflow Scheduler dialog ......c.ueeeiiiiiieieiieiriieeieeeeeeree e 148
Figure 5-17: Workflow Scheduler enabled ..........cocooiiiiiiiiinieeeeeeee e 148
Figure 5-18: External TOOIS MenU OPLiON...cc.uiiiiiiiiiieeiieeieeeteecte e 149
Figure 5-19: External TOOIS dia@log ..c..ueieuiiiiiiiiiiieeciteeeieeeree ettt 149
Figure 5-20: External Tools dialog — after clicking ‘Add’ ........cccooierieeiiiniieeieeeeeeee 150
Figure 5-21: External Tools — Notepad eXample......ccceeieiriieeniieeeieeerieeeeee e 150
Figure 5-22: External Tools — Notepad example with an argument............ccocceervieennneen. 151
Figure 5-23: Tools Menu option with Notepad added to external tools ..........ccccueeneee. 151
Figure 5-24: Deleting an EXTernal TOOI . .....coouiiiiiiiiiieiiecteeeeetee et 152
Figure 5-25: Tools Menu with Notepad remoVed .........ccceevcieeriieeriiieerieecieeeee e 152
Figure 5-26: Transport X2 ASSet hierarChy ......cccoceviecieienieeeereeeeeeeee e 153
Figure 5-27: Transport X? Properties worksheet — before connection...........cccccuveuen..e. 153
Figure 5-28: Transport X2 Properties tab — after connection .........cceceeeeviecenienceienen. 153
Figure 5-29: Transport X2 Download measurements MeSSage.......cceevvereerreevesreerreeuennnn 154
Figure 5-30: TranSPOrt X2 OPLIONS ...eevueecieeieieeieeeesteerie ettt s ae st et e stesaeesseeseeneas 154
FIQUre A-T: ValidatioN......coouieeiieeieeeeteeeee ettt ettt e et e e st e e saeessaeessnneeesneens 155
FIQure A-2: DOWNIOAM .....ccouiiiiieeiteeteeetee ettt ettt et e et eesabe e s sabeeesnteesnneens 156
Figure A-3: SeCUrtY WarNiNg ....ccoeooiiieeeeeeee ettt ettt st 156
Figure A-4: Browser SecUrity Warning ......cooceieieeciieeeeeiiee ettt e esveee e eeiveee e e eaae e e e savaeeeens 156
Figure A-5: InStallation dialogS....c.uuiiiieieee ettt e e e aa e e e s eaaaeaeas 157
Figure A-6: Unsuccessful device driver installation ... 157
FIgure A-7: CONTIOl PAn@l...... ettt ettt e e e s e e e e e e e e s aaaaeaeas 158
Figure A-8: DeVvices and PrINTEIS ...c...oo ittt ettt 159
FIQUre A-9: DEVICE MaNAQET .....iii ettt ettt e e et e e et e e e s sava e e e s ssaeee e e naaeeeesnsaaaaans 159
Figure A-10: Device Manager — Update Driver SOftware .........ccccoeveeieinienieenieeseeeee 160
Figure A-11: Update Driver Software - Kelman Transport X.......ccccceeevvveeevieecceeeecveeeeneen. 160
Figure A-12: Browse for driver SOftWare ..ot 161
Figure A-13: ChooSse the deVIiCe TYPE c.eeeiiieeeieeeeee et ee e 161
Figure A-14: Select the devViCe ArVEr ..ot 162
Figure A-15: Update driver WarNiNg......co..eeieeeieieieeeeeeeieeeeie ettt e s siae e steessaseesaneeas 162
Figure A-16: Installation progress Dar........co e 163
Figure A-17: Driver update COMPIETE...coouiiiiiiiiieeeeeee et 163

MA-020 - Perception Desktop 2.4.7 - Installation & User Guide - Rev 10.3 22-Oct-24 Page 8 of 220



Figure A-18: SUCCESSTUI CONNECTION ..c.eiiiiieiiiieee e 164

Table B-1: Database MapPiNgs ..ottt ettt et e st eesane e s saeee e 165
Table C-1: Problems & ReSOIUTIONS ......cocuiiiiiiiieieceeeceeeetee e 181
Figure D-1: PGA diagnostic iNformation ..........coceoiiiiiiieeeeeeeeeeee e 184
Table D-1: Transfix-family PGA ErrOr COUES .....oiimiiiiiieiieeeieeeetee ettt 185
Table D-2: MINITRANS PGA EITOr COUES ....oiiiiiiiiieiieeeiteeeite ettt ettt 185
Table D-3: PGA Status flagS ...ceeuiiieeiieieeieeteeeet ettt ettt ae e st eeae e 186
TaADIE F=1: CSV FIEIAS ettt et ettt e st be e 198
Figure F-1: Main Transformer DetailS .........cooiiiiiiriiiiieieeeeeeeete ettt 199
Figure F-2: WOrkflow ASSOCIAtIONS ....ccuiiiiieiiieieeiteceeeeee ettt 200
Figure F-3: INhibitor CONCENTratioN......ccccuiiiiiiiieeeeteeee e 203
Figure F-4: Total PCB CONCENTratioN ...coouiiiiiiiiieeeeeee ettt 205
Figure G-1: CertifiCate ErTOr ..ottt 211
Figure G-2: MS 3000 Untrusted Certificate.....cccccuuriiiniiiiniieeeeieeceeceeceee e 212
Figure G-3: Certificate INformation.........cocoo i 212
Figure G-4: Certificate Import Wizard — Certificate Store.....cccceevvveevciieviieiiieeieeeeee, 213
Figure G-5: Certificate Import Wizard — confirmation..........ccccoeiiininiinniiniieniecceeee 213
Figure G-6: INterNet OPLIONS ... .ciiviiiiiieeeeeeteeee ettt e e e st e e s saaeesaaeeas 214
Figure G-7: Certificates: Trusted Root Certification Authorities .........cccoceeviiniiniinnenne. 214
Figure G-8: Certificate Export Wizard — Certificate file name......ccccoovvveeviieiniiennieeneeen. 215
Figure G-9: Certificate Export Wizard — confirmation..........cccceeiieniniinniiniienieeceee 215
Figure G-10: MMC MQaIN SCIEEN .....uiiiiiiieiite ettt e te st e e s te e e s teeesataesssseessssaessaneesaseens 215
Figure G-11: MMC Add CertifiCates ......ueeiiieeieeeeeeeeteee ettt 216
Figure G-12: MMC Certificates SNap=iN......cocciiriiiiiiieieieeeteeeeeeee e 216
Figure G-13: MMC SeleCt COMPULET ....ccooiiiiiieeieeeie ettt ettt ste e e steessaeessaaeesnaneeas 217
Figure G-14: MMC Certificates added.........cocueriiiiriieiieeeeeeeee et 217
Figure G-15: MMC main screen — Certificates (Local COMPULEr) .....ccccveevieerrveennveennnenn. 218
Figure G-16: Certificate IMpPort WIizard...........coocueerieiiienieeieeeeieete et 218
Figure G-17: Certificate Import Wizard — Certificate file name.........ccccoeeriiiniiiinnenne 219
Figure G-18: Certificate Import Wizard — confirmation ........cc..ccceeeevenieniininncnecncnienen. 219

MA-020 - Perception Desktop 2.4.7 - Installation & User Guide - Rev 10.3 22-Oct-24 Page 9 of 220



Related Documents

Ref# Title

MA-021 | Perception Server - Installation & User Guide

MA-022 | Perception Web - Installation & User Guide

MA-023 | Perception Workflow Designer - Installation & User Guide

Abbreviations & Definitions

Abbreviation Meaning

KPD file suffix for a Perception Database file (stored in a SQL format)

TOA file suffix for a device configuration file (stored in a CSV format)

DGA Dissolved Gas Analysis

Ccsv Comma Separated Variable — an industry-standard neutral data exchange format
SQL Structured Query Language - an industry-standard database format
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1.1

1.2

INTRODUCTION

Product Overview

Perception is a software product designed to assist power plant personnel in
the maintenance and management of oil-insulated equipment used in the
transmission and distribution of electrical power. It is used primarily for
diagnosing fault conditions as well as trending measurements taken from
transformers, circuit breakers and tap-changers.

The software accepts data from either manual or automated programs of
regular sampling and condition analysis of the equipment’s insulating oil as
well as other performance data. Several well-established and recognized
empirical diagnostic rules are used to present information to the user on the
condition of the insulating oil used in the electrical equipment. This assists in
the running of a maintenance program and in the identification of potential
fault conditions. It allows both the maintenance engineer and asset manager
to monitor and diagnose transformer data collected by GE's range of on-line
monitoring units. The data includes Dissolved Gas Analysis (DGA), calculated
models, bushing and other transformer measurements. By providing access to
this valuable data along with powerful diagnostic tools, Perception delivers
clear transformer condition information. This enables decisions to be made
quickly and reliably, helping to extend the life of transformers, reduce
unplanned outage, and avoid catastrophic failure.

Although Perception is an expert analysis and information system, it is only an
aid and should not be regarded as a replacement for the knowledge of a
subject matter expert in the analysis of insulating oil used in electrical
equipment and the operation of oil filled power equipment.

Software Family

There are four members of the Perception family.

A Perception Desktop — A standalone software application that provides
customized access to the centrally located asset database. It provides
advanced diagnostic profiles on device data, a multi-page transformer
report containing key transformer information as well as the facility to
launch external applications. Additionally, Perception Desktop can operate
standalone or as part of a larger centralized asset management suite in
conjunction with Perception Server.

A Perception Server — The pinnacle of transformer asset management
software. Perception Server provides a fleet-wide network overview via a
wallboard display, automatic data downloading with configurable
scheduling, email notifications of device condition changes and a TOA4
data export facility. It uses a centralized data storage location based on
SQL Server to which Perception Desktop links seamlessly via secure OPC
UA communications.
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A Perception Web — A web-based solution that provides read-only access to
the centrally located asset database. This offers a convenient way to
obtain readings and consolidated data analysis across a variety of
platforms including mobile devices. This includes transformer dashboards,
wallboards and an overview to the status of the entire transformer fleet.

A Perception Workflow Designer — The workflow designer uses common
flowcharting techniques to express transformer diagnostic processes as a
model. These models are known as workflows and in turn drive the
Perception dashboard. The Designer brings easily modifiable workflow-
enabled capabilities to the Perception software suite allowing control over
the diagnostic process and customization of how data is presented on the
Perception dashboard.

Note: Perception Express is no longer available and should be removed
since Perception Desktop includes all this functionality and more.

1.3 What's New?

A Enhanced support for DGA 900 TapTrans Plus with models for cooling,
thermal and OLTC data, including import and export of such data.

A Minor enhancements and bug fixes.

Note: If upgrading to Perception Desktop/Server 2.4. X from version 1.X,
please contact GE Support before commencing as depending upon
the size and complexity of the existing database, a service visit may
be required to make the transition.
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1.4 Desktop Features

Perception Desktop offers the following:

A

A

> > D>y > > D> >

>\

A

Can be used as a stand-alone application or as a client application in a
large centralized Perception Server environment

Wallboard facility gives an overview to the entire fleet

Trend charts for any measured parameters, including polar plots for
Bushing Monitors and Partial Discharge (BMT devices & DGA 900 PLUS
with bushing monitoring)

Current status and data history displays

Configure the data upload frequency from remote monitors
Pre-set trend and diagnostic graphs for dissolved gases
User-configurable trend graphs for any monitored parameters
Gas Ratio trend charts

Preset fault monitoring displays utilising Gas ratios (IEC60599 & IEEE
C57.104, Transformer Condition, Rogers Ratio and Doernenburg Ratio),
Duval’s diagnostics and Japanese ETRA standards

Models for Intellix MO150 & Hydran M2 / M2-X devices (see Section 4.16)

Transformer Report for an overview to key information on a transformer’s

condition based on the dissolved gas measurement analysis and user input

(see Section 5.5)

Facility to launch external applications from within Perception Desktop (see

Section 5.7)

1.5 System Requirements

The minimum PC and system requirements for Perception Desktop are:

Operating Windows 7 with .NET Framework 4.7
System:

CPU: 2 GHz Processor

Memory: 2 GB RAM

HDD: 10 GB free

Graphics Card: 64 MB graphics, update to the latest driver for your

Note:

hardware to ensure that it can provide all the facilities of
NET Framework 4.7

Windows 8 does not enable Microsoft .NET 3.5 features by default.
However, all Perception installers require .NET 3.5, so you will be
prompted to enable it.
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1.6

Software Licensing

Perception Desktop uses a tier-licensing model when used with Perception
Server. This provides greater flexibility to add devices and manage license
expiry. There are six tiers in the model, as listed in Table 1-1, with each tier
supporting an increasing number of devices according to a range of

accumulated device weightings.

Table 1-1: Tier scores

Tier Accumulated weightings

0-50

51-100

101-150

151-250

251-500

Ol W|IN| =

501+

The weighting scores for each type of device are listed in Table 1-2.

Table 1-2: Device scores

Device

Weighting Score

Offline

201Ti

Hydran M2 / M2-X

8 series relays

MO150

MINITRANS

CB Watch3

Transfix

DGA 500

DGA 900

BMT 300

BMT 430

DUALTRANS

TAPTRANS / DGA 900 TAPTRANS

MULTITRANS / DGA 900 MULTITRANS

Transfix PLUS

DGA 900 PLUS

TMS

MS 3000

N[N/o[ofojo|ojfajajafaia|bh|[h[R[W[W[N]|—

You can add any number of devices and assets within the limits set by the
Perception fleet license tier. To add further devices or assets requires a
license upgrade — contact Customer Support.

Note: Customers on an existing annual fleet licensing agreement can add
assets and devices beyond the limits set by the new license tier.
However, once the annual fleet license agreement expires, the license
tier is recalculated and may require an upgrade to service all devices.

Note: When connected to Perception Server, the Fleet Summary window
becomes available in Perception Desktop and provides details on the
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1.6.1

Perception license tier including expiry date and a summary of the

devices and assets that have been added to the database.

License Expiry

A License Expiry message appears in Perception Desktop 90 days before the
Perception fleet license is due to expire as shown in Figure 1-1. Reminder
messages are automatically scheduled to reappear at 60 days, 30 days, 15
days and 5 days, or on each first launch of the application within the set days

of the expiration period.

» Perception Desktop

Perception Fleet Version 2.4.7

Your Perception Fleet License will expire in 25 days,

period.

be available.

-Transformer Risk Evaluations
-Fleet Ranking

-Transforrmer and Fleet Dashboard
-Wallboard Fleet Visualisation
-Perception Web

-Expert Email Motifications

To reactivate you license please contact your local sales
representative or email sales.digitalenergyMD@ ge.com.

Please quote Perception Fleet License Tier: &

please contact a GE sales representative to extend your license

If you do not choose to extend your license pericd you can still use
Perception Fleet however the following key features will no longer

Figure 1-1: License expiry notification

A yellow warning icon also appears in the lower right corner of the application
window with a tooltip when you rest the mouse pointer over it as shown in

Figure 1-2.

Your Perception Fleet License is about to expire.
Click for detailed information.

Figure 1-2: License warning indicator

Perception Server restricts functionality after license expiration. The following

features are disabled:

A Transformer Risk Evaluations

A Fleet Ranking

A Transformer and Fleet Dashboard
A Wallboard Fleet Visualisation

A Perception Web

A Expert Email Notifications
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1.6.2  Fleet Summary

Perception provides a useful summary dialog with license tier details and all
assets and devices that comprise the Perception Fleet. Select Help > Fleet
Summary as shown in Figure 1-3.

ﬁ Perception Desktop

About...
Fleet Summary...

Transformer Technical Services...

Figure 1-3: Help menu

The Fleet Summary dialog displays as shown in Figure 1-4.

Perception Fleet Summary
Version

Copyright & GE Digital Energy 2019

Perception Fleet License Tier: 6 Predicted Perception Fleet License Tier for the following year 6~ +

Perception Fleet License will expire on 21 April 2020

Perception Fleet Summary Devices added since last activation

Transfix 1.6: 2 Transfix 1.6: 1 =
MultiTrans: 1 DGA 900 1

DGA 500: 2 Transformers with imported data: 1

BMT 300/330: 3
Transfermers with imported data: 1
CBWatch: 1

To renew your license, please contact your local sales representative, or email salesdigitalenergyMD @ge.com and quote your Perception
Fleet License Tier,

License Key:

o |

Figure 1-4: Fleet Summary dialog

1.7 Customer Support

E-mail: ga.support@ge.com
North America: 1-877-605-5777
Worldwide: +44 1785-250-070
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2.2

INSTALLING & CONFIGURING

Overview

There are two main steps to installing and setting up Perception Desktop:

A Install the Perception Desktop software on your PC.

Note: Itis advisable to use Windows Update to check that your PC is
running an up-to-date version of the “NET Framework’ before
launching the Perception Desktop installer.

A Set up the connections to the Perception databases or Perception Server.

Note: If you install Transport X software on your PC, you can also
incorporate data from the Transport X portable range.

Run the Perception Desktop Installer

2.2.1  Toinstall Perception Desktop, double click the
Perception.Desktop.Setup.exe file. The Setup / Upgrade Wizard
opens to guide you through the process as shown in Figure 2-1. Click
Next to proceed.

Note: The Perception.Desktop.Setup.msi file must also be available in the
same location.

) Perception Desktop =l & &= |

Welcome to the Perception Desktop Setup
Wizard

The installer will guide wou through the steps required to install Perception
Desktop onwour computer.

YWARMING: This computer program is protected by copryright law and
international treaties. Lnautharized duplication or distribution of this program, or
any porion of it may resultin severe civil or criminal penalties, and will be
prosecuted 1o the maximum extent possible under the law.

Figure 2-1: Welcome to the Perception Desktop Setup Wizard
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2.2.2 If the License Agreement is acceptable, select | accept the terms in
the License Agreement and click Next as shown in Figure 2-2.

’ﬁ! Perception Desktop =al= '|i&ﬂ

License Agreement

FORM ES105 (REV 3): SOFTWARE LICENSE
NOTICE - READ THIS CAREFULLY: THIS IS A LEGAL AND BINDING AGREEMENT
BETWEEN YOU AND LICENSOR. BY INSTALLING THE SOFTWARE, YOU AGREE TO
ALL THE TERMS AND CONDITIONS OF THIS SOFTWARE LICENSE ["LICENSE"). IF
YOU DO NOT AGREE TO THESE TERMS, DO NOT INSTALL THE SOFTWARE. YOU
MAY RETURN THE SOFTWARE, ALL MANUALS, DOCUMENTATION AND PROOF OF
PAYMENT TO LICENSOR WITHIN 30 DAYS OF PURCHASE FOR A FULL REFUND.

1. Definitions. Unless otherwise ogreed to by Licensar, the fellowing terms shall

PP Pl

@ | accept the terms in the License Agreement

)| do not accept the terms in the License Agreement

< Bacl ][ Mext »

Figure 2-2: License Agreement
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2.2.3 Browse to select the installation folder or accept the default folder
and click Next to continue as shown in Figure 2-3.

Note: If your PC is shared with other users, you can choose to install

Perception Desktop for use under your login account only, or for all

user accounts of the PC.

ﬁ'}‘F‘erceptiDn Desktop (o= | =]

Select Installation Folder

The installer will install Perception Desktop to the following folder.

Toinstall in this folder, click "Mext". To install to a different folder, enter it below
or click "Browse".

Eolder:
|C:"5F’r|:|gram Files (8614 GE Digital Energy\Perception 2. [ Browse... ]

| DiskCost. |

Install Perception Desktop for yourself, or for amyone who uses this computer:

@ Everyone

) Justme

Cancel H < Back ][ Mext »

Figure 2-3: Select Installation Folder
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2.2.4  Click Next to start the installation, Back to backtrack and change
some of the selections, or Cancel to quit the process entirely, as
shown in Figure 2-4.

j{i‘}! Perception Desktop E =] @ﬁ

Confirm Installation

-

The installer is ready to install Perception Desktop on your computer,

Click "Mext" to start the installation.

Cancel || < Back |[ Mext »

Figure 2-4: Confirm Installation
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2.2.5 If you click Next, then the installation commences and a progress bar
indicates the progress so far as shown in Figure 2-5. The installation
may take some minutes.

ﬁ Perception Desktop E (=] @

Installing Perception Desktop

-

Ferception Deskiop is being installed.

Fleasze wait...

Figure 2-5: Installing Perception Desktop
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2.2.6 The Setup Wizard completes the installation and presents the
following message as shown in Figure 2-6. Click Finish to exit.

rj_,i';! Perception Desktop E [=] @ﬁ

Installation Complete

Ferception Desktop has been successfully installed. Click "Finish" ta exit.

Launch Perception Desktop.
Recommended Softwares:

Selectthe software and click Install Mow. TransCom installer is also available in
ChardFarty directony. The BT 3004330 installer is awvailable on the Ferception...

TransCorm (Provides support for Transfix 1.5) Install Mo
BrAT 3007330

Flease use Windows LUpdate to check for any critical updates to the NET Fra...

Cancel < Back

Figure 2-6: Installation Complete

Perception Desktop is now successfully installed. Other related software
installations include:

A TransportX: the data storage software supplied with the portable Transport
X products. It is used to read the data from the portable devices.
Perception Desktop can automatically interface with the Transport X
software to incorporate that data into the main Perception database. To do
so, the Transport X device must previously be installed on your PC. See the
Transport X device manual for details and 5.8 for installation details.

A Intellix BMT 30B30: the software used to configure and monitor Intellix BMT
devices.

A TransComthe software used by Perception to support Transfix 1.0/1.5
devices.
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2.3

2.3.1

2.3.2

2.4

Firewall Settings

Perception Desktop must be allowed to communicate with Perception Server
through your firewall. This requires opening certain ports for inbound
connection on the Perception Server firewall. The UA Discovery Server
application should also be added as a permissible program to send and
receive through the firewall. Note: Your firewall settings are maintained by
your IT administrator.

Perception Server ports

Perception Server requires the following ports to be opened:

A 502 (for Transfix, CB Watch and 8 series relay devices)
A 5000 (for Hydran devices)

A 62541 (to allow the client to read the server configuration via Discovery
Server)

A 69 UDP (to allow TFTP data download from 8 series relays)
A 80 HTTP (for DGA 900 and CB Watch devices)
A 443 HTTPS (for DGA 900 and CB Watch devices)

It is recommended that the Perception database be located on the same
server as Perception Server. If not, then the following additional port needs to
be opened:

A 1433 TCP (to allow the client to connect with the SQL Server)

Perception Client ports

Perception Desktop requires the following ports to be opened:

A 4840 (for Perception Server to be discovered)

A 62541 (to allow the client to read the server configuration via Discovery
Server)

A 1433 TCP (to allow the client to connect with the SQL Server)

Create a New Database Connection

Launching the Perception software for the first time prompts for a database
connection in order to use the software as shown in Figure 2-7.
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Powerful Transformer Monitoring & Diagnostics

Getting Started...

Firstly Open or Create a Database Add an Asset to the Asset Explorer OR Configure You can also Import Data from
OR connect to Perception Server your GE M&D Device & Download the data CSV files and the Transport X

Figure 2-7: Getting Started

Having installed and authenticated the Perception Desktop software, you
should now establish a database connection Note: This task need only be
performed once. Perception Desktop allows the user to connect to a
Perception Server database (as outlined in Section 2.4.1) or to a local (file-
based) database as outlined in Section 2.4.1.1.

2.41 Create a new connection to a Perception Server database
Note: Perception Server must be installed prior. The Perception Server
database is created and administered by your System Administrator.

To establish a new connection with a Perception Server database, start
Perception Desktop and select File > Connect as shown in Figure 2-8.

Connect...

Disconnect

Mew Databaze...
Open Database...

Close Database

Exit

Figure 2-8: Connect to an existing database
The ‘Login’ dialog box as shown in Figure 2-9 allows you to specify the

connection details. Click the (...) browse button to configure the server
connection.
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-

i Login

Server

Uszer name:

Password:

Authentication:

=)
[ ]
-

Cancel

Figure 2-9: Login

The ‘Configure a Server Connection’ wizard opens as shown in Figure 2-10
and is designed to assist you with the configuration. Click Next to proceed.

-

% Configure a Server Connection

=X

Welcome to the Server Configuration
Wizard.

This wizard will help you to configure a Server
Connection.

Click Mext to continue.

Figure 2-10: Configure a Server Connection
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Type the Discovery IP Address or Discovery hostname and click Next as
shown in Figure 2-11.

% Configure a Server Connection ﬁ

Enter Discovery Server |

Enter a Discovery [P Address or Hostname

The Server Name

[ Cancel l[ Back i Mext I

Figure 2-11: Enter Discovery Server
The Discovery Server lists all Perception Server databases that it finds as

shown in Figure 2-12. Select the database that you wish to establish a
connection with and click Next.

& Configure a Server Connection ﬁ

Choose Perception Server

Choose a Perception Server fram the list below.

Name URI
Perception urn: server name:Perception.Server.AAA-123ABCD

[ Cancel ]I Back ’ MNext ]

Figure 2-12: List of Perception databases

The ‘Configure Options’ step of the wizard then invites you to confirm the
security settings for the connection. Figure 2-13 shows the default security
settings — make any changes if required and click Next.

Note: Consult with your network administrator to confirm if any of these
settings should be changed.
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r'ﬁ_ Configure a Server Connection ﬁ1
Configure Options
|
Protocol: [Dpc.tcp v]
|
Security Mode: [Signﬁdencr}rpt ""] |
Security Policy: |Basic128Rsal5 -
Message Encoding: [Binary v]
[ Cancel ] [ Back E MNext i

Figure 2-13: Configure Options

A confirmation message displays the chosen settings and indicates that the
server configuration is now complete as shown in Figure 2-14. Click Finish to
proceed.

- K
":D_ Configure a Server Connection ﬁ

Server Configuration Complete.

Configured Server Connection
The server address/ Perception Server

[SignAndEncrypt:Basic128Rsal5:Binary]

Click Finish to save Configured Server
Connection.

[ Cancel ][ Back ]

Figure 2-14: Server Configuration Complete

You are returned to the Login prompt as shown in Figure 2-15. Choose the
Authentication method to be associated with this connection, and finally,
enter the user name and password and click OK.

Note: Your System Administrator will have these login details.
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2.41.1

% Login

Server The srver address/ Perception Server ‘_’
Authentication: UserName > ’
User name:

Password:

[ Cancel

Figure 2-15: Login prompt

When connecting for the first time, you will also need to ensure that the
respective certificate on both the client and server are trusted. See Section
2.4.2 .1 for trusting the Server certificate and speak to your System
Administrator for trusting the client certificate.

Trusting Perception Certificates

As a security measure, Perception uses electronic credentials known as
certificates to authenticate clients and servers. Every time a new Perception
Desktop client is added, both the client and the server administrator must
trust each other’s certificates (or physically exchange certificates as outlined
below). This ensures that the requisite trust exists between client and server.
Once the certificates have been exchanged, seamless communication can
take place.

When you try and connect a Perception Desktop client to the server for the
first time, the connection will be rejected as shown in Figure 2-16.

Note: With every attempted connection, the Server’s certificate is
automatically copied to the client’s rejected folder and the client’s
certificate is automatically copied to the server’s rejected folder.

r ~
Connection Error @

-
) Server Certificate not Trusted.

A

Figure 2-16: Server certificate not trusted

This is because the client does not trust the server. To trust the server
certificate, the certificate must be moved from the client’s rejected certificate
store and added to the client’s trusted certificate store.

To do this, open File Explorer and navigate to the rejected folder at this
location:

C:\ ProgramData \ GE_Energy\ Perception \ RejectedCertificates \ cert
S
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2.4.2

Note:  In Windows 10, the ProgramData folder may be hidden. If so, show hidden
items inthe File Explorer View menu.

Look for a certificate of the following format:
Perception.Desktop.<computer name>[key].der

Where <computer name> is the computer name of the server, and [key] is the
public certificate key.

Move this certificate to the “TrustedCertificates\certs” folder at this location:
C:\ ProgramData \ GE_Energy\ Perception \ TrustedCertificates \ certs

When you try to connect again you will get another connection error as shown
in Figure 2-17.

' N
Connection Error @

| Client Certificate not Trusted.

Figure 2-17: Client certificate not trusted

This is because the server does not trust the client. To trust the client
certificate, the certificate must be moved from the server’s rejected certificate
store and added to the server’s trusted certificate store.

Note: Contact your Server Administrator to have the relevant steps taken on
the Server side.

All these steps must be performed after every first connection attempt of a
new user and so requires both client user and Server Administrator to move
the respective certificate to the “trusted folder” on their respective machine in
order to establish a trusted relationship and thereby permit communication.

Create a new local database

To create a new local database for Perception Desktop, select File > New
Database as shown in Figure 2-18.
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Connect...

Disconnect

Mew Database...
Open Database..

Close Database

Exit

Figure 2-18: New Database option

In the Create New dialog, navigate to the save location, enter a name for the

local database file and click Save as shown in Figure 2-19.

Note: The file type uses the file extension “.kpd” to denote a Perception
Desktop database file.
1, Create New
' B Desktop » ']‘, || Search Desktop Lo
Organize v New folder = ©
—( Favorites ‘:' e = Libraries
Bl Desktop g a, System Folder
8 Downloads \
% Recent Places h Leeward; Hay
System Folder
-. S b { Computer
"“L'b"m System Folder
_+ Documents
@ Documents ( Network
m; Hiring | System Folder
o Music
(s! One Note =
File pame:  test v

Savuswpe[PuupﬁonComMaFik(‘.kpd)

'~ Hide Folders [

Figure 2-19: Save the local database

The new database is represented in the Asset Explorer pane of Perception
Desktop as shown in Figure 2-20. See Section 3.2 for methods of adding data

to the local database.
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2.4.21

Fil=  View Tools Help

Figure 2-20: New local database
Connect to an older version KPD local database (for the first time)

When you open an older Perception local database* for the first time (i.e. after
upgrading to version 2.4.X), it will be upgraded to the latest format. You will
be prompted as shown in Figure 2-21.

*Note: This is not suitable for SEl files from Perception 0. For details of how
to upgrade an SEl database, please contact GA.support@ge.com or a
GE technical engineer.

Local Data file Upgrade &%

I.-"-_-"- The database you hawe selected was created in an older version of
Y Perception. Do youwant ta upgrade it?

L Yes §[ Mo |

Figure 2-21: Upgrade Local Database Format

If you click Yes, the local database is upgraded to the latest format. A
progress bar indicates progress, but it can take considerable time depending
on the database size. If you click No, the Load operation is aborted.

Note: The upgraded database can no longer be read by previous versions of
Perception. During the upgrade process, a backup copy is created in
the original format, but using “3325” as the file extension instead of
“kpd’ (this number represents the original database schema version
number.) If you wish to use this database for historical/archival
reasons, then it can be read into a previous Perception version.

Before attempting to do so, change the database filename, or move
its location and change its file extension back to “.kpd'.
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3.1

3.1.1

3.1.1.1

ORGANISING ASSETS

Introduction

Upon successful connection to a database, Perception opens on the Database
node showing a Fleet Overview page with a useful summary of the status of

the entire fleet. See Section 3.2 for more details.

If you have opened a new database, then no information will be shown until
you add assets and set up the asset properties. See Section 3.2 and Section
3.8.1.

Transformer Fleet Overview

Risk Index of the o Latest

@ 0:/07/2019 $5:00:21 : GE Trars_Gen 034 located at GE_Gan 03, GE

{30 e ks o et and % o ) From: [t ades [13] | Tot [Sdtadeie [ig]| B

e s condition feoen 1102,

4 froem posttion 33/40 to posiion 2¢/40.

. 03/07/2019 15:00:31 : GE_Trans_Gen_06A located at GE_Gan_ 06, GE

. 01/07/2019 15:00:31 : GE_Trans_Gen_03A located at GE_G=n_09, GE

G 0340772019 15:00:31 2 GE Trars_Gen_O7A located a GE_Gan 07, GE Generation as moved dwn from postion 7/40 L postion 8/40

4~ 01/07/2018 15:00:31 : GE Trans Gen OLA locatad at GE_Gen 01, GE Generation has moved down from postion 11/40 to postion 12140,

. 03/07/2019 15:00:31 : GE_Trans_Gen_11A located at GE_Gen_L1, GE

. 03/07/2019 15:00:31 : GE Trars_Gen_13A bcated at GE_Gan_13, GE Generation has moved dwn from postion 9/40 o postion 10740,

G 00772019 15:00:3) ¢ GE_Trans_Gen. GenLLs,

Average Fleet Risk Index History

L R L O L )

SN R

030772019 15:00:31 - GE Trars_Gen O4A bcated t GE Gen_ 04, GE Generatio s rowed iawn [ postion 15740 Lo psion 16/40.
@ 03/07/2019 £5:00:31 ¢ GE Trars_Gen_02A located a GE_Gen_02, GE Generat
G 0340772019 15:00:31 : GE Trans Gen 024 bocaled a GE_Gan 02, GE Generat

20040,

4 01/07/2019 15:00:31 : GE_Trans_Gen_{SA located at GE_Gen_1, GE Generation has moved up from posttion 20/40 10 positicn 640
G D307/2019 15:00:31 : GE Trans Gen 15A hocaled a GE_Gen 15, GE Generaion changad s condition 1o 2 0 4

L R e e e g

Top Critical Transformers

Trarmer st verven

Figure 3-1: Fleet Overview (only available when connected to Perception Server)

Managing Database Connections

Perception Desktop allows the user to connect to a Perception Server

database or to a local database.

Note: You can only be connected to one database at a time. To connect to
another database requires disconnecting from the current database.

Note: For more details on the advantages of upgrading to a Perception
Server database, please contact a GE sales representative.

Connect to the Server

To connect with a Perception Server database, select File > Connect... as

shown in Figure 3-2.
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3.1.1.2

File | View Tools Actions Help

Connect...

Mew Databaze...

Open Database..

Figure 3-2: Database Connect option

The ‘Login’ dialog box displays as shown in Figure 3-3 with the Server field
populated with the Perception Server if you have connected previously.

Note: If the Server field is not populated or if you wish to change it, see

Section 2.4.1.

[, Login =)
Server: opctopy/lis-2bdpgm 162542 PerceptionServer E]
Authentication: Useriame - ]

User name:
Password:

Figure 3-3: Perception database login

Enter the username, password and click OK.

Note: |If forgotten, contact the System Administrator.

Alternatively, if the Administrator has enabled anonymous access, sign on as
an ‘Anonymous’ user without the need for a user name or password (but with
corresponding Observer status i.e. read-only permissions). This is accessed
via the ‘Authentication’ dropdown menu.

Note: Refer to Section 2.4.1.1if you receive a connection error relating to
trusting certificates.

Disconnect from the Server

To disconnect from Perception Server, select File > Disconnect as shown in
Figure 3-4.
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Connect...

Cisconnect

Mew Database...

Open Database...

Close Database

Exit

Figure 3-4: Disconnect from Perception Server

This action closes the connection to the Perception Server database and
clears the Asset Explorer of all assets.

3.1.1.3 Open a local database

To connect to a local Perception database on your PC, select File > Open
Database... as shown in Figure 3-5.

Connect...

Disconmect

Mew Database...
Cpen Database..

Close Database

Exit

Figure 3-5: Open local database

This displays a list of local databases (those with the ‘kpd’ file extension), for
example, as shown in Figure 3-6.

MA-020 - Perception Desktop 2.4.7 - Installation & User Guide — Rev 10.3 22-Oct-24 Page 34 of 220



Organize New folder = b @
L RecentPlaces % Name : Date modified Type
= | Dry-Tx 26/03/2011 21556 File folder
4 Libraries B ~
== | Examples 26/03/2011 21:56 File folder
b (] Documents
i | Info_sources 18/08/2011 21:01 File folder
b o) Music N y
- | L pDBM 12/08/2011 20:08 File folder
I k=] Pictures £ i
== . Perception 06/09/2011 16:57 File folder
i B Videos e o
1. Templates 02/09/2011 17:07 File folder
I Transfix 12/08/2011 18:38 File folder
i+ Homegroup A - )
1% LargeKPD.kpd 06/09/2011 16:47 Perception Local |,
4% Computer
b &, Local Disk (C:)
P <a PPP (D)
I» =y Media (F:) = 2] m ] »
File name: | [Local Data File (*kpd) -

o] [ G |

Figure 3-6: Local databases

Select the local database that you wish to open and click Open.

3.1.1.4 Close a local database
To close a local database, select File > Close Database as shown in Figure
3-7.

| File | View Tools Actions Help

Connect...

Disconnect

Mew Database..

Open Database..

Close Database

Exit

|
Figure 3-7: Close a local database

This closes the local database and clears the Asset Explorer of all assets.

3.1.2 Interface

The main screen of the Perception Desktop is divided into two parts as shown
in Figure 3-8.

A The Asset Explorer (denoted by the blue border)

A The Data Area (denoted by the green border)

The Database node is located at the top of the Asset Explorer hierarchy with
all nodes structured below it. Select a node in the Asset Explorer on the left
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e.g. GE_Trans_Gen_02A to make it the active node (as highlighted in blue),
and its details display in the Data Area to the right as shown in Figure 3-8.

Figure 3-8: Perception Desktop main screen
3.1.2.1 Asset Explorer

The Asset Explorer uses a tree-like structure to represent the hierarchy of
assets and monitoring devices across multiple areas. Distinct graphical nodes
represent Areas, Substations, Transformer Banks, Transformers, Circuit
breakers and monitoring devices across the entire fleet. This tree-like
structure provides a logical means of organising the assets and a useful
means by which to navigate the hierarchy and find an asset. The Asset
Explorer also features a Search box as shown in Figure 3-9 (left). Type the
first few characters (minimum 2) of the asset name to filter the asset
hierarchy as shown in Figure 3-9 (right).

Figure 3-9: Asset Explorer — Search & results
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