GE Vernova: Electrification

SEGURITY ADVISORY

DS Agile Security Advisory 10/2026

DSAGILE Products running on Windows Operating system

References

PUBLICATION NUMBER GES-2026-004
RELEASE DATE 2210, 2026

DISTRIBUTION Restricted

CVE Identifier CVE-2026-108131, CVE-2026-108471, CVE-2026-105016

Overview

This document provides a summary of third-party security updates that have been approved by Grid Solutions
on its DS Agile system since the previous bulletin. Grid Solutions recommends that all approved security updates
be applied by its customers whenever feasible.

Background

Microsoft is regularly publishing security updates for various operating system. The following operating systems
will be used as the testing environment to evaluate the applicable security updates:

- Windows 10 Version 2019 LTSC
- Windows 10 2021 LTSC

- Windows 11 LTSC 24H2

- Windows Server 2022

- Windows Server 2025.

See the Windows Lifecycle FAQ for details regarding service requirements and other important information.

Security vulnerabilities are resolved by these versions.
The following cumulative updates resolve 144 critical security vulnerabilities.

Please ensure your systems are patched with the relevant KB based on your OS version:
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https://support.microsoft.com/en-us/help/18581/lifecycle-faq-windows-products

e KB5126651 (Windows 10 LTSC 1809)

e KB5126657 (Windows 10 LTSC 21H2)

e KB5126655 (Windows Server 2022 21H2)
e KB5127648 (Windows 11 24H2)

e KB5126646 (Windows Server 2025 24H2)

For more information about the resolved security vulnerabilities, please refer to the Security Update Guide.

Security updates Reference
The following security updates released in October 2026 were tested.
Windows 10 LTSC Version 1809

KB article number: KB51226651

Release notes: https://support.microsoft.com/en-gb/help/5126651
Release date: Oct 13, 2026
Version: 0OS Build 17763.9376

Restart behavior:  Will request restart

Windows 10 Version 21H2

KB article number: KB5126657

Release notes: https://support.microsoft.com/en-gb/help/5126657
Release date: Oct 13, 2026
Version: OS Build 19044.7807

Restart behavior:  \j|| request restart

Windows Server 2022 Version 21H2

KB article number: KB5126655

https://support.microsoft.com/en-gb/help/5126655

Release notes:
Release date: Oct 13, 2026

Version: OS Build 20348.5761

Restart behavior:  Will request restart

For more information, visit
gevernova.com/electrification
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https://msrc.microsoft.com/update-guide/en-us
https://support.microsoft.com/en-gb/help/5126651
https://support.microsoft.com/en-gb/help/5126657
https://support.microsoft.com/en-gb/help/5126655

Windows Server 2025 Version 24H2

KB article number:  kB5126646

Release notes: https://support.microsoft.com/en-gb/help/5126646
Release date: Oct 13, 2026
Version: 0OS Build 26100.33650

Restart behavior:  Will request restart
Windows 11 Version 24H2
KB article number: KB5127648

https://support.microsoft.com/en-gb/help/5127648

Release notes:

Release date: Oct 13, 2026
Version: OS Build 26100.9711
Restart behavior:  Will request restart

Warning: Known Issue — “System Tray icons disappear” on Windows 11 24H2 due to the Windows
Audio Service (Audiosrv), as HRDTOOL configures its startup type to Manual.

Recommendation: Configure the Windows Audio Service (Audiosrv) startup type to Automatic on
systems where HRDTOOL is deployed or install the latest Hrdtool-v1.17.0

Affected Products/Versions

This security bulletin is applicable to the following DS Agile system versions:

PRODUCTS VERSIONS

DSAGILE o DS Agile 6.4.0.0 and above
e DS Agile 7.0.5.0 and above.

Installation instructions

This update will be downloaded and installed automatically by the Windows Update service when configured.
For manual installation:

e Download and install the cumulative update for Windows 10 Version 1809 x64-based, 21H2 x64,
Windows 11 24H2 and Windows Server based Systems from the Microsoft Update Catalog website:

Products. Classification Last Updated Version Size Download

Windows 11 Security Updates 10/13/2026 nfa 50629 MB Download
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https://support.microsoft.com/en-gb/help/5126646
https://support.microsoft.com/en-gb/help/5127648
https://www.catalog.update.microsoft.com/Search.aspx?q=KB5074109

Trellix V3 Virus Definition Updates (DAT Signature Files)

The following Trellix Virus Definition database has been qualified and can be used from DS Agile 6.4.0.0 and DS
Agile 7.0.5.0.

Security update reference

DAT File Version: 6403

Download link: https://www.trellix.com/en-in/downloads/security-updates/

Release date: Oct 13, 2026

Deployment instructions

This update will be downloaded and deployed automatically by Trellix ePO when configured.

Resolution

GEV recommends installing the updates listed above, or to implement workaround to mitigate the
vulnerabilities

GE Vernova Product Security Incident Response Team (PSIRT)

GE Vernova is committed to helping to ensure the security of its customer base. To report product security issues and
to request security support, contact PSIRT online at https://www.gevernova.com/security or by email at
gev.psirt@gevernova.com.

For Product Support

For questions or further product support, please contact the GE Vernova support team using

REGION E-MAIL TELEPHONE

Global Contact Center GA.support@GEVernova.com +44 1785 250070
Central, East Asia, Pacific GA.supportCEAP@gevernova.com +61414 730 964
India GA.supportIND@gevernova.com +91 44 2264 8000

Middle East, North Africa, Turkey GA.supportMENAT@gevernova.com +971 4 375 6950

GA.supportERCIS@gevernova.com
France: SAM_Aftersales@gevernova.com
Poland: support.PLS@gevernova.com
UK: support. AGS@gevernova.com

Europe, CIS, Sub-Saharan Africa +34 94 485 8854

North America GA.supportNAM@gevernova.com +1877 605 6777

Latin America GA.supportLAM@gevernova.com +55 48 2108 0300
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PUBLICATION NUMBER & VERSION RELEASE DATE CHANGE DESCRIPTION

GES-2026-004-01 Release date (10,22, 2026) Initial release
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