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Overview

e This is the initial revision of release notes for the MDS™ Orbit X platform.

o Orbit X is the next-generation GE Vernova wireless industrial field router, designed to support
both public and private 5G/LTE networks. Featuring an updated processing subsystem and
Gigabit data ports, Orbit X delivers secure and reliable broadband wireless connectivity to
remote assets, enabling the digital transformation of critical infrastructure.

o For users familiar with Orbit, Orbit X provides a similar interface to many of the most common
features.

e Supported interfaces for this release: Orbit X-MR with 5G1.

Special Notes:
o Orbit X introduces a new Web Ul interface. Some features of this interface may not be fully
functional in this initial release but are planned to evolve over time. If a user experiences
difficulties, recommendation is to use the CLI (command line interface) instead.

Known Issues/Errata

Cellular
(o] In rare cases when maximum download throughput is observed the cell modem may temporarily
experience decreased throughput due to application of power saving controls. This behavior is
more common at higher temperatures. [7071]
o] Changing the Cell Modem Carrier profile is not functional via the web in this release. [6554]

Device Management
o] For systems using zero-touch provisioning (ZTP), if the service is enabled a subsequent command to
disable will not take effect until the device is rebooted. [7192]
o Syslog-TLS is not supported in this release. [7130]

o] For SNMP operation, the server option "from-mac" is not functional in this release. [7115]

o] SNMPv3 will not work correctly with MD5 and DES passphrase encryption. As a workaround, use
the SHA and AES options. [7095]

o When using User Recovery Snapshots, if the system encryption key is changed, older snapshots
should be deleted. Failure to do so may cause incorrect operation. [6846]

o] For operation in CLI config mode, deletion of config items referenced elsewhere in the current

configuration can result in CLI failure. Reboot the unit to effect recovery. [6372]
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Features

o] Discrete 10 functionality is not supported in this release. |0 configuration and commands are
available, but they do not function fully with the hardware — do not use them until this feature set
is released. [7238]

o When using Serial Terminal Server with MODBUS ASCII, the device will only support replies of <= 64
bytes. [7140]

o When using Serial Terminal Server with Modbus, if data gaps are observed, increase the vtime
setting to a value greater than the gap duration. [6256]

Interfaces
(o} When using GPS, if the GPS service is enabled but is later disabled, the GPS center pin connector
will still have voltage applied. Reboot the unit to return it to proper state. [7043]

o Do not connect mass storage devices (flash drives) to the USB-C port. This may cause errors and
result in a device reboot. [6921]
o For serial port operation, RTS/CTS flow control is not supported in this release. The CTS pin will

default to an asserted state, suitable for connection to most modern devices. [6177]

Networking
o] Ethernet ingress rate limiting controls are not supported in the device, but are incorrectly shown as
options in the user interface. [6972]
o For applications using OpenVPN, attempts to read the state of the OpenVPN connection will result
in an error. [6923]
o] For the firewall service, layer 2 filtering is not supported in this release. Filtering based on IP

header is supported, but filtering based on the Ethernet header will not work. [6073]
o] Ethernet port authentication via 802.1X is not supported in this release. [5779]

Security
o] Web sessions running HTTPS only support TLS 1.2. Older TLS 1.0 and TLS 1.1 protocols are not
supported on the web. [7141]
o] When displaying certificate key status (for example the "show pki" command) the key length will
report zero, even though the actual key may be valid. [7127]
o] SCEP import of certificates may fail. User should retry the operation. [6896]

For Further Assistance

For questions or further product support, please contact the GE support team using:

Region E-mail Telephone

Global Contact Centre GA.support@gevernova.com +44 1785 250070
Central, East Asia, Pacific GA.supportCEAP@gevernova.com +61414 730 964
India GA.supportIND@gevernova.com +91 44 2264 8000
Middle East, North Africa, Turkey GA.supportMENAT@gevernova.com +971 4 375 6950
i‘#fége' Russia, CIS, Sub-Saharan GA.supportERCIS@gevernova.com +34 94 485 8854
North America GA.supportNAM@gevernova.com +1877 605 6777
Latin America GA.supportLAM@gevernova.com +55 48 2108 0300
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