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INTRODUCTION 
The Administration Guide is intended to assist in configuring and managing GE 
PulseNET. It contains information related to configuring the system settings and 
monitoring devices. 

This section describes the Operator and Administrator roles, provides instructions for 
starting, stopping, and logging in to GE PulseNET, and describes the Administration 
Home dashboard that is available when logging in with the GE PulseNET Administrator 
role. 
 

What is GE PulseNET?  

GE PulseNET is a software application used for monitoring devices in Industrial 
Communications networks. Each device that GE PulseNET monitors serves a specific 
function in the network. These functions may include acting as a bridge, router, access 
point/base station, or remote/subscriber. The devices can be widely dispersed 
geographically and are able to operate with different bandwidths, depending on radio 
type and frequency. For additional information on specific Industrial Communications 
products, refer to the GE MDS website. 
 

GE PulseNET Standard  edition is intended for small -scale operations with a need to 
monitor less than 500 devices. GE PulseNET Enterprise  edition is intended for large-
scale operations with a need to monitor greater than 500 devices.  In this version of GE 
PulseNET Enterprise, the support for additional vendorǡσ devices is included.  Some 
examples are: 4RF, Cambium, Freewave, Radwin, and Sierra Wireless. 
NOTE: Documentation regarding features that apply to PulseNET Enterprise will be 
marked - Enterprise Only . 
 

Understanding GE PulseNET Roles  

There are two GE PulseNET roles to which permissions can be assigned: 

Operator  ι An operator is primarily responsible for tracking the status of the devices 
that the system is monitoring. Operators have access to a restricted set of dashboards. 
The User Guide primarily explains the tasks that operators can accomplish. 
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Administrator  ι An administrator installs, configures, and controls the overall 
functionality of the GE PulseNET system, and provides support for all  the operators. 
An administrator has several responsibilities including creating users, requesting and 
installing licenses, configuring email settings, setting the frequency of data collection, 
and discovering/authorizing devices for monitoring.   

This Administration Guide outlines the advanced responsibilities granted to 
administrators. Since the User Guide contains basic information for operations that 
will be employed by all users, it is recommended that administrators read that guide 
as well. 
 

GE PulseNET Documentation  

Release Notes  
ǒ A list of new and updated features  
ǒ Workarounds for any known issues 
ǒ Late-breaking news about the software  

Consult this document first, because it may contain updates to information and 
procedures described in the other GE PulseNET documents. 
 
Installation Guide  

ǒ Installation prerequisites, system recommendations, and planning guidelines 
ǒ Installing and configuring GE PulseNET on all supported platforms 

 
User Guide 
The User Guide provides basic navigation and operation information that all users, 
especially those with the Operator role, will need in order to effectively use GE 
PulseNET. The User Guide includes an overview of GE PulseNET, describing its 
purpose, explaining key concepts, and providing instructions for basic navigation: 

¶ Basic navigation and dashboard overview 
¶ Working with time ranges, charts, and tables 
¶ Managing and monitoring devices, including information on device detail 

views 
¶ Creating and scheduling reports and dealing with alerts  

Because the information contained in the User Guide is vital for the normal operation of 
GE PulseNET, we recommend that both Operators and Administrators read this guide. 
 

Administration Guide  
The Administration Guide is intended to help those with the administrator role configure 
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and manage the GE PulseNET system. This guide provides instructions on how to 
perform administrative tasks such as: 

¶ Creating users 
¶ Requesting and installing licenses 
¶ Configuring email settings 
¶ Creating report schedules and setting rule thresholds 
¶ Setting the parameters and frequency for data collection 
¶ Discovering and authorizing devices 
¶ Requesting GE support 

 

 

 

GETTING STARTED 
Starting GE PulseNET  

Windows  

Open a command window and navigate to the directory <pulsenet_home> and 
execute the following command: start.bat  - Note: this must be run as Administrator 

When GE PulseNET starts successfully, the following message appears in the 
command window: PulseNET startup completed. 

Linux  

Open a terminal window and navigate to <pulsenet_home> and execute the following 
command: start.sh - Note: this must be run as Root 

Stopping GE PulseNET  

Windows  

ǒ Navigate to the directory <pulsenet_home>  and execute the following 
command: stop.bat - Note: this must be run as Administrator  

Linux  

ǒ Open a terminal window and navigate to <pulsenet_home> and execute the 
following command: stop.sh - Note: this must be run as Root 

Services 
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Below is an example of some of the services that will be running.  

 
 

Screen Resolution:  
The recommended screen resolution is 1920x1080. The minimum supported resolution for 
PulseNET is 1024 x 768. Any resolution lower than this will cause the page to not display 
correctly. If an error message appears while on a higher resolution, please increase the size 
of the browser. 
 

Local MIB Folder  

The mds_software and mdsreg MIB files are included with the PulseNET install, and can 
be located at: GE_MDS\PulseNET\mib

Using the Administration Dashboard  

The Administration dashboard is the default home page for a GE PulseNET 
administrator. It provides links to other dashboards where administrative tasks can be 
accomplished. 

 
Note: Above screenshot is from PulseNET Enterprise, adding a license other than 
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PulseNET Enterprise may change options on the Administration Menu. 

This dashboard provides the following links:  
Monitoring Configuration  ι for setting SNMP, ICMP, NETCONF, and DLINK 
parameters 
Collection Schedules  ι for configuring how often GE PulseNET collects metrics from 
different types of devices 
Device Groups  ι for defining GE PulseNET device groups [Enterprise only]  
Device Filters  ι for creating and saving filter definitions [Enterprise only]  
Access Control  ι for granting users access to specific views and features 
[Enterprise only]  
Rules ι for managing threshold settings and notification rules  
Report Management ι for creating, generating, scheduling, and managing reports 
and viewing audit logs. See the GE PulseNET User Guide  for additional details. 
User Management ι for creating, configuring, and maintaining GE PulseNET users, 
roles, groups, and policy settings. 
System Configuration  ι for configuring email settings, managing system schedules, 
installing and managing system services, managing map options, and viewing a 
summary of the GE PulseNET system configuration [Enterprise only] 
Change Management  ι for managing device change requests and settings 
[Enterprise only]  

Licensing  ι for requesting, installing, and managing GE PulseNET licenses 
LaunchNET ι for managing and staging LaunchNET provisioning templates (if 
licensed for LaunchNET) 
Support  ι for generating and downloading support bundles and requesting support  
Device Backup  ι for GE Reason and Orbit devices only. Creates snapshots of current 
device state 
 

WORKING WITH LICENSES  

One of the first administrative tasks that should be accomplished is to request and 
install a valid GE PulseNET license. A license provides GE PulseNET with the 
capability to authorize and monitor devices. Each device authorized in GE PulseNET 
will require  a unique license. Dependent on the upgrades currently applied to the 
system, the products available for licensing are as follows: 
 
PulseNET - Standard license for basic monitoring functionality. 
PulseNET Enterprise  - Enhanced monitoring and configuration features.* 
GE Reason - Standalone, or PN addon to monitor GE Reason S20 series. 
GE LaunchNET - Addon to unlock GE LaunchNET provisioning features.**  
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GE LaunchNET Device - Used to license each GE LaunchNET device. 

PulseNET Device Monitor  - ICMP Ping Only for availability monitoring. (Enterprise 
license required.) 

 

Request a License  
1. Navigate to Administration > Licensing > Request a License . A dialog box will 

appear. 

 
2. Select a product from the Select Product  dropdown list.  

3. In the Contact Name  field, type the name of the person at the company who will be 
the primary contact. 

4. In the Access Code field, type the access code which can be obtained from the GE 
Sales team if applicable. 

5. In the Desired Capacity  field, type the total number of licenses required. For 
example, if 100 access points and 300 remote devices will be monitored, enter 400. 

6. In the Comment  field, enter any comments which would help the Licensing team 
fulfill the license request.  

7. Click Save Request to a File  to create a licenseRequest.txt  file. This must be sent 
directly to the GE Licensing Team at: gemds.pulsenet@ge.com 

When the request is approved, the new license will be sent via email by GE. 
 
*When a PulseNET Enterprise License is applied the system cannot be reverted to 
PulseNET Standard. It will require a re-installation of the PulseNET application to 
revert to Standard. 
**See external LaunchNET documentation. 
 

Adding Licenses  
After receiving the new licenses, they must be added to the PulseNET instance. 

1. From Administration > Licensing , click Add License Key and directly paste the 
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received license key into the provided field and click Save. 

 

2. Or click Import License from File  to locate the license file on the computer (the .txt 
file must be on the machine where the browser is running.) Then click Import. 

If the license is valid, it is added to GE PulseNET. Otherwise, a message will appear 
stating that the license key is invalid. Contact the GE PulseNET Licensing team if this 
occurs. 

 
Managing Licenses  

Installed licenses appear under Administration > Licensin g. This menu allows deletion 
of expired licenses, migrating devices to new licenses, or requesting replacement 
licenses. 

 
Click the Edit icon on any license row to view the details for a specific license. Here the 
Hardware ID that identifies the server to GE PulseNET is displayed. Click the checkbox 
on a row to select it. Selected rows may be deleted from the system. Click on the 
License Key field to view the GE PulseNET license key associated with this license. 

The Used column provides the option to migrate devices that have been associated 
with this license. Click the Migrate  link to view the list of devices and select them for 
migration. Once selected, choose another GE PulseNET license to which the selected 
devices should be migrated. 
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Requesting Replacement Licenses  

If an eligible GE device is removed from service and replaced with a new device, a request 
must be sent to GE for a replacement PulseNET license for the new device. Existing 
licenses are bound to the serial numbers of GE devices. 

 
Permanently Deleting Authorized Device  
The Decommissioned column shows devices that are decommissioned and still linked to 

a license. A licensed device can be deleted PERMANENTLY from PulseNET and the license 

count is added back to the free license(s). This is a permanent action and that device 

serial # will never be authorized within PulseNET again.  

To permanently remove a decommissioned device, go to the decommissioned devices 

column under the license and click on the number. Find the serial number or IP of the 

device to permanently delete and click on the row. Then click on the delete button. 
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SYSTEM CONFIGURATION 
 

Email Configuration  

Another administrative task that must be accomplished is to configure email settings. 
This will allow GE PulseNET to notify users about system issues. 
 

 

Define Email Settings  

1. Navigate to Administration >  System Configuration >  Email Configuration . 
2. In the Email Configuration  dialog box, fill in each property and define the required 

values to be notified about system issues (see the table below for information about 
these values). 

3. When finished editing the properties, click Test Configuration  to ensure that emails 
can be sent. 

4. Click Save. 

GE PulseNET will send a test email to the email address. Check the inbox to ensure that 
it contains the test email message. If the configuration settings are valid, click Save.  

Below are explanations of the values that must be defined to receive email 
notifications about system issues: 
 
 
 

Mail Server The host name or IP address of the mail 
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server to be used for sending email. 

Sender 
Address 

The email address that will appear in the 
From portion of the sent email. 

 
Recipient 

Addresses 

The list of destination email addresses 
that should receive GE PulseNET email 
notifications. Separate multiple email 
addresses with a comma. 

Mail Server 
Port 

The port number that GE PulseNET uses 
to communicate with the mail server. 

Mail Protocol Transport protocol for sending email. 
Supports SMTP and SMTPS. 

Enable 
STARTTLS? 

Indicates whether the START- TLS 
protocol will be enabled and use 
encryption when sending emails from 
GE PulseNET. 

 

Enable SSL? 

Indicates whether the SSL protocol will 
be enabled and use encryption when 
sending emails from GE PulseNET. 

Mail Server 
Login 

The user name of the email account 
required by the mail server in order to 
send email. 

User 
Password 

The password for the above user 
account. 
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Schedules -  Enterprise Only  
GE PulseNET contains several predefined schedules which can be used during the 
process of scheduling reports. These schedules are different from the ones previously 
ŕƆǡŎǵǡǡŝŕϐŷƳǙϐŎƳƨŷƆŸǵǙƆƨŸϐfMϐáǵƝǡŝ³MùσǡϐŎƳƝƝŝŎǭƆƳƨϐǡŎƀŝŕǵƝŝǡΠϐįƨŕϐǭƀŝȔϐƆƨŎƝǵŕŝϐǵǡŝŷǵƝϐ
definitions such as the beginning of a day, the first day of the month, weekends, 
hourly, and daily during business hours. 
Note: The timezone for these schedules is inherited from the GE PulseNET server 
time. 

 
 
Adding a New System Schedule Definition  

Navigate to Administration > System Configuration > Schedules. Add to the list of 
predefined system schedules by clicking the Add  button. 

1. Select the Schedule Type (Trigger or Window). These are identical except for the 
addition of a time duration field for a Window schedule.  

2. Enter a Name for the new schedule. 
3. Provide a Description  for this schedule. 
4. Select a Recurrence Pattern  from the dropdown list. The scheduling options will 

change based on the type of pattern chosen. 
a. Once: This option will set the start day/time for a single occurrence. 
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b. Periodical:  This option will set the start and stop day/times, as well as 
configuring the time at which the event will recur (HH:MM).  

c. Daily:  Specify the start and stop day/times, then configure the number of days 
when the event will recur, or the specific day(s) of the week on which the event 
will recur, or the days of the month when the daily event will recur. The daily 
event can also be limited to a specific hour of the day. 

d. Weekly:  Set the start and stop day/times, then select how many weeks between 
occurrences, the specific day(s) of the week, and the exact time of day when the 
weekly event will recur.  

e. Monthly:  Set the start and stop days/times, then select either the day of the 
month or the day of the week during that month, and finally set the exact time 
of day when the monthly event will recur.  

f. Yearly:  Set the start and stop days/times, then select either the day of the month 
or the day of the week during that month, and finally set the exact time of day 
when the yearly event will recur.  

5.  If a Window Schedule  is being defined, enter a time duration during which the event 
is allowed to run (minutes, hours, days, weeks, months, or years). 

6. Click Save to save the new schedule. 
 

Editing a System Schedule Definition  
Predefined schedules can be edited by clicking the Edit  icon on the row that will be 
updated. Even though the schedule name cannot be changed, the description may need 
to be updated depending on the type of modification made to the existing schedule. 

Deleting a System Schedule Definition  
Delete a schedule by clicking the Delete  icon for the row that will be removed. 
Click Yes to confirm deletion of the row.  
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Complementary Database - Enterprise Only  

To connect and populate a complementary database, navigate to Administration > 
System Configuration > Complementary Database . GE PulseNET supports a 
complementary database for carrying alert history, device configuration and 
performance information only. 
 

In the Complementary Database Configuration  window, fill in the required fields. In 
the Database  field, select whether to populate either an Oracle or Microsoft SQL 
complimentary database. In the following fields, enter the IP Address , Port , Username  
and Password . 
 
NOTE: When connecting to and populating a Microsoft SQL server, PulseNET will 
connect to the default database. If the PulseNET database was set as the default 
database, then PulseNET will automatically connect to that database. 
 
Click the Validate  button to continue. GE PulseNET will now attempt to connect to the 
external Complementary Database and create the necessary tables in the database. 

Once the connection is successful, the data will be inserted and updated in near real-
time. GE PulseNET will not manage the complimentary data. In order to control the size 
of the complementary database and to maintain optimal performance, a database 
administrator will need to routinely remove old data as needed. 
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YANG Model -  Enterprise Only  

The YANG Model is used with Change Management. The Yang Model MUST match 
that of the firmware in which you are using for making changes. A YANG model that GE 
MDS releases for an Orbit radio can be imported using this option under Administration 
=> System Configuration.  Selecting the YANG Model option brings up this view to enter 
the name of the YANG file or use the Upload button to select the file.  The YANG file 
will be available from the GE MDS web site. 
 

 
 
Yang Models already included:  

4.3.8 7.1.1 (MPR) 9.0.3 (MCR/ECR) 9.5.1 (MPR) 

4.8.3 7.6.5 (MCR/ECR) 9.0.3 (MPR) 9.6.3 (MCR/ECR) 

5.0.8 7.6.5 (MPR) 9.1.5 (MCR/ECR) 9.6.3 (MPR) 

6.1.2 8.0.7 (MCR/ECR) 9.1.5 (MPR) 9.6.4 (MCR/ECR) 

6.6.1 8.0.7 (MPR) 9.2.2 (MCR/ECR) 9.6.4 (MPR) 

6.7.8 8.0.8 (MCR/ECR) 9.2.2 (MPR) 9.6.11 (MCR/ECR) 

6.8.0 8.0.8 (MPR) 9.3.3 (MCR/ECR) 9.6.11 (MPR) 

6.8.1 (MCR/ECR) 8.2.2 (MCR/ECR) 9.3.3 (MPR)  

7.1.1 (MCR/ECR) 8.2.2 (MPR) 9.5.1 (MCR/ECR)  

 

Custom Data Configuration -  Enterprise Only  
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If needing to store device information that GE PulseNET does not collect, up to ten 
device Custom Data Fields  can be created in the Custom Data Configuration  
window.  

Navigate to Administration > System Configuration > Custom Data Configurati on 

 

 
Create a Custom Data Field  

1. In the Custom Data Configuration menu, click Add . 

 
2. In the Add Custom Data Field  dialog box that opens, type a label for the field in the 

Field Label  field. 
3. If the field will be visible in the Summary View  for applicable devices, select the Visible 

in Summary View  checkbox. Then navigate to Summary and select the new custom 
data field to display as a column. For more information on the Summary view, see the 
Working with GE PulseNET  section of the GE PulseNET User Guide. 

4. Check Add Audit Log Entry  if changes to this custom field will be tracked in the device 
Audit Log . 

5. Click Save. 

The new field is added to the Custom Data Field  tab on the Device Detail View  for 
every monitored device, and as a column in the Summary  view for applicable devices if 
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the Visible in Summary View  checkbox was selected. The field is a free-form text field 
with unlimited  length. 

Edit a Custom Data Field  

1. In the Custom Data Configuration  menu, click the Edit  icon for the data field that will 
be edited. 

2. In the Edit Data Fields  dialog box that opens, edit the label for a field by clicking the 
present label and typing over it. 
 

 
3. If the field will be visible in the Summary View  for applicable devices, ensure the 

Visible in Summary View  checkbox is selected. If not, clear that checkbox. For more 
information on the Summary view, see the Working with GE PulseNET  section of the 
GE PulseNET User Guide. 

4. Click Save. 

Fields that were created by the Administrator will become available for Admin or 
Operators to edit on the Custom Data Field  tab on the Device Detail View  for every 
device in the network. Input the data that will be displayed in the custom Summary 
column into the Field Value  box and click Save. (See the GE PulseNET User Guide for 
details.) 

Delete a Custom Data field  

1. In the Custom Data Configuration  menu, click the Delete  icon on the row of the 
data field that will be deleted.  

 

2. In the Confirm D elete  dialogue box that appears, confirm the deletion of the 
data field by clicking the Yes button.  Click the Cancel button to abort deletion 
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of the data field. 

3. The data field will now be deleted from the GE PulseNET browser interface. 
 

File Servers -  Enterprise Only  

To manage File Servers in GE PulseNET, navigate to Administration > System 
Configuration > Files Servers . This menu is used to define FTP/TFTP/SFTP servers for 
PulseNET firmware storage or backup storage. 

 

 
Click the Add button to input the file server configuration, including the desired protocol 
desired and authentication information if applicable before clicking Save. 

 

Once the file server is defined it will show in the Administration > System Configuration 
> File Servers menu. Multiple file servers can be defined. 

 
Note: The file server itself is external to PulseNET and configuration information will 
need to come from the company IT team, etc... 

 

SNMP Trap Configuration -  Enterprise Only  

The SNMP Trap Configuration  dialog provides information about incoming and 
outgoing alert messages from remote Simple Network Management Protocol (SNMP) 
enabled systems. SNMP is one possible protocol that devices can use to communicate. 
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Navigate to Administration > System Configuration  
 
Note : Refer to Appendix A  for the traps format. 
 
SNMP Outgoing Trap Configuration  

 
In the Outgoing  configuration, enable and define where to send the outgoing alerts, 
including the destination and credentials for the messages. When the Forward 
External Alerts  checkbox is not selected, trap messages are sent only when PulseNET 
Enterprise rules generate alerts. When the Forward External Alerts  checkbox is 
selected, PulseNET Enterprise will also send alerts received from the external devices. 
 
Click the Send Test Trap  button to test the trap message. To confirm the trap messages 
are being sent, verify the test message has been received. 
 

 
 
SNMP Incoming Trap Configuration  

 
In the Incoming  configuration, enable and define how to receive incoming traps as 
device alerts, including the incoming trap port, SNMP version, and credentials. 
 
NOTE: GE PulseNET can receive traps from any device and generate a general alert but 
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only the following devices support open/close alerts and more details: Orbit, iNET, 
Mercury, EntraNET and TD220X access points. 
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Certificate Management -  Enterprise Only  

The Certificate Management  window allows for the management of Simple Certificate 
Enrollment Protocol (SCEP) security certificates and firmware certificates only on the 
GE MDS Orbit devices. To manage certificates, navigate to Administration > System 
Configuration > Certificate Management.   
 
The Certificate Renewal  checkbox tells GE PulseNET that security certificates should 
be automatically renewed if they are within a few days of expiration. The period of 
renewal can be defined in the Security Certificate Pre -expiration Window  (days) 
field. 
 
The remaining fields in the Security Certificates Panel  allow modification of individual 
security certificate attributes, if needed. 
 
The Pre-expiration Window  is the number of days prior to the certificate's expiration 
that PulseNET will attempt to renew the certificate.  
 
Concurrent Sessions  defines how many Orbits PulseNET will run Certificate Retrieval 
Requests one at a time. 
 
The Auto Reboot  check box instructs PulseNET to initiate an auto reboot of the device 
ȎƀŝƨϐǭƀŝϐǙŝŌƳƳǭϐǡŎƀŝŕǵƝŝϐƆǡϐŎƳƨŷƆŸǵǙŝŕΟϐùƀƆǡϐƳƨƝȔϐƀįǖǖŝƨǡϐƆŷϐǭƀŝϐŎŝǙǭƆŷƆŎįǭŝϐπŷǙƳƦϐŕįǭŝρϐ
ȎįǡϐǵǖŕįǭŝŕϐǡƆƨŎŝϐǭƀŝϐƝįǡǭϐǙŝŌƳƳǭϐΰŎƳƦǖįǙŝϐǭƀŝϐǵǖǭƆƦŝϐǭƳϐǭƀŝϐŎŝǙǭƆŷƆŎįǭŝϐπŷǙƳƦϐŕįǭŝρϐǭƳϐ
determine if Orbit needs reboot). Note: PulseNET will not reboot if the SGN and the 
ENC are the only certificates that are updated. 
 
Reboot Schedule  defines when to run the Auto Reboot. 
 
Firmware Certificate Retrieval  checkbox - when checked will retrieve each Orbit 
radios firmware certificate according to the retrieval schedule. 
 
Select when the security and firmware certificates will be retrieved from the Retrieval 
Schedule  dropdown menu. 
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Map Configuration  

An Open Street Map is delivered with the product, but other map providers can be 
added. Navigate to Administration > System Configuration >  Map Configuration 
and click the Add button  to open the Add Tile Layer menu. 
 
Select a Provider from the dropdown menu θ MapBox, GoogleMap, or Custom θ then 
provide the API token from the map provider. 
 
Multiple Tile options may be available for use under the dropdown menu, depending 
on the mapping service used. Enter an Alias for the Map θ and click Save. 
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Host and Service Monitoring  
When GE PulseNET is installed, the software creates several services which are 
required for it to operate. These services each have responsibilities such as collecting, 
storing, and processing data. Services are configured to start automatically on 
install ation and when the system reboots. If a service stops running, it may cause 
disruption to the operation of other services and the data that is available in the user 
interface. 

 

Users can access the Host & Service Monitoring view from the left pane. 

 

From this view users can easily see the performance metrics of the host of where 

PulseNET is installed. Users will also be able to determine if a particular service(s) is 

running or stopped. Users can also change the orientation of the layout for better viewing 

using the Vertical and Horizontal orientation buttons at the top of the view. 
 

This table works as a tree. At the top level you will have your host. This is where 

PulseNET is installed. The children underneath the top level are services installed on the 

server.  
The Health column displays the current health of the host or service.  
The Name column displays the name of the service. 
The Status column shows if the service is running on the host. Some services may read 

something other than runnning or not running. Such as the stingmongo service, it could 
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be Startup2, primary, secondary, or arbiter. 

The Active column indicates if the service is active or standby. In some cases, they may 

read something different.  Other services such as stingmq and stingmongo will read N/A.  
Service(s) may be selected by clicking to view more performance details in the charts 

below. 

 

 

Notification Bell  

An alert will be shown in the Notification Bell  window for services which are not 
running properly . To navigate to this window, look for the bell icon in the top-right of 
the screen which is displayed on all views and dashboards. 

 
 

Click the Notification  Bell  icon to show the System Notifications  menu. This 
window will display any services that are not currently running. 

 

API Tokens -  Enterprise Only  

An API token is a unique identifier created by GE PulseNET for other applications to 
request access. To integrate with PulseNET, generate an API token and provide that 
token to the other application. To generate an API Token, navigate to Administration > 
System Configuration > API Tokens . Click Add to create a random Token ID. 
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In the API Token  Configuration  dialog box, view the unique Token ID  in the first field. 
The Name field adds a descriptive name to the token ID to help identify it. The Expires 
At  field sets an expiry date for the token to determine when it expires. Use the 
Permissions  drop-down menu, to determine which privileges the token will provide.  
 

Readonly:  The software will only be allowed to view information. For example, 
it will be able to gather device information or view the current system debug 
level.  
 
Device: The software will be able to perform modifications to devices. For 
example, it will be able to add a new device to the system or trigger a 
configuration poll.  
 
System:  The software will be able to perform modifications to the PulseNet 
system itself. For example, it will be able to change the system debug level or 
add a new license. 
 

Click Save to return to the Token ID  table, which lists and describes all of the unique 
token IDs that have been generated. The table contains all of the above information for 
each token and each column is sortable by clicking on the heading title. The Last Used  
category is useful when setting up an API token to ensure it is working properly. It will 
display the last date GE PulseNet received a call from that specific token ID and the 
status of the last call. 
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Syslog Configuration and Rules -  Enterprise Only

The Syslog  Configuration and  Rules summary allows creation, viewing, and 
management of syslog rules. Syslog rules determine what action GE PulseNET takes 
when it receives a message, and which messages trigger that action. To view the 
Syslog Configuration  window, navigate to Administration > System Configuration  
and Rules > Syslog Configuration . 

 

Define the Port Number, Thread Count, Number of Days to Keep Logs, and the Purge 
Schedule, i.e. what time of day the logs will be deleted once the Number of Days 
threshold is reached. 
 
To view existing Syslog Rules, or create new ones, navigate to Administration > 
System Configuration and Rules >  Syslog Rules. To create a new syslog rule, click the 
Add  button. 

 
 

In the Syslog Rule window, set the rule Name and Description  and select the Device 
Group, Device Filter or Devices. Then click the Add  button  to create an associated Rule 
Filter and Action(s) 
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In the Add Syslog Rule Filter and Action(s)  window, set the parameters of the Syslog 
Rule. Syslog Rule Filters determine which messages trigger the actions, either a log 
message or an alert. Any messages that do not match the filters are discarded. Select 
Log to trigger a log message to the database and Alert  to trigger an Alert. Click Save 
to create the rule. 
 

Note: The syslog protocol version RFC3164 is recommended for Orbit devices. 
 
Syslog Rules Configuration  provides information about where and how to send syslog 
messages and what to do with those messages once they are sent. This includes the 
endpoint or Port Number, the Thread Count, the Number of Days to Keep Logs, and the 
Purge Schedule. To view the Syslog Configuration window, navigate to Administration 
> System Configuration > Syslog Configuration and  Rules. 

 

NOTE: Consider the size of the database when setting the purge 
schedule and log records. A longer record-keeping period will use 
more disk space while a shorter record-keeping period will use less 
space.  
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System Configuration Summary -  Enterprise Only  

The System Configuration Summary  provides information about the machine(s) on 
which GE PulseNET was installed. This includes information on the operating system, 
filesystem path, and network address of the GE PulseNET system. To view the System 
Configuration Summary  window, navigate to Administration > System 
Configuration > System Configuration Summary . 
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Application Preferences  

 
 
The Application Preferences menu is accessible from the user dropdown in the top -right 
corner by Administrator only . The Application preferences allow  administrative users to 
change the behavior of the application. From here  the user can set the following:  
¶ Cache Refresh Interval  (secs): This is how often the application will retrieve data from 

the database to store in cache. This will require restart of stingtomcat.  
¶ Device Cache (days): This is how long of a period to store in cache . This will require 

restart of stingtomcat.  
¶ Clear Cache: This option will clear all current cached data in the Total Summary and 

reload Device Data from the latest value polled in the Database. Note: The refresh will 
affect all users.  

¶ Login Banner : This allows user to enter text to display before login . 
¶ Two -Factor Authentication : W hen this button is checked two -factor authentication will 

be enabled. 
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Two Factor Authentication  

After Two -Factor Authentication has been enabled by an Administrator, any currently logged -
in user(s) will be required to sign-out before two -factor authentication  can be enforced. 
 
On the first login use your username and password as normal , without the authentication 
code. 

 
 

A pop-up menu will appear with a QR code and instructions on how to link your user account. 

 
 

Scan the QR code displayed on your screen with an authentication application of your choice. 

 



 

GE PulseNET 6.0 

Administration Guide 
| 33 

 

 
 

Once the QR Code has been scanned, click Save to activate the associated PulseNET login. 

Note: If Cancel is clicked instead, the Multi-Factor Authentication will not be enabled for the user, 

and they will not be able to log in. 

 

Once the Authentication App has been connected, login with the user credentials and 

Authentication Code to proceed to PulseNET as shown below. 

 

 

User Preference s 

 
The User Preferences menu is accessible from the user dropdown in the top-right corner. 
It allows for the modification of user -specific settings such as desired system units for 
temperature and measurements, light or dark theme, and how the time range zonar will 
be set on the Summary, Device Detail, Audit Log and Alerts view. 
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Bookmarks  

Bookmarks  can be set and managed via the use of the bookmark icon located in the 
top-left  of any page. Adding a page as a bookmark will allow it to appear in the left -
hand navigation column. 

 
 

WORKING WITH USERS  

 
GE PulseNET controls user access to the web interface using the concept of users, 
groups, and roles. When administrators create new users, a role and/or group can be 
assigned to the user. The assigned role/group determines the features and views that 
users can access when they log in to GE PulseNET. 
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Managing User Roles - Enterprise Only 

GE PulseNET has two default roles: Administrator  and Operator . These roles allow 
each set of users to have the privileges they require in order to accomplish tasks related 
to GE PulseNET application administration, device management, and monitoring. 
Administrator users typically have full privileges to accomplish al l tasks. Operator users 
typically have read-only access to view collected data and reports. 

For most customers the two default roles will be adequate to delineate the needs of 
their GE PulseNET users. However, GE PulseNET also provides Administrators with the 
ability to create custom roles as needed. To create a new role, click the Add button at 
the upper left corner of the user roles table to enter the unique name of the role and its 
description. 

Managing User Groups - Enterprise Only 

GE PulseNET user groups are defined based on the roles that have been created. GE 
PulseNET has two default user groups (Administrator and Operator) which correspond 
to the Administrator and Operator roles. These groups provide a higher level of 
abstraction for defining user privileges, since a single user group can consist of multiple 
user roles. 

For most customers, the two default user groups will be adequate to delineate the 
needs of their GE PulseNET users. However, GE PulseNET also provides Administrators 
with the ability to create custom groups as needed. To create a new group, click the 
Add  button at the upper left corner of the user groups table to enter the unique name 
of the group and its description. Then select the different user roles which will be 
members of the group.

 
Creating Users 

      Create a New User  

1. Navigate to Administration > User Management > Users  

2. Click the Add   button  

3. Enter a unique name for the new user 
4. MƨǭŝǙϐǭƀŝϐǵǡŝǙσǡϐŝƦįƆƝϐįŕŕǙŝǡǡϐΰƆŷϐŕŝǡƆǙŝŕα 
5. Enter a GE PulseNET password for this user, then confirm the password on the 

next line 
6. Assign the new user one or more roles. Administrators also have access to all 

operator functionality.  
7. Optionally assign the new user to one or more user groups 
8. Click Save. 
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The new user now appears in the users table. 

 
 
Managing Users 

 

All users are listed in the Users table. Each contains options to lock the account, edit 
the settings, or delete the user. 

ǒ Click the Lock  icon to lock or unlock a user account 

ǒ Click the Copy  icon to make a duplicate of an existing user account 

ǒ Click the Edit  icon to change account details (name, role, password) 
ǒ Click the Delete   icon to remove an account from GE PulseNET 

ǒ Click the Audit Logs  icon to view the GE PulseNET activity by this 
user 
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Configuring Password Policy  

An Administrator can configure the global  default  password policy for user accounts. 

 
 
 
Setting User Session Timeout  

An Administrator can set the user session timeout in minutes.  Or check the box which 
disables session timeout. 
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Configuring LDAP - Enterprise Only  

 
Instead of duplicating the existing Lightweight Directory Access Protocol (LDAP) or 
Active Directory users in GE PulseNET, it can be configured to authenticate directly to 
the LDAP or Active Directory server. GE PulseNET supports LDAP version 3 compatible 
directory services, including Active Directory, Sun Java Systems Directory Server, and 
OpenLDAP. 
 
Familiarity with the details of the LDAP Directory Service, and related parameters is 
required to configure the feature in GE PulseNET. The following considerations are 
important when planning to integrate an external directory service with the GE 
PulseNET: 
 
ǒ Secure LDAP is supported, but not required 
ǒ LDAP with Transport Layer Security is not supported 
ǒ A persistent connection to the LDAP server is not required 

 
LDAP groups can be imported into GE PulseNET and assigned GE PulseNET roles. This 
allows users who have been granted special permissions within an organization to have 
associated permissions in GE PulseNET. 
 
User credentials continue to be managed on the LDAP server. Any password changes 
in the LDAP directory service are transparent to GE PulseNET. After a password change 
in the directory service, that user can log into GE PulseNET with the new password, 
while  any attempts to use the old password will fail. If a user account is removed from 
the directory service, any login requests with those credentials result in a login failure 
in GE PulseNET.  
 
Similarly, if the LDAP authentication service is down, GE PulseNET cannot authenticate 
users whose accounts are defined there. At the same time, any internal GE PulseNET 
users, such as the built- in admin user or any accounts created manually using the 
Manage Users  dashboard, are unaffected during LDAP authentication service 
interruptions. 
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Configure LDAP Server Information  

 
The first window in the LDAP Configuration Wizard  allows configuration of connectivity and 
login with the LDAP server.  

 
 

1. In the LDAP Configuration Wizard  window, select the Type of LDAP server, either 
Active directory or other.  

2. In the Primary Host  field, select LDAP or LDAP over SSL. 
3. In the Primary Host Port  field, the default port will appear.  

4. If using a failover server, enter the details in the Secondary Host and  Secondary Host 
Port  fields. 

5. In the Base DN field, enter the distinguished name (DN) of the service account to fetch 
users and groups. In Active Directory, typically a common name (CN) is used instead of 
DN. For example: CN=John Smith, OU=Employees, DC=company, DC=com. 

6. If the Anonymous  checkbox is enabled, GE PulseNET will use an anonymous service 
account to search for users in the extended directory. The default username for 
anonymous service accounts is _anonymous_ and enabling this option sets the 
Distinguished Name of the service account to _anonymous_. 

7. In the Username  and Password  fields, enter the username and password of the service 
account used for user searching in the external directory.  

8. Click the Test button to test the system connection and login credentials for the LDAP 
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server. If the Test is successful, proceed to the next step.  
9. Click the Next >  button. 

 
Find LDAP User Groups 

Once configured, the second window in the LDAP Configuration Wizard  will grant 
Users proper permissions after login by querying for Groups and looking for their 
assigned permissions.  

 
 

1. In the Group DN  field, enter the search path for groups identified in the LDAP 
server. For example: OU=Groups,DC=2k3,DC=dom. The order in which the 
groups are searched is determined by the order of the groups listed in these 
settings. The Group Search DN 2  and 3 fields are optional. 

2. In the Group Name Attribute - ID field, enter the Attribute -ID for finding Groups 
ƆƨϐǭƀŝϐŝȓǭŝǙƨįƝϐŕƆǙŝŎǭƳǙȔΟϐùƀŝϐŕŝŷįǵƝǭϐŷƳǙϐ ŎǭƆȍŝϐDƆǙŝŎǭƳǙȔϐƆǡϐπ=³Ορ 

3. In the Group Member Attribute - ID field, enter the Attribute -ID for finding 
Group Members in the external directory. The default for Active Directory is 
πƦŝƦŌŝǙΟρ 

In the User Member Attribute - ID field, enter the Attribute -ID for finding Users 
ƆƨϐǭƀŝϐŝȓǭŝǙƨįƝϐŕƆǙŝŎǭƳǙȔΟϐùƀŝϐŕŝŷįǵƝǭϐŷƳǙϐ ŎǭƆȍŝϐDƆǙŝŎǭƳǙȔϐƆǡϐπƦŝƦŌŝǙΟρ 
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4. To ensure the paths are correct for finding Groups, in the Group Name  field, 
enter the name of a Group to search. Click the Search button. If the search is 
successful, the Test Search for Group  ŕƆįƝƳŸϐŌƳȓϐȎƆƝƝϐƆƨŕƆŎįǭŝϐπfǙƳǵǖϐŷƳǵƨŕΥρϐ
and list the Group Members including the Users and any Subgroups. 

 
 
Assign Permissions (Roles) to LDAP Groups  
 
The third window in the LDAP Configuration Wizard  allows for assigning permissions 
(roles) to LDAP Groups.  

 

1. Select the edit icon  of the LDAP Group to which roles will be assigned.  
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Finding LDAP Users  
 
The fourth window in the LDAP Configuration Wizard  will test the connection and 
find LDAP Users. 
 

 
2. In the User Search DN  field, enter the search path for users identified in the 

LDAP server. For example, in Active Directory, if the CN user accounts are 
defined in the sAMAccount=Users  group, and the Active Directory domain is 
example.com, apply the following: CN=Users,DC=example,DC=com 

3. In the Username Attribute - ID field, enter the Attribute -ID which contains the 
Username. For example, in Active Directory, the default is sAMAccountName . 

4. In the Group Membership Attribute - ID field, enter the Attribute -ID which 
includes the Group Membership. For example, in Active Directory, the default is 
memberOf. 

5. In the optional Email Attribute - ID field, enter the Attribute -ID which includes 
ǭƀŝϐĀǡŝǙσǡϐMƦįƆƝΟϐeƳǙϐŝȓįƦǖƝŝΠϐƆƨϐ ŎǭƆȍŝϐDƆǙŝŎǭƳǙȔϐǭƀŝϐŕŝŷįǵƝǭϐƆǡϐƦįƆƝΟ 

6. To ensure the paths are correct for finding Users, in the Username  field, enter 
the name of a User to search. Click the Search button. If the search is successful, 
the Test Search for User  ŕƆįƝƳŸϐŌƳȓϐȎƆƝƝϐƆƨŕƆŎįǭŝϐπĀǡŝǙϐŷƳǵƨŕΥρϐįƨŕϐƝƆǡǭϐǭƀŝϐ
Username, User Roles, and Email Address. 
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7. In the LDAP Configuration Wizard window, click the Finish button. 
 

NOTE: All credentials and permissions are controlled 
by the LDAP server. Each time a user logs in, GE 
PulseNET will check their credentials and the User 
Roles designated by LDAP, and update their 
permissions in PulseNET. 

 
 
If configuring GE PulseNET to use secure LDAP, an additional step is required.  
 
GE PulseNET makes use of the standard Java LDAP service provider using Java Secure 
Socket Extension (JSSE) software for SSL support. To configure secure communication 
between GE PulseNET and the LDAP server, ensure that the GE PulseNET LDAP client 
ǭǙǵǡǭǡϐǭƀŝϐ§D áϐǡŝǙȍŝǙϐŌȔϐƆƨǡǭįƝƝƆƨŸϐǭƀŝϐ§D áϐǡŝǙȍŝǙσǡϐǙƳƳǭϐŎŝǙǭƆŷƆŎįǭŝϐΰ= αϐƆƨϐfMϐ
áǵƝǡŝ³MùσǡϐŕįǭįŌįǡŝϐƳŷϐǭǙǵǡǭŝŕϐŎertificates. 
 

1. Navigate to <pulsenet_home>\jre\lib \security 

2. Obtain the CA certificate for the secure LDAP server and make sure it is 
accessible under <pulsenet_home>  

3. Āǡŝϐǭƀŝϐ£įȍįϐƙŝȔǭƳƳƝϐǖǙƳŸǙįƦϐǭƳϐƆƦǖƳǙǭϐǭƀŝϐ§D áϐǡŝǙȍŝǙσǡϐǙƳƳǭϐ= ϐŎŝǙǭƆŷƆŎįǭŝϐ
into the keystore. Refer to the documentation for the Java keytool command if 
needed. (docs.oracle.com/javase/6/docs/technotes/tools/solaris/keytool.html). If 
the jssecacerts keystore does not exist, the following commands will create it. 
If it already exists, be sure to have the existing keystore password to access it. 

a. <pulsenet_home>\jre\bin\keytool - import -file 
<path_to_ldap_server_CA_file> \<root_CA_Cert_filename>.crt -keystore 
jssecacerts 

b. Enter the jssecacerts keystore password or enter a new password if none 
previously existed. 

c. Look at the files in the security folder to verify that the jssecacerts keystore 
exists. 

4. Restart the GE PulseNET service and log in as an admin user to retest LDAPS 
connectivity. 
 

GE PulseNET can now send requests to the secure LDAP server. 
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LDAP User Groups - Enterprise Only  

To manage the roles assigned to LDAP User Groups navigate to Administration > User 
Management > LDAP  User Groups. 
 

1. Select the LDAP Groups to which roles will be assigned by clicking the checkbox. 
2. Click the Assign  button. 
3. In the Select Role  window, select the role that will be assigned to the selected 

LDAP Groups by clicking the checkbox. 
4. Click Save. 
5. To remove a role from a Group, select the LDAP Group by clicking the checkbox. 

Then, click the Unassign  button. 
 
Enabling RADIUS Authentication -  Enterprise Only  

If using πRemote Authentication Dial In User Serviceρ (RADIUS) to manage user access 
to the network, RADIUS server authentication can be enabled in GE PulseNET. When 
the GE PulseNET server is configured to access the RADIUS server, it is able to 
authenticate GE PulseNET users, which allows management of user credentials with 
RADIUS. 
 
Enable RADIUS Authentication  
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1. Navigate to Administration > User Management > RADIUS Configuration . 
2. In the dialog box that appears, select the Enable check box. 
3. In the Server Host Name  box, type the hostname or IP address of the RADIUS 

server. 
4. In the Authentication Port  box, type the port number. 
5. In the Shared Secret  box, type the authentication key for the RADIUS server. 
6. Select the Authentication Port  ι PAP (Password Authentication Protocol) and 

CHAP (Challenge-Handshake Authentication Protocol) are both supported. 
7. To ensure that all values are correct, enter the username and password before 

clicking the Test button. After the test connection is successful, close the dialog 
box.  

8. In the Radio Configuration Wizard  window, click the Next >  button.  
 

After the RADIUS server connectivity is configured, default roles for users can be 
defined. 
 
Define User Roles  

 

 
1. In the second Radio Configuration Wizard  window, click the Add button to 

create a new user group. See Managing User Groups  for more information on 
creating new groups. 
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2. Alternatively, select a default user group from the list of predefined options, 
ǡŝƝŝŎǭϐǭƀŝϐπ ŕƦƆƨƆǡǭǙįǭƳǙǡρϐƳǙϐπ¾ǖŝǙįǭƳǙǡρϐŸǙƳǵǖΟϐ¾ƨŎŝϐįϐǵǡŝǙϐƝƳŸǡϐƳƨǭƳϐfMϐ
PulseNET, they will be assigned this predefined group automatically. For 
instructions on changing that user group after the user logs in, visit Managing 
User Groups > Managing Users . 

3. Click the Finish button.  
 

NOTE: GE PulseNET only supports RADIUS usernames that 
have more than four characters. 

 

WORKING WITH RULES  

GE PulseNET provides several types of notifications to efficiently monitor the devices 
on the network. 

System event emails  ι System events such as expiring licenses will trigger automatic 
email notifications. These alerts are embedded in GE PulseNET and cannot be disabled. 
To direct such emails to the proper recipients, add the user email addresses when 
creating a user account. To configure the email service, see the System Configuration  
section. 

Alerts based on GE PulseNET rules ι Alerts are triggered when outages occur or 
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defined thresholds are broken in the monitored environment. Once a performance rule 
has been enabled, GE PulseNET will send an alert fatal, critical, or warning 
ȎƀŝƨϐƳƨŝϐƳǙϐƦƳǙŝϐŕŝȍƆŎŝǡϐƀįȍŝϐƦŝǭϐǭƀįǭϐǙǵƝŝσǡϐǖǙŝŕŝŷƆƨŝŕϐŎƳƨŕƆǭƆƳƨǡΟϐùƀƆǡϐįƝŝǙǭϐįǖǖŝįǙǡϐ
as an icon beside the device name in the web interface and a generic icon on the device 
type.  

Email notifications based on GE PulseNET rules  ι Email notifications can be 
configured and sent if problems arise in the monitored environment. These notifications 
can be enabled by checking the Enable Email checkbox for the desired severity levels 
within each rule.  

SMS -  Text Alerts  

Support for SMS is handled using the email addresses that are routed by the carrier to 
the SMS of the device. For example: an SMS text to a Verizon user, the email address 
is formatted as phone number + vtext.com 

i.e.  55535437532@vtext.com . 
 

Click here for the explanation page for Verizon. Other carriers have similar capabilities. 
 
Predefined Rules  

GE PulseNET contains a number of predefined rules for device monitoring. These rules 
can be enabled, and thresholds configure so that notifications will be sent . The option 
is also available to select specific recipient users, roles, or groups to be notified when 
rule thresholds are exceeded. The alert appears as an icon beside the device name in 
the Summary Table and, if configured, an email is sent to the addresses configured 
under Email Settings.

mailto:55535437532@vtext.com
https://www.verizon.com/about/news/vzw/2013/06/computer-to-phone-text-messaging
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The following table provides a description of some predefined rules: 
Rule Description  Severity  

AP Change for 
Remote 

Monitors remote devices for 
migration to different access 

points. 

N/A 

 
Bad Access 
Point Health 

Monitors the percentage of 
remote devices for an access 
point that are in a particular 
alert state or worse. Beyond 
that percentage, the access 

point may be the root cause of 
the problem. 

 
 

Warning, 
Critical, Fatal 

Bad Remote 
Health 

Monitors the percentage of 
remote devices that are in a 

particular alert state or worse. 

Warning, 
Critical, Fatal 

 
Bad Repeater 

Health 

Monitors TransNET devices that 
are acting as Store and Forward 

(SAF) or master devices. This 
rule fires if a defined number of 

downstream devices are 
unavailable. 

 
Warning, 

Critical, Fatal 

Device 
Unavailable 

Monitors the availability of the 
device. 

Fatal 

DLINK Alert 
Notification 

Monitors whether a DLINK 
alarm has been received from a 

narrowband radio. 

N/A 

PA 
Temperature 

Generates alerts for DLINK 
devices when Power Amplifier 

temperatures reach defined 
limits. 

 
Warning, 

Critical, Fatal 

Poor Response 
Time 

Monitors the ICMP round trip 
time for a device. 

Warning, 
Critical, Fatal 

RSSI Change Monitors values of RSSI that are 
outside the two -day moving 

average. 

Warning, 
Critical, Fatal 
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RSSI Level Monitors the levels of Received 
Signal for devices. 

Warning, 
Critical, Fatal 

SD Master 
Station Failover 

Monitors whether a radio 
failover has occurred between 

redundant radio modules. 

N/A 

Serial Number 
Unrecognizable 

Generates an alert when the 
serial number of a DLINK access 

point is unrecognizable 

Fatal 

SNR Change Monitors for values of SNR that 
are outside the two-day moving 

average. 

Warning, 
Critical, Fatal 

SNR Level Monitors the ratio of Signal to 
Noise for devices. 

Warning, 
Critical, Fatal 

Database 
Health 

Monitors attached database 
performance. 

Warning, 
Critical, Fatal 

JVM Monitors system memory. Warning, 
Critical, Fatal 

Orbit Cert 
Update 

Every Midnight - checks device 
for certificate. 

Fatal 

Orbit Cert 
Renewal 

This rule checks to see if a 
reboot is required or if the cert 

renewal failed. 

Fatal 

Orbit Cert 
Expiry 

This rule checks for if the 
certificate is expiring or expired. 

Fatal 

 

NOTE: Some of the predefined rules are disabled by default. Ensure all 
required rules have been enabled. 
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Enable/Disable/Delete -  Enterprise Only  

To enable rules  

1. Navigate to Administration > Rules  

2. On the Rules dashboard, find the row for the rule that will be enabled.  

3. On the row(s) for the desired rule, select the Menu icon then click Enable 

 

Multiple severity rules can have different conditions defined so that notifications are 
sent when increasing or decreasing thresholds are met. Once a rule is enabled, define 
the required threshold values and enable email notifications if desired. 

Quick Update for Rule Settings  

Most GE PulseNET Multiple Severity Rules have four thresholds: fatal, critical, 
warning, and normal. Define threshold values for the rule so that GE PulseNET sends 
alerts when the required condition is met. 
Configure thresholds for a rule  

1. Navigate to Administration > Rules . 
2. Click the Edit  icon for the rule that will be modified and select Quick Update . 
3. Click the Edit  icon for any value that will be edited.  
4. Type the new value and click Save. 
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Fire Strategy Values 
 
A fire strategy defines the number of consecutive times a certain threshold must be met 
to cause a rule to raise the corresponding alert fatal, critical, warning). 

Example: 

The RSSI threshold for the warning alert is set to -82 dBm with a fire strategy value of 
1. This means that the first time this threshold is exceeded during the polling cycle for 
that device, a warning alert is raised. To ǡƦƳƳǭƀϐƳǵǭϐįƨȔϐπŷƝįǖǖƆƨŸρϐŎƳƨŕƆǭƆƳƨǡϐŷƳǙϐįϐ
device on the borderline of this threshold, set the strategy to fire an alert only if GE 
PulseNET detects the threshold has been breached on three consecutive polls. The 
strategy can also be set to fire an alert if GE PulseNET detects the threshold has been 
breached on three of the last five consecutive polls.
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Enabling Email for Rules 

 
Predefined GE PulseNET rules are configured by default not to send notifications when a 
threshold is breached. Email notifications can be enabled for any desired severity level 
while editing a specific rule, as shown in the image above. Simply check the box to Enable 
Email . 

 

Full Update for Rule Settings - Enterprise Only  

The Full Update display provides access to every setting available within a rule definition. 
Open the Full Update  window by clicking the Edit  icon on a specific rule and selecting Full 
Update from the menu. 

 

Select the Rule Group  to which this rule is assigned by choosing one from the dropdown 
menu. If the appropriate Rule Group is not found in the list, click the Add  icon to add a new 
Rule Group to the list. Change the rule Name and Description  if needed. 

 

In the Device Selector section, set the group of devices which this rule applies to by 
choosing either Device Group  or Filter  and selecting the appropriate entry from the 
dropdown menu.   
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Choose whether this rule is enabled by checking or unchecking the Enabled  
checkbox. 

The Trigger Type  section defines the method for triggering the rule based on the 
defined thresholds and fire strategies. There are three trigger types: By Data, By 
Schedules, and At a Fixed Time. 

 

By Data:  triggers the rule based on metrics values that are collected by GE 
PulseNET 

By Schedules:  triggers the rule on one or more predefined recurring time 
schedules 

At a Fixed Time:  triggers the rule once at a specific time of day 

In the Rule Default  and Rule Severities  table add, change, or delete any of the 
settings for triggering the rule. The settings for Warning, Critical, and Fatal 
severities can also be copied in order to create new intermediate severity levels 
for the rule if desired.  

Rule Default:  The Rule Default is the foundation upon which the other severity 
levels can be built. It contains the default or baseline set of parameters which 
are inherited by the other severity levels (unless they are overridden in the 
severity level definitions). Rule Defaults do not have conditions or thresholds. 

Fatal/Critical/Warning/Normal:  The severity level entries in the table show 
only the fields that will be overridden in the default by each severity. Severity 
level entries are where rule conditions and thresholds are defined. 

In the example below, the Rule Default  contains the event message and fire strategy, 
as well as the subject and content for the email alerts. The Fatal, Critical, and Warning 
severities will inherit all of those defaults, but each of them will trigger the rule on a 
slightly different condition  or threshold value. The Normal severity overrides only the 
email subject which notifies users that the condition has returned to within normal 
limits. All other settings can be inherited from the Rule Default .
 
Editing Rule Defaults  
 
The Alert  Message section allows creation of alert messages using a combination of 
text and GE PulseNET macros which will be replaced at runtime with the appropriate 
value for the device.  
 
In the example below, the message includes #rssi which will be replaced with the 
actual RSSI value that triggered the alert. In addition, the @name and 
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@modelNumber  macros will be replaced with the actual device name and model on 
which the event occurred. These macros can be inserted into the text by selecting 
them from the dropdown list and then clicking the gray down arrow button to include 
them at the current cursor position. 
 

 

Macro characters include the following: 

ǒ $     Variables defined in the rule itself ($MAX_RSSI) 
ǒ @    Configuration properties (name, model) 
ǒ #     Metric values (#rssi, #snr, #voltage) 
ǒ %    Hardcoded GE PulseNET variables (%severity and %deviceUrl) 

The Fire Strategy works the same as described above in the Quick Update  section. It 
is also possible to Delay Firing of a rule by a custom time - if accounting for a known 
ƨŝǭȎƳǙƙϐŕŝƝįȔΠϐŝǭŎΤ 

Alerts are sent to Device Group owners by default. Checking the Select Users  option 
will allow selection of one or more users or user groups to send the alerts to instead. 

In the Notification section, define the email recipient list, Subject, and Message 
Content text. These messages can be constructed using the same method as 
described in the Event Message section. 
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Editing Severity Conditions and Thresholds  
 

The main task for each severity level is to define the appropriate conditions and 
thresholds for triggering the alert. Conditions can be defined using a robust and 
powerful set of features that create complex condition filters.  
 

 

Several types of operators are available: And, Or, Not, Compare. The Compare 
operator allows selection of devices that have a specific parameter that matches a 
chosen value. For example, a comparison may be run to determine whether the IP 
įŕŕǙŝǡǡϐƳŷϐįϐŕŝȍƆŎŝϐǡǭįǙǭǡϐȎƆǭƀϐπ͏͎Ο͎Ο͎ρΟ 

 

 

Comparisons can include the following operators: 

ǒ Equals: The search string in the third field must exactly match the value of the 
ŎƀƳǡŝƨϐǖįǙįƦŝǭŝǙΟϐeƳǙϐŝȓįƦǖƝŝΠϐƆŷϐįϐŕŝȍƆŎŝσǡϐráϐįŕŕǙŝǡǡϐMãĀ §ìϐπ͏͎Ο͎Ο͎Ο͓͒ρϐƆǭϐ
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will be listed.  

ǒ Not Equals:  ùƀŝϐŎƳƦǖįǙƆǡƳƨϐȎƆƝƝϐǙŝǭǵǙƨϐįϐƦįǭŎƀϐƆŷϐǭƀŝϐǖįǙįƦŝǭŝǙσǡϐȍįƝǵŝϐ
contains anything except the literal search string. For example, any device with 
įϐπeƆǙƦȎįǙŝϐėŝǙǡƆƳƨρϐ³¾ùϐMãĀ §ϐǭƳϐπ͑Ο͏Ο͎ρϐȎƆƝƝϐŌŝϐƝƆǡǭŝŕΟ 

ǒ Contains:  The comparison will return a match if the search string is contained 
įƨȔȎƀŝǙŝϐȎƆǭƀƆƨϐǭƀŝϐǖįǙįƦŝǭŝǙσǡϐȍįƝǵŝΟϐeƳǙϐŝȓįƦǖƝŝΠϐƆŷϐǭƀŝϐŕŝȍƆŎŝσǡϐƦƳŕŝƝϐ
=¾³ù r³ìϐπ±DìρϐǭƀŝƨϐǙįŕƆƳǡϐȎƆǭƀϐįƨȔϐƳŷϐǭƀŝϐŷƳƝƝƳȎƆƨŸϐƦƳŕŝƝǡϐȎƆƝƝϐŌŝϐƝƆǡǭŝŕΡϐ
GE MDS Orbit, MDS Orbit, GE Orbit by MDS. 

ǒ Starts With:  ùƀŝϐŎƳƦǖįǙƆǡƳƨϐȎƆƝƝϐǙŝǭǵǙƨϐįϐƦįǭŎƀϐƆŷϐǭƀŝϐǖįǙįƦŝǭŝǙσǡϐȍįƝǵŝϐ
ŌŝŸƆƨǡϐȎƆǭƀϐǭƀŝϐƝƆǭŝǙįƝϐǡŝįǙŎƀϐǡǭǙƆƨŸΟϐeƳǙϐŝȓįƦǖƝŝΠϐƆŷϐǭƀŝϐŕŝȍƆŎŝσǡϐǡŝǙƆįƝϐƨǵƦŌŝǙϐ
ìù äùìϐĘrùmϐπ͓͎͐ρϐǭƀŝƨϐįƨȔϐǙįŕƆƳϐȎƆǭƀϐįϐǡŝǙƆįƝϐƨǵƦŌŝǙϐŌŝŸƆƨƨƆƨŸϐȎƆǭƀϐǭƀįǭϐ
sequence will be matched. 

ǒ Ends With:  ùƀŝϐŎƳƦǖįǙƆǡƳƨϐȎƆƝƝϐǙŝǭǵǙƨϐįϐƦįǭŎƀϐƆŷϐǭƀŝϐǖįǙįƦŝǭŝǙσǡϐȍįƝǵŝϐŝƨŕǡϐ
ȎƆǭƀϐǭƀŝϐƝƆǭŝǙįƝϐǡŝįǙŎƀϐǡǭǙƆƨŸΟϐeƳǙϐŝȓįƦǖƝŝΠϐƆŷϐǭƀŝϐŕŝȍƆŎŝσǡϐǡŝǙƆįƝϐƨǵƦŌŝǙϐM³Dìϐ
Ęrùmϐπ͑͗͒ρϐǭƀŝƨϐįƨȔϐǙįŕƆƳϐȎƆǭƀϐįϐǡŝǙƆįƝϐƨǵƦŌŝǙϐŝƨŕƆƨŸϐȎƆǭƀϐǭƀįǭϐǡŝǘǵŝƨŎŝϐ
will be matched  

ǒ Matches:  Allows the use of regular expression wildcards to form the search 
string. For example, a search string of ^Orbit.* would match anything that 
starts with Orbit followed by zero or more characters. The search string of 
Orbit[0 -9] would match the word Orbit immediately followed by any one of the 
digits within the brackets. See the GE PulseNET User Guide Appendix  for a 
list of wildcards that are supported.  

ǒ Is In: ùƀŝϐŎƳƦǖįǙƆǡƳƨϐȎƆƝƝϐǙŝǭǵǙƨϐįϐƦįǭŎƀϐƆŷϐǭƀŝϐǖįǙįƦŝǭŝǙσǡϐȍįƝǵŝϐƦįǭŎƀŝǡϐįƨȔϐ
of the items in a comma separated list of values. For example, any device will 
ŌŝϐƝƆǡǭŝŕϐȎƀƳǡŝϐƦƳŕŝƝϐƆǡϐƳƨŝϐƳŷϐǭƀŝϐŷƳƝƝƳȎƆƨŸΡϐπ¾ǙŌƆǭΠ±Dìϐ¾ǙŌƆǭΠ¾ǙŌƆǭ-
͏͐͑Π±Ȕ¾ǙŌƆǭρΟ 

 

The AND operator allows inclusion of devices which have all of the specific 
parameters and matching values that are included in the filter. For example, selecting 
ŕŝȍƆŎŝǡϐȎƀƳǡŝϐráϐįŕŕǙŝǡǡϐìǭįǙǭǡϐĘƆǭƀϐπ͏͎Ο͏͎Ορϐ ³DϐȎƀƳǡŝϐπeƆǙƦȎįǙŝϐėŝǙǡƆƳƨρϐ
MǘǵįƝǡϐπ͑Ο͎Ο͑ρ 

The OR operator allows inclusion of devices which have any of the specific 
parameters and matching values that are included in the filter. For example, selecting 
ŕŝȍƆŎŝǡϐȎƀƳǡŝϐráϐįŕŕǙŝǡǡϐìǭįǙǭǡϐĘƆǭƀϐπ͏͎Ο͏͎Ορϐ¾äϐȎƀƳǡŝϐráϐįŕŕǙŝǡǡϐìǭįǙǭǡϐĘƆǭƀϐ
π͏͎Ο͏͏Ορ 

The NOT operator allows exclusion of devices which have the specific parameters and 



 

GE PulseNET 6.0 

Administration Guide 
| 57 

 

 
 

matching values in the filter. For example, selecting devices whose IP address does 
³¾ùϐìǭįǙǭϐĘƆǭƀϐπ͏͎Ο͎͐Ορ 

 

Once an operation (And/Or/Not/Compare) is chosen, specify a property that exists on 
the type of devices selected in the Device Selector . To see which properties are 
supported on the devices, click the play  icon in the Device Selector section, which will 
display the list of devices that match the device filter or group. On that list, click any of 
the Information  icons to see a detailed list of device properties. When defining the 
severity condition, choose any of the listed properties for the filter criteria. 

When editing the rule severity conditions and thresholds, it is also possible to edit 
other values inherited from the Rule Default (if desired). 
 
Action Icons for Rules -  Enterprise Only  

For each rule in the Rules Table there is a set of Action icons used to re-prioritize, 
copy, edit, delete, and enable/disable rules one at a time.
 
Reprioritize Rule Evaluation Order 
 
GE PulseNET rules are evaluated in the order in which they are listed within each 
Rule Group . Typically, the default rule order is adequate. However, especially when 
custom rules exist within Rule Groups, there may be a reason to change the 
evaluation order for specific rules. To accomplish this, click the Menu icon and select 
re-prioritize.  Use the up/down arrow icons to adjust the order of rule evaluation. Click 
Save to save changes. 
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Copy Rule 
Definitions  
 
Existing rules 
can be copied 
and modified, 
which 
provides a 
shortcut for 
creating new 
rules that 

have similar features. To copy an existing rule, click the Menu icon on the row which 
lists the rule that will be duplicated  and select Copy. Once the rule is copied, 
remember to give the new rule a unique name. Change any settings that need to be 
modified and click Save to save the new rule. 
 
Edit Rule Definitions  
 
To edit rule definitions, click the Edit  icon on the row for the rule that will be modified. 
It may require a Quick Edit or a Full Update , as described in the previous sections. 
Click Save to save any changes made to the rule. 
 
Show Device Selector List 
 
To view the list of devices on which an individual rule will operate, click Run under the 
Menu icon. A popup window will appear containing the full list of existing devices to 
which the rule applies.  
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Service Rules 
 
The Select Services  box is used if the rule in question is NOT associated with a 
Device Group. For example, DB Health and JVM Monitoring. Checking this box will 
allow selection of a Service (rather than devices) to which the rule will apply. 
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COLLECTION SCHEDULES 
PulseNET Standard  includes only the default collection schedules for Dlink and 
SNMP. 
 

Scheduling Device Data Collection -  Enterprise Only  

Administrators can schedule the frequency of data collection by device type. The 
Collection Schedules  dashboard lists the devices that GE PulseNET can monitor. Since 
it may be possible for a set of devices to be members of more than one collection 
schedule, adjust the order of evaluation for the schedule by clicking the up/down arrows 
to set the priority. The first matching schedule will be used. 

 
 

Configure a Data Collection Schedule  

1. Navigate to Administration > Collection Schedules . 
2. On the Collection Schedules  table, each row shows the current schedule for 

each type of device. To edit the collection schedule for any row, click the Edit 
icon. 

3. Click the Add  button to create a new collection schedule. 

On the Add or Update Collection Schedule  display, enter or change the values for 
each of the three types of data collection done by GE PulseNET (Configuration 
schedule, Performance interval, and Availability interval).

 

1. Enter or update the unique Name for the collection schedule, and provide a 
detailed Description . 
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2. Enter or update the Device Selector , which specifies which devices will be 
included on this schedule. Use an existing device filter or device group by 
selecting either from the first dropdown menu. Then choose the name of the 
device filter or group from the second dropdown menu. To see which devices 
will be included in the report, click the  play  icon. If an existing device filter or 
group that meets the need is not found, click the Add   icon to add a new device 
filter or group. 

3. The Poll Remotes via Access Points  checkbox can be used to include any 
downstream Orbit remotes in the scheduled action. [Orbit devices only.] 

4. In the Number of Missed Polls Before Polling Remote  field, enter the number 
of times the schedule will poll the Master device(s) for the remote data before it 
will send the request to the remote directly. [Orbit devices only.]  

5. Select the Limited Collection  checkbox if the scheduled action will only poll 
limited registers from the device. This is useful for high-traffic networks, and is 
explained in greater detail below.  

6. Choose whether GE PulseNET will collect device configuration information on 
selected days of the week or on selected days of the month. Click the radio 
button for weekdays or dates of the month as desired. Check the week days or 
days of the month that GE PulseNET will use for configuration collection. 

7. In the Run Times box, select one or more times of day (hours) that GE PulseNET 
will use for configuration collections. Or enter a specific time during each hour 
that  GE PulseNET will use when it collects configuration data from each device. 

8. Update the description text for this configuration collection as needed. 
9. Enter a new value (minutes) in the field.  
10. Click Save to apply the settings to the collection schedule. 
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Explanation of Limited SNMP Collection (Orbit Only):  

Currently, Orbit is the only device that supports limited SNMP polling. AP 
collection is ONLY what can be collected from the AP and does not communicate 
with the remote. Limited polling applies to both scheduled collections and on -
demand (triggers) collections. 
Note: Special collection schedules have been put in place for Orbit LN/NX devices 
which limit the collection to serial protocol, or one device at a time. On an LN AP, 
ten remotes will be polled one at a time before moving on. 
 
Explanation of Metric Data Averaging:  
PulseNET rolls-up the raw data to averages over time to reduce the amount of 
data stored.  Here's our default policy:  

ǒ Every 15 minutes we roll the raw data up to 15 -minute intervals, and 
store these 15 -minute intervals for 3 days.  

ǒ After 3 days, we roll the 15 -minute intervals up to hourly intervals and 
store hour intervals for 14 days.  

ǒ After 14 days, we roll hourly data up to daily intervals and store daily 
data for one year. 
 

As an example, if data has been graphed for one month (e.g. 30 days)  
ǒ for days 30 -14: display data points for daily averages  
ǒ for days 14 -3: display data points for hourly averages  
ǒ for days 1-3, display data points for 15 minute averages  
ǒ for the last 15 minutes, display raw data  
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The goal is to provide a simple and consistent way of aggregating all metrics, so 
that the data will be interpreted in the same way for all.  
 
To calculate custom values, however, the option remains to export the data to a 
spreadsheet and calculate any averages required. 
 
Keep in mind, the percentage shown will always be the last value in the time 
range. Modify the time range as needed. 
 
Due to the aggregating process, it is possible for unexpected percentage values 
ǭƳϐįǖǖŝįǙΟϐ§ŝǭσǡϐǵǡŝϐAvailability  as an example: 
 
A 66% or 75% Available value can happen when 3-4 "15 minute" values (e.g. 
100, 0, 100, 100) are rolled up to an "hour" value (75).  
 
The average availability is calculated when values are rolled up to create a new 
data point (15, hour, day, etc). They are not averaged across the entire time range, 
and are not averaged based on the polling intervals.  

 

MONITORING CONFIGURATION 
The Monitoring Configuration dashboard allows configuration of GE PulseNET 
settings for several network protocols used to communicate with devices (SNMP, 
DLINK, NETCONF, and ICMP) 
 
Defining SNMP Properties  

Configure SNMP Settings  

Navigate to Administration > Monitoring Configuration > SNMP Configuration . 
Click SNMP Properties . 
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The SNMP Properties display allows configuration of the SNMP versions that GE 
PulseNET will support, the default SNMP port, and the timeout value after which GE 
PulseNET will consider a device unreachable during polling. Here also, set the number 
of parallel threads GE PulseNET uses during SNMP polling, as well as the gap between 
successive SNMP queries and the number of retries allowed after a timeout. If the 
SNMP query is being made on the GE PulseNET server itself, the Same Host Request 
Interval  applies. Also, during SNMP discovery, the Discovery Request Timeout  setting 
will be used rather than the timeout for regular data collection.  
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Managing SNMP Credentials  

Managing SNMP v1 or v2c Community Strings  
 
To monitor SNMP devices, credentials and protocol settings must be defined. There 
are two default community strings: public  (read-only) and private  (write). Custom 
community strings can be added or edited as needed.

 
Add an SNMP Community String  

ǒ Click the Add  button and enter the community string, along with selecting 
whether this credential is allowed to Read, Write, or both.  

ǒ Click Save to save the new community string to GE PulseNET. 

NOTE: The Add  button is dimmed if neither SNMP v1 nor SNMP v2c are 
selected for use in the SNMP properties. See Defining SNMP Properties . 

Edit an SNMP Community String  

ǒ Click the Edit  icon on the row displaying the credential that will be edited.  

ǒ Change the values as desired, and click Save to save the changes. 

Delete an SNMP Community String  

ǒ Click the Edit icon on the row displaying the credential that will be deleted.  

ǒ Click the Delete  button to confirm deletion of the selected community string. 
Community strings cannot be deleted if they are being used to manage devices.

 
Managing SNMP v3 Credentials  

Add SNMP v3 Credentials  
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1. Navigate to Administration > Monitoring Configuration > SNMP 
Configuration . 

2. On the SNMP Credentials table, click Add  in the SNMP v3 Credentials section. 
The Add  button is disabled if SNMP v3 is not selected for use in the advanced 
SNMP settings (see Defining Advanced SNMP Settings ). 

3. Type the username that will be used for authentication. 
4. Select Read Permission , Write Permission , or both. 
5. To discover GE MDS entraNET devices, have at least one Write credential 

defined so that remote devices can be discovered from the access point. 
6. To change the permissions on an existing credential, click the value in the 

Permission column. In the dialog box, select the permission. 
7. Select a Security Level: 

a. No authentication and no privacy  ι the identity of the sender is not 
verified 

b. Authentication and no privacy  ι the identity of the sender is verified, 
but the information is not encrypted  

c. Authentication and privacy ι the identity of the sender is verified and 



 

GE PulseNET 6.0 

Administration Guide 
| 68 

 

 
 

the information is encrypted 

8. If the selected Security Level  requires authentication, specify the 
authentication protocol and passphrase (i.e., the password for the specified 
user name). 

9. If the selected Security Level  requires privacy, specify a privacy protocol and 
passphrase. The passphrase is the encryption key. 

10. Click Save. 

Edit SNMP v3 Credentials  

ǒ In the SNMP v3 Credentials table, click the Edit icon for the SNMP v3 credential 
that will be edited.  

ǒ Edit the settings for the credential as desired. 
ǒ Click Save. 

Delete SNMP v3 Credentials  

ǒ Click the Delete  icon on the row displaying the credential that will be deleted.
ǒ Click the Delete  button to confirm deletion of the selected community string. 

Community strings cannot be deleted if they are being used to manage devices. 
 

Migrating Devices to New SNMP Credentials  
 
Navigate to Administration > Monitoring Configuration > SNMP Configuration > 
SNMP Credentials  and beside of the SNMP community string there is a migrate 
column click on the community string in which needs to be migrated  



 

GE PulseNET 6.0 

Administration Guide 
| 69 

 

 
 

 

To migrate devices from one community string or set of credentials to another: 

ǒ Find the community string or credential from which devices will be migrated ; and 
click the migrate icon in the migrate column. 

ǒ In the Migrate Credential Wizard , choose the type of SNMP credential to which 
the selected devices will be migrated (v1/v2c or v3), then select the SNMP 
credential that will be used to communicate with these devices in the future.  

ǒ Check the specific devices that will be migrated to the new credential. 
ǒ Click Save to tell GE PulseNET to use the new credential when communicating 

with the selected devices. 

 

Managing ICMP Settings  

The Internet Control Message Protocol (ICMP) is used when pinging Ethernet devices 
to determine whether they are reachable on the network.

Configure ICMP Settings  
 
Navigate to Administration > Monitoring Configuration > ICMP Configuration . 
Enter or modify any settings as desired. 
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ǒ Number of threads  sets the number of simultaneous parallel ICMP queries that 
GE PulseNET will be capable of generating. 

ǒ Ping Delay  sets the amount of time between successive ICMP requests. 
ǒ Timeout  sets the amount of time that GE PulseNET will wait before marking a 

device as unreachable on the network. 
ǒ Retry Count  sets the number of retries allowed after a timeout is reached. 
ǒ Retry Interval  sets the number of milliseconds to wait before sending a retry 

query. 
ǒ Retry Timeout  sets the timeout for retries separately from the timeout used on 

the initial query. 
 
Managing NETCONF Settings - Enterprise Only  

The NETCONF Protocol is used when GE PulseNET communicates with GE MDS Orbit-
based devices. It is considered a next generation secure management protocol which 
may eventually supplant SNMPv3. 

Configure NETCONF Settings  
Navigate to Administration > Monitoring Configuration  > NETCONF Configuration. 
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Enter or modify any settings as desired and then click Save to save the new settings. 

ǒ Timeout  sets the amount of time GE PulseNET will wait for a NETCONF 
response before marking the device as unreachable. 

ǒ Retries  sets the number of times GE PulseNET is allowed to retry a NETCONF 
request after a timeout is received. 

ǒ Retry Interval  is the length of time that must pass before a retry can be issued. 
ǒ Threads sets the number of simultaneous parallel NETCONF queries that GE 

PulseNET can generate. 
ǒ Port  is the default NETCONF communication port which GE PulseNET will 

connect with on the remote devices.
ǒ User Name/Password  sets the default credentials that NETCONF will use 

when authenticating to a remote device. 
 
 
Managing DLINK Settings  

Configuring DLINK Properties  
 
DLINK settings can be applied on a global level or to individual authorized masters. The 
global settings contain the default values that are used when masters are first 
authorized, or until the settings are changed for an individual master. For more 
information about changing the settings for individual masters, see Defining Data 
Collection on DLINK Networks . For additional explanations on features of the GE MDS 
Diagnostic Link Protocol, see GE MDS publication 05-3467A01, Network -wide 
Diagnostics Handbook.  

 
 
Change DLINK Properties  
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Navigate to Administration > Monitoring Configuration > DLINK Configuration . 
Click DLINK Properties . 

In the DLINK Properties display there are four separate sections which can be 
modified. Click the Update  button above each section in order to make changes to the 
settings. 

 

General DLINK Properties  

ǒ Worker Threads  sets the maximum number of simultaneous DLINK queries GE 
PulseNET is allowed to make. This value needs to be increased as the number 
of monitored devices increases. Additional threads consume CPU and memory, 
so use caution when increasing this value 

ǒ Default Connection Type  defines whether GE PulseNET will use a Telnet or 
Raw TCP message format between the server and the Ethernet-to-Serial 
converter or terminal server. 

ǒ Port  sets the default port which GE PulseNET will connect to on the Ethernet-
to-Serial converter or terminal server. This sets a global default, but this value 
can also be customized for each DLINK Master radio being monitored. 

ǒ Default Discovery Type  sets whether Active or Passive diagnostic messages 
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will be used during device discovery. 
ǒ Default Collection Type  sets whether Active or Passive diagnostic messages 

will be used during regular performance and configuration polling.  

ǒ Collection Size  sets whether GE PulseNET will collect a limited or extended set 
of device configuration parameters during a configuration poll. 

ǒ Discovery Request Timeout  sets the time after which GE PulseNET will 
consider the device unresponsive during the discovery process. 

ǒ Enable Configuration Schedule  tells GE PulseNET whether or not to collect 
configuration information from the radios. 

 

Active Mode Properties  
 
These properties can be configured separately for Discovery polling vs. regular 
monitoring collections after the device has been authorized. 

ǒ Request Timeout  sets the time GE PulseNET waits for a response to an active 
DLINK request. 

ǒ Request Gap sets the length of time GE PulseNET waits between making active 
requests for data. 

ǒ Max Attempts  sets the maximum number of DLINK retries before timing out. 
ǒ Max Connection Attempts  sets the maximum number of connection attempts 

before timing out. 
ǒ Min Unit Address  sets the lowest diagnostic unit ID of a range of IDs to be 

queried. 
ǒ Max Unit Address sets the highest diagnostic unit ID of a range of IDs to be 

queried. 
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Sleep Mode Properties  

 
These properties can be configured separately for Discovery polling vs. regular 
monitoring collections after the device has been authorized. 

ǒ Request Timeout  sets the time GE PulseNET waits for a response on a DLINK 
request to a sleeping device. 

ǒ Wake Gap  sets the length of time GE PulseNET waits between sending wake 
up messages to a device in sleep mode. 

ǒ Wake Iteration  sets the number of wake up messages GE PulseNET can send 
to a DLINK device in sleep mode. 

ǒ Sleep Inhibit Interval  sets the maximum length of time GE PulseNET keeps a 
sleep-mode device awake to collect data. The system wakes the device again if 
the collection has not finished in this amount of time. 

ǒ RSSI Timeout  sets the amount of time GE PulseNET waits before requesting an 
RSSI register after the device has been awakened. 

 
Passive Mode Properties  

 
These properties can be configured separately for Discovery polling vs. regular 
monitoring collections after the device has been authorized. 

ǒ Request Timeout  sets the time GE PulseNET waits for a response to an passive 
DLINK request. 

ǒ Response Gap sets the minimum time between collecting one metric and 
querying for the next metric. 

ǒ Repeats sets the maximum number of DLINK retries. 
ǒ Repeat Interval  sets the time GE PulseNET must wait before requesting the 

next metric from the list of devices. 
ǒ Forgive Missed Polls  sets the number of times a device can fail to respond to 

consecutive requests before it is marked as unavailable. 
ǒ Poll Timeout  comes into play when GE PulseNET has not received a response 

from any of the devices on the Master. This usually indicates that the Master 
itself is unresponsive. 

ǒ Auto -Discovery Timeout  sets the amount of time GE PulseNET waits for device 
information during auto-discovery. 
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Adding DLINK Master Seeds  
 
A Master Seed can be set up for any DLINK master device, and is used to perform 
initial discovery, as well as subsequent discovery of associated remotes. IP and Port 
settings must be defined so that GE PulseNET knows how to send DLINK protocol 
queries to the diagnostic interface on the Master device. This process is similar to the 
IP Range discovery menu just below, but allows for the parameters of the discovery to 
be set ahead of time, so that it will not follow the DLINK global defaults. In addition, 
the Master Seed list can be exported/imported to another GE PulseNET instance, 
allowing easy rediscovery of the network if needed. 
 
Note:  The default Port and Unit ID for SD devices at 9999 is shown in examples, but 
the Port may vary, and unit ID range can cover up to 65000. 
 
In order to monitor DLINK devices via a master seed, Navigate to Administration > 
Monitoring Configuration > DLINK Configuration > Master Seeds . On the Master 
Seeds table, click Add  for manual configuration or click Import  to have GE PulseNET 
read a list of Master Seeds from a file.
 

 
 

Add a DLINK Master Seed  

ǒ Enter one or more IP addresses which have common settings. 
ǒ Enter the port on the terminal server which connects to the diagnostic interface 

on the Master. 
ǒ If passive discovery will be the default method, leave the Passive Discovery  
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checkbox selected. Clear the checkbox if Active discovery will be the default. 

Be aware that the choice between active and passive discovery can significantly affect 
the length of time that the discovery process takes and the impact that the discovery 
process has on the network. For more information about passive and active discovery, 
see Device Discovery . 

 

ǒ In the Collection Repeat Interval  field, enter the default value to be used for the 
Master devices using this/these IP addresses. See Configuring DLINK 
Properties  above. 

ǒ Check the Sleep Mode Network  box if the radio network is in sleep mode. Clear 
the checkbox if the radio network is not in sleep mode. 

ǒ Select the default type of DLINK connection (Raw TCP or Telnet format). 
ǒ Click Save. 

Each Master Seed row in the table can be copied, edited, or deleted individually. 

 

Copying a Master Seed Setting  
In the Master Seeds  table, click the Copy icon on the row which will be copied. 
Change any settings as required and click Save.
 

Editing a Master Seed Setting  
In the Master Seeds  table, click the Edit icon on the row which will be edited.  Change 
any settings as required and click Save. 
 

Deleting a Master Seed Setting  
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In the Master Seeds  table, click the Delete  icon on the row which will be removed.  
Click Yes to confirm deletion. 

Planning Data Collection on DLINK Networks  
There are a number of factors that should be considered when planning data collections 
for monitored DLINK networks. The physical arrangement of the devices in the 
environment and their relationships to each other must be understood. Identify the way 
in which the applications are operating and polling over the network in order to 
determine how GE PulseNET should collect diagnostic data. The following network 
types are defined below: Rarely Polled , Frequently Polled , and Sleep Mode  networks. 

Rarely Polled Networks  
 
Rarely polled networks typically have very little traffic most of the day with the 
exception of increased traffic at specific times. These networks are good candidates for 
active data collection. To collect actively, GE PulseNET requests data from each device 
directly and puts extra traffic on the network. Active data collection is fast and reliable , 
but it can impact other traffic that may be flowing through the device at the same time.  
 

Key Considerations: 

ǒ Schedule  ι Use careful scheduling to control collection times and avoid 
impacting critical network operations. Independently schedule performance and 
configuration data collection to occur either on a frequency (for example, every 
20 minutes), or on a predefined schedule. 

ǒ Request Timeout  ι The length of time that GE PulseNET waits for a response 
from the device. Remember to consider latency within the network because of 
the distances between devices, and also the number of gateways or repeaters 
that may be deployed. 

ǒ Request Gap  ι The length of time that GE PulseNET waits between data 
requests. A larger request gap means that it will take longer to retrieve all the 
data for the devices. However, a larger gap also reduces the intrusiveness of the 
data collection, relieving network performance. If data collection is being 
configured using the frequency technique, a larger request gap may be needed. 
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Frequently Polled Networks  
 
Frequently polled networks typically carry large amounts of SCADA traffic. Finding 
opportunities to schedule active collection may be difficult because active collection can 
be intrusive regardless of when it occurs. In frequently polled networks, passive data 
ŎƳƝƝŝŎǭƆƳƨϐƆǡϐǙŝŎƳƦƦŝƨŕŝŕΟϐĘƀŝƨϐǵǡƆƨŸϐǖįǡǡƆȍŝϐŕįǭįϐŎƳƝƝŝŎǭƆƳƨΠϐfMϐáǵƝǡŝ³Mùσǡϐŕįǭįϐ
requests are appended to existing application traffic. As a result, GE PulseNET only 
receives responses when there is traffic on the monitored network and each radio has an 
application response to send. 

Key Considerations: 

ǒ Data Freshness  ι GE PulseNET requests information from DLINK devices one item 
at a time. Responses are received only when application data is flowing on the 
network. If GE PulseNET needs to collect four data points at a time, and the 
application polls twice a day, it may take two days before a specific data value is 
refreshed. 

ǒ Timeouts  ι GE PulseNET uses a round-robin style of data collection. Timeouts 
should be configured to reasonably reflect the amount of delay expected between 
responses from different devices on the network. Timeouts that are too short results 
in incomplete data collection and the devices may be marked as unavailable. If using 
a layered gateway or repeater devices, multiple SCADA data collection cycles may 
be required before all the devices send back the requested performance data to GE 
PulseNET. With these configurations, the timeout value may need to be set as a 
multiple of the application polling frequency.  

ǒ Forgive Missed Polls  ι The value of this parameter determines how quickly a 
device is marked as unavailable. If a device misses the specified number of 
consecutive data collection requests, it is considered unavailable. 

 
Sleep Mode Networks  

 
Sleep mode networks typically have limited access to power. These networks are often 
configured to operate in a low-power mode most of the time and are awakened 
periodically for scheduled activities. These networks require special handling in GE 
PulseNET and should be monitored with care. Active data collection must be used for these 
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networks. 

Passive collection can be used if the sleep mode network is awake at regular intervals, for 
example if devices are scheduled to be awake for 10 seconds and then sleep for 20 
seconds. If using passive collection, the Passive Collection Repeat Interval  value should 
be low so that the request frequency is high and can catch the devices when they are 
awake.
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Key Considerations: 

ǒ Scheduling  ι Allow sufficient time between application polling and the 
schedule for GE PulseNET data collection. Also, consider how the power is 
consumed for monitoring the devices. Ensure that enough power is available for 
normal application polling.  

ǒ Sleep Inhibit Timeout  ι This parameter determines how long the devices stay 
awake when GE PulseNET attempts to collect monitoring data. If this parameter 
is too short, some devices will go back to sleep before they have an opportunity 
to respond; these devices may then report as unavailable. If the parameter value 
is too long, it may be consuming more power than necessary when monitoring 
data. 

 

MANAGING DEVICE FILTERS - Enterprise Only  
 

The Filters dashboard allows for management of device filter definitions, which form 
the basis for Device Groups in GE PulseNET. To manage device filter settings, navigate 
to Administration > Filters . From the Filters table view, copy, edit, or delete filters, or 
add new filter definitions.  

View Device List for a Filter  

Click the play  icon in the Actions  section of the row for the filter that will be 
examined. A popup list will show the devices captured by this filter. Click the 
Information  icon on any of the devices to view a detailed list of device properties 
that are available for filtering. Click the gray X to close the popup window.  

Copy an Existing Filter  

Click the Copy icon in the Actions section of the row for the filter that will be 
copied. For more information on working with filter definitions, see the Adding 
Device Filters  section below. 

View a Filter Definition  

Either hover over or click the Information  icon to the right of the filter Name on 
the row for the filter that will be examined.  

Edit a Custom Filter Definition  

If using a custom filter definition, edit its settings by clicking the Edit   icon on the 
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row for the filter that will be edited. Note:  Predefined filters delivered with GE 
PulseNET cannot be edited. 

Delete a Custom Filter Definition  

If using a custom filter definition, delete it by clicking the Delete  icon on the row 
for the filter that will be removed. Note:  Predefined filters delivered with GE 
PulseNET cannot be deleted. 
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Adding Device Filters  

Click the Add  button to add a new device filter. Enter a unique device filter name and a 
description of the devices that will be included by the filter. Next, define the device filter 
by adding one or more filter conditions. This feature provides a robust and powerful set 
of operators that can be used to create complex search parameters. Search parameters 
may be defined using several types of operators: And, Or, Not, Compare. 
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The Compare operator allows selection devices that have a specific parameter that 
matches a chosen value. For example, comparing to determine whether the IP address of 
įϐŕŝȍƆŎŝϐǡǭįǙǭǡϐȎƆǭƀϐπ͏͎Ο͎Ο͎ρΟ 

 

 

Comparison operators include the following:  

ǒ Equals: The search string in the third field must exactly match the value of the 
chosen parameter.  

ǒ Not Equals:  ùƀŝϐŎƳƦǖįǙƆǡƳƨϐȎƆƝƝϐǙŝǭǵǙƨϐįϐƦįǭŎƀϐƆŷϐǭƀŝϐǖįǙįƦŝǭŝǙσǡϐȍįƝǵŝϐŎƳƨǭįƆƨǡϐ
anything except the literal search string.  

ǒ Contains:  The comparison will return a match if the search string is contained 
įƨȔȎƀŝǙŝϐȎƆǭƀƆƨϐǭƀŝϐǖįǙįƦŝǭŝǙσǡϐȍįƝǵŝΟϐ 

ǒ Starts With:  ùƀŝϐŎƳƦǖįǙƆǡƳƨϐȎƆƝƝϐǙŝǭǵǙƨϐįϐƦįǭŎƀϐƆŷϐǭƀŝϐǖįǙįƦŝǭŝǙσǡϐȍįƝǵŝϐŌŝŸƆƨǡϐ
with the literal search string.  

ǒ Ends With:  ùƀŝϐŎƳƦǖįǙƆǡƳƨϐȎƆƝƝϐǙŝǭǵǙƨϐįϐƦįǭŎƀϐƆŷϐǭƀŝϐǖįǙįƦŝǭŝǙσǡϐȍįƝǵŝϐŝƨŕǡϐȎƆǭƀϐ
the literal search string.  

ǒ Matches:  Allows the use of regular expression wildcards to form the search string. 
Is In: ùƀŝϐŎƳƦǖįǙƆǡƳƨϐȎƆƝƝϐǙŝǭǵǙƨϐįϐƦįǭŎƀϐƆŷϐǭƀŝϐǖįǙįƦŝǭŝǙσǡϐȍįƝǵŝϐƦįǭŎƀŝǡϐįƨȔϐƳŷϐ
the items in a comma separated list of values.  

The AND operator allows inclusion of devices which have all of the specific parameters 
and matching values that are included in the filter.  
The OR operator allows inclusion of devices which have any of the specific parameters and 
matching values that are included in the filter. 
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The NOT operator allows exclusion of devices which have the specific parameters and 
matching values in the filter. 
At any time while defining the filter, click the Run Query  button to see the list of devices 
that match the settings. When satisfied that the filter definition is correct, click Run 
Query  to view the list of devices that match the filter. In the device table at the bottom 
of the display, refine the device list even further by deselecting any matching devices 
that will not be included. This gives the Administrator complete control of the fi nal 
device list that will become part of this filter.  

The final filter can be saved in two different ways. If the filter will contain all the devices 
that matched the search criteria, click Create From Query . If the filter will contain only 
the devices selected from the device list at the bottom of the display, click Create From 
Selected Devices . Either of these options will result in a new filter that is displayed in 
the Manage Filters table. 
 

Backup Management -  Enterprise Only  
GE MDS strongly recommends that configuration backup files be created for devices 
managed by the GE PulseNET software. In the event of a device failure, the backup 
files can be used to recover configuration settings. At this time, GE PulseNET only 
supports device configuration backups for GEMDS Orbit and GE Reason S20 devices.  
  
The Backup Management dashboard becomes available exclusively for Orbit devices 
once valid GEMDS PulseNET Enterprise licenses are applied to the system. 
Additionally, when managing GE Reason devices, a GE Reason license is required. This 
dashboard enables Administrators to initiate and schedule regular configuration 
backups for supported GEMDS Orbit and GE Reason S20 devices. 
 
To manage device backup settings, navigate to Administration > Backup 
Management . Click on Backup Schedules. From the Device Backup table view, copy, 
edit, or delete device backups, as well as schedule new backup configurations.  
 
If an error occurs during a scheduled device configuration backup, an alert will be sent. 
To manage the alerts, see the Working with Rules  section. 
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Add a Device Configuration Backup  

To schedule a new backup, click the Add  button from Administration > Back up 
Management > Device Backups 

 

1. In the Device Backup  dialog box that appears, enter a unique Device Backup 
name and description that will be included in the new configuration.   

2. Use the Backup Config  drop-down menu to select the model of device either 
Orbit or GE Reason. 

3. Next, use the device Selector to select a device group from the drop-down menu. 
Click the play icon to view a list of the devices that will be included in the device 
group. 

4. Select the frequency of the Device Backup configuration from the Schedule  
drop-down menu.  

5. In the File Server  drop-down menu, select where the device should send its 
backup configuration. NOTE: The current GE Reason MIB does not support the / 
character. 
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6. In the File name field, type the name of the file that will be used to save the 
configuration. 

7. The Device Credential s will vary depending on the  type of backup config. Orbit 
will  use SSH over NETCONF (830) and the GE Reason device will use the SNMP 
Credentials from the SNMP Properties.  

8. Click the Enable checkbox to run the configuration. 
9. Click Save to create the new Device Configuration Backup. 

 

Ḡ NOTE: The SFTP site where the Device Configuration Backups 
are stored may need to be manually cleaned up from time to 
time.  

 

Backup Configuration Read Scheduling  

The GE Reason S20 and the GEMDS Orbit both have a backup feature that 
provides the ability to capture the configuration and setting of the device for 
archiving. 

To utilize the configuration backup feature it is important to understand that it is 
designed to operate on a recurring schedule.  That is, the backup task will 
operate every 15 minutes or once a month θ but always in a recurring operation.  
A one time backup is not currently supported. 

Note: ìŎƀŝŕǵƝŝǡϐǭƀįǭϐƀįȍŝϐįϐǙŝŎǵǙǙŝƨŎŝϐǖįǭǭŝǙƨϐƳŷϐπ¾ƨŎŝρϐįǙŝϐƨƳǭϐǡǵǖǖƳǙǭŝŕϐŷƳǙϐ
device backups θ even though it is in the drop-down selection. 

When creating backup tasks, ǭƀŝϐƳǙŕŝǙϐǭƀŝȔϐįǖǖŝįǙϐƆƨϐǭƀŝϐπDŝȍƆŎŝϐ;įŎƙǵǖρϐǭįŌƝŝϐ
ƆƨŕƆŎįǭŝǡϐǭƀŝϐǖǙƆƳǙƆǭȔϐƳŷϐǭįǡƙǡϐȎƆǭƀϐǭįǡƙǡϐπįŌƳȍŝρϐǭƀŝϐƳǭƀŝǙǡϐŌŝƆƨŸϐįϐƀƆŸƀŝǙϐ
priority.  Devices should ONLY appear in one backup task. If a device is in a higher 
priority backup task is duplicated, then the lower priority task will not run θ even 
if there are other devices along with the duplicated device. 

 

MANAGING DEVICE GROUPS -  Enterprise Only  

The Device Groups dashboard allows for management of device group definitions, 
which are built using GE PulseNET filters. To manage device group settings, navigate 
to Administration > Device Groups . From the Device Groups table view, edit, or delete 
existing device groups, or add new device groups. 

GE PulseNET device groups consist not only of associated devices, but also of 
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įǡǡƳŎƆįǭŝŕϐǵǡŝǙǡϐįƨŕϐǭƆƦŝϐȎƆƨŕƳȎǡϐŕǵǙƆƨŸϐȎƀƆŎƀϐŎƀįƨŸŝǡϐǭƳϐǭƀŝϐŸǙƳǵǖσǡϐŕŝȍƆŎŝǡϐȎƆƝƝϐ
be allowed. Each of these components are described in the Adding Device Groups  
section below. 

View Device List for a Group  

Click the play icon in the Actions  section of the row for the group that will be 
examined. A popup list will show the devices included in this group. Click the 
Information  icon on any of the devices to view a detailed list of device 
properties that are available. Click the gray X to close the popup window.  

Edit Device Group Definition  

Click the Edit  icon on the row for the group that will be edited. See Adding 
Device Groups  for an explanation of the components that can be edited in a 
device group. 

Delete Device Group  

Click the Delete  icon on the row for the group that will be removed. Click Yes 
to confirm the deletion, or Cancel to cancel this action. 

 
Adding Device Groups  

Click the Add   button  to add a new device group. Enter a unique device group name 
and a description of the devices that will be included in the group. 

Next, select a device filter to be used to define the devices which are members of this 
group. If there is no appropriate filter in the dropdown list, click the Add  icon to add a 
new filter. See the Managing Device Filters  section for more information. Once a filter 
is selected, click the play icon to view a list of the devices that will be included in this 
device group.

Next select the Change Window , which is the period of time during which changes will 
be allowed on this group of devices. The global default change window setting can be 
used, or a custom time range can be defined. Finally, select the GE PulseNET users who 
are the owners for any change requests on this group of devices. Click Save to save the 
new device group. 
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Batch Device Management  

Device Maintenance Management 

This menu provides the option to enable or disable Maintenance Mode for multiple 

fgxkegu"cv"qpeg0"Ugngev"tgswktgf"fgxkegu."vjgp"enkem"vjg"ҵGpvgt"OckpvgpcpegҶ"qt"ҵGzkv"
OckpvgpcpegҶ"dwvvqp"cu"pggfgf0 

 

Device Staging & Production Management  

This menu provides the option to Move devices into Staging and/or Production mode as 

c"dwnm"cevkqp0"Ugngev"tgswktgf"fgxkegu."vjgp"enkem"vjg"ҵOqxg"Fgxkegu"vq"UvcikpiҶ"qt"ҵOqxg"
Fgxkegu"vq"RtqfwevkqpҶ"dwvvqp"cu"pggfgf0 

 

Device Decommission Management  

This menu provides the option to Decommission multiple devices simultaneously as a 

dcvej"cevkqp0"Ugngev"vjg"tgswktgf"fgxkegu"cpf"enkem"ҵFgeqookuukqpҶ"vq"tgoqxg"vjgo"htqo"
monitoring. 

Note: The devices will still be holding the original license they were discovered under and 
will appear under the Administration - Licensing - Manage License menu. Click into the 
monitoring license and the decommissioned devices will be listed here under the 
Decommissioned  column. From this menu it is also possible to Delete the device, which 

will free up the license. That specific device serial number will not be authorizable again 
in the future. 
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GPS Coordinate Import 

This option will update the GPS Coordinates of multiple devices. It requires the Serial 
Number, Latitude and Longitude placed in a .csv or .txt file, similar to the below example: 
 
2560646,51.499390,-0.127465 

3588862,34.101803,-118.341507 

2320301,43.397503,40.359585 

 

Once the formatting is correct, save the .csv or .txt file, and upload the file via the IMS UI 
with the Upload file button. 

 
Device Alias Import  

This option will update the Alias name of multiple devices as a batch action. It requires 

the ҵSerial Number, AliasҶ to be placed in a .csv or .txt file, like the below example: 

 

2560646, Site ABC 

3588862, Site DEF 

2320301, Site GHI 

 
Once the file has been uploaded, click Import to proceed with the action ҭ an Import 

Report will display the changed items, and the Message column will denote any 
unreachable devices that failed to update. 
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CHANGE MANAGEMENT - Enterprise Only  

GE PulseNET includes a change management feature which automates specified 
configuration changes on individual devices or on bulk groups of devices. The bulk change 
feature is useful in an environment where there are dozens, hundreds, or even thousands 
of remote radios which must be configured with specific settings. (Note: some devices may 

require a special license).  
 
GE MDS Orbit: (Cell Firmware Change, Certificate Firmware Change, Device Firmware 

Change, Password Change, Device Restart(s), SSH Configuration Change, Configuration 

Change) 
GE MDS  SD: (Device Firmware Change, Passphrase Change, Configuration Change) 
GE MDS  iNET: (Device Firmware Change, Configuration Change) 
GE MDS  Mercury:  (Device Firmware Change, Configuration Change) 
GE Reason S20/S24: (Device Firmware Change, Push Configuration Change, Configuration 

Change)* 
4RF AprisaSR+ (Firmware Change, Configuration Change) 
Freewave ZumLink: (Configuration Change) 
 
*Requires GE Reason License 

GE PulseNET allows an Administrator to specify the exact change to be made, the specific 
set of devices on which the change must be made, the time window during which the 
change will be allowed, and escalation for change approval to the users who are device 
owners. GE PulseNET uses the SNMP or NETCONF protocol to communicate securely with 
the remote radios. 
 
The processes described below work in conjunction to create the final change request, and 
some initial configuration is required. For example, to create a Cell Modem Firmware 
Upgrade request, the following steps are required: 

1. Upload the Cell Modem Firmware to an external SFTP server. 
2. Configure PulseNET to point to that SFTP server under System Configuration > 

File Servers.  
3. Create a Firmware Change Template  in PulseNET for the Orbit Device (It will ask if 

device or cellular firmware.) 
4. Then create the Change Request  as described below.  
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Configuring Change Management -  Enterprise Only  

After navigating to Administration > Change Management , the first task is to configure 
Change Management defaults. Select Change Management Configuration  and verify 
that all required fields (marked with a red asterisk) have been entered. 



 

GE PulseNET 6.0 

Administration Guide 
| 92 

 

 
 

The following settings are global default values, but they can be overridden within the 
definition of each individual change request if desired. 

ǒ Retries:  the number of times that GE PulseNET will retry a change if the first 
attempt is unsuccessful 

ǒ Retry Interval:  the amount of time GE PulseNET will wait between retry 
attempts  

ǒ Concurrent Sessions:  Change requests are multi-threaded so that several 
individual changes may be running simultaneously. This value sets the number 
of radio changes that GE PulseNET is allowed to attempt concurrently. 

ǒ Radio Uses HTTPS: check this checkbox to force GE PulseNET to use HTTPS 
ǖǙƳǭƳŎƳƝϐȎƀŝƨϐŕƆǡǖƝįȔƆƨŸϐįϐǙįŕƆƳσǡϐȎŝŌϐƆƨǭŝǙŷįŎŝ 

ǒ Radio UI Port: the port which GE PulseNET should use when attempting to 
ŎƳƨƨŝŎǭϐǭƳϐįϐǙįŕƆƳσǡϐȎŝŌϐƆƨǭŝǙŷįŎŝ 

ǒ Compliance:  check the Enable checkbox to force GE PulseNET to keep devices 
that are new to the system or devices that have been reset automatically 
updated with those change requests. NOTE: Only available for GE MDS Orbit 
devices.  

ǒ Default Change Window:  All Day allows GE PulseNET to attempt radio 
changes at any time, but a specific time window can also be defined during which 
changes are allowed 

ǒ Concurrent Reprogramming Sessions : the number of radio firmware update 
requests that GE PulseNET is allowed to attempt simultaneously 

ǒ Reprogram Timeout : the amount of time GE PulseNET waits before marking a 
reprogramming request to have failed 

ǒ Default Approver : Change request approvers can be identified by one or more 
specific user IDs, by User Role, or by User Group. The users selected here will 
be the default change request approvers. 

Click Save to save these parameters. 
 
Managing Firmware Servers -  Enterprise Only  
The GE PulseNET Firmware Management  feature allows for devices to be updated 
with new firmware images, as well as restarted using a specific firmware image. By 
doing this via Configuration Management, firmware upgrades and restarts can be 
scheduled to happen at a particular time for a set of devices. This would typically be 
scheduled to occur during a maintenance window and the status can be viewed when 
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the operation is complete. If there are failures towards particular devices, the operation 
can be rescheduled for those devices during the next maintenance window. 

 
Manage Firmware Servers  
The firmware images must be manually transferred to the SFTP or TFTP server. Select 
a Firmware Server which supports SFTP or TFTP and contains the firmware images.  
File Servers must be added via Administration > System Configuration > File Servers  

 

To add, enter a unique name to identify the firmware server, as well as a description of 
ǭƀŝϐǡŝǙȍƆŎŝǡϐǖǙƳȍƆŕŝŕΟϐùƀƆǡϐƆǡϐįϐŸƳƳŕϐǖƝįŎŝϐǭƳϐŕŝǡŎǙƆŌŝϐǭƀŝϐǡŝǙȍŝǙσǡϐƝƳŎįǭƆƳƨϐƳǙϐǭƀŝϐǙŝįǡƳƨϐ
why some devices may need to retrieve their firmware images from this file repository. 

Enter valid values for each of the following fields:  

ǒ Protocol: Currently the only supported file transfer protocols are Secure File 
Transfer Protocol (SFTP) and Trivial File Transfer Protocol (TFTP). 

ǒ IP Address:  The IP address used to connect to this file transfer server. 
ǒ Port: The port on which this server is listening for connection requests. 
ǒ Base Folder:  The full path within this service to where firmware image files are 
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stored. This folder is usually configured during SFTP/TFTP server installation. 
ǒ Timeout:  The length of time in milliseconds that a device should wait for 

responses from the SFTP/TFTP server before aborting the firmware file transfer. 
ǒ User: The username that is required for authenticating with the SFTP/TFTP 

server. 
ǒ Password:  The password for the above user. Enter this password in both fields 

for confirmation. 

 

 

 

 

 

Once the Firmware Server connection settings have been entered, test the connection 
by clicking the Test Connection  button. A new dialog box that contains the list of 
firmware images (SFTP only) will appear in the designated folder on this specific file 
server. If unsuccessful, an error message will indicate why the connection failed. Note: 

The SFTP/TFTP server must use the root path. Sub-folders cannot be used. 

 

 

 
Managing Change Templates -  Enterprise Only  

To manage Change Templates navigate to Administration > Change Management > 
Change Templates.  

Change Templates define actions which can be taken on groups of devices. Individual 
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Change Requests will be defined using Change Templates which are configured here.
 

 

The Actions column shows the actions that can be taken on a change template, 
including the ability to edit the description and to delete the change template. The 
Name column includes an Information  icon that will display a brief summary  of any 
change requests which are using the change template. The Change Type column shows 
the type of change that will be performed (Configuration, Password, or Firmware). The 
Device Type column lists the type of device that will be targeted by the change. 
Configuration change templates require the Administrator to record changes that will 
be made based on a standard device configuration, so the Recording Device IP Address 
and Firmware Version will list the device that was used as the basis for the recording. 
 

Add a Configuration Change Template  
 
To create a new configuration change template, click the Add Change Template  button 
and select Add Configuration Change  from the dropdown list.  

 

In the Add Configuration Change Template  dialog box that appears, navigate to the 
Device Type drop-down menu and select the type of device to include in the template. 
For iNet, Mercury, SD and Reason S20 devices, proceed to the instructions in the next 
paragraph. For Obit devices, continue with the instructions in the following paragraphs.  

For INet, Mercury, SD, and Reason S20 devices, enter a unique template Name and 
Description  of the changes that will be included in the template. It is usually best 
practice to include the reason for this change in the description field. Next select the 
device properties to set from the dropdown menu. For more detailed information about 
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the device properties, refer to the device user manual. Click the Add  icon to add 
additional properties. Click the Save button.  

 

For Orbit devices, enter a unique template Name and Description  of the template. It is 
usually best practice to include the reason for this change in the description field. Next 
select a device that will be used for recording the changes to be made on similar device 
models. Any device can be selected, but a device with a known good configuration 
should be used as the basis for changes to be made on other devices in the network. 

 

Under Device used for Recording Changes click the Device Selector  gear icon to view 
the devices that can be used for recording. 

After clicking the Initialize Template  button, GE PulseNET opens a communication 
ŎƀįƨƨŝƝϐǭƳϐǭƀŝϐǙŝŎƳǙŕƆƨŸϐŕŝȍƆŎŝϐįƨŕϐƦįƙŝǡϐįϐǡƨįǖǡƀƳǭϐƳŷϐǭƀįǭϐŕŝȍƆŎŝσǡϐŎƳƨŷƆŸǵǙįǭƆƳƨϐ
settings. The first gray arrow will then become, indicating that it is ready to proceed to 
the next button in the row.  
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Clicking Start Recording  will open the web interface and establish an interactive login 
session to the recording device. During the interactive session with the recording device, 
make any desired changes to the configuration and then commit or save those changes 
on the device itself. The second gray arrow in GE PulseNET will then become, indicating 
that it is ready to proceed to the final step. 

 

äŝǭǵǙƨϐǭƳϐfMϐáǵƝǡŝ³MùσǡϐǭŝƦǖƝįǭŝϐŎƳƨŷƆŸǵǙįǭƆƳƨϐŕƆǡǖƝįȔϐǭƳϐŎƝƆŎƙϐǭƀŝϐSave Template  
button. During this step GE PulseNET compares the initially recorded snapshot with the 
current state of the device after the desired changes were saved on the device. In the 
Configuration Changes window there will be a list of the required changes that will 
be included in the template. 

Click the Save button at the bottom of the screen in order to save the completed 
template. 
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Add a Firmware Change Template  
 

A firmware push is supported for iNET, Mercury, Orbit, SD Master Station dlink remote 
devices, 4RF Aprisa SR+, and GE Reason devices. After choosing to add a firmware 
change template, select a device type. Enter a unique template name and a description 
of the changes that will be included in the template. Next, select the firmware type 
Device, Cell HPUE, Cell 1 or Cell 2. Then select a File Transfer Protocol and a Firmware 
Server  from which the device will retrieve its image. If an appropriate firmware server 
is not shown in the dropdown list, click the Add  icon to add another firmware server. 
See the Manage Firmware Servers  section for more information. Note: this view and 
the File Transfer Protocols will change based on the Device Type. 

 

Once the firmware server is selected, click the Information  icon to see the connection 
settings for that server. Next, select or input the exact name of a Firmware File that will 
be uploaded to the devices. The dropdown list of firmware files only contains images 
that are currently available on a selected SFTP server. Click Save to  save the completed 
firmware change template. 

 
Add a Certificate Import Change Template  



 

GE PulseNET 6.0 

Administration Guide 
| 99 

 

 
 

 
An authenticity certificate and its fingerprint are used for verifying firmware updates to 
a device. GE PulseNET supports firmware certificates for Obit devices. After choosing 
to add a Certificate Import Change Template , select the device type and create a 
unique certificate name and identity. Next, select a Firmware Server from which the 
device will retrieve the certificate. If an appropriate firmware server is not shown in the 
dropdown list, click the Add  icon to add another firmware server. See the Manage 
Firmware Servers  section for more information. 

 
Once the firmware server is selected, click the Information  icon to see the connection 
settings for that server. Next, select or input the exact name of the Firmware Certificate 
that will be uploaded Click Save to save the completed Certificate Import Change 
Template.   
 

Add Passphrase Change  
 

Applies only to SD Access Points. This allows the DLINK passphrase and Data 
passphrase to be updated from the AP. The call will be sent to the AP, which in turn 
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tells the remotes to update their passphrases.  
 

Add SSH Command Change  
 

Users can use the π ŕŕϐììmϐ=ƳƦƦįƨŕϐ=ƀįƨŸŝρ to apply the following types of 
changes via SSH. 

¶ INET 
o Enable SNMP v2c 
o Change Password 

¶ Orbit  
o Change Admin, Tech, and Oper passwords  
o Generate One Time Password 
o Set current time and date 
o Enable SNMP v2c 
o Set Engine ID from MAC 
o Set Engine ID from MAC as Text 

¶ SD 
o Change Password To change password on SD devices - use telnet 

port 23. 
¶ Mercury 

o Change Guest Password 
o Change Admin Password  
o Enable SNMP v2c 

¶ 4RF Aprisa SR+ 
o Add New User  
o Set Admin Password  
o Set SNMP Read/Write Community  
o Delete User 

¶ Sierra Wireless  
o Change Password 

¶ Ubiquiti  
o Change Password 

¶ Cambium 
o Change Password 

¶ Freewave 
o Enable SNMP v2c 
o Change Password To change password on Freewave - under SSH 

Change Management use Port 80 
 
Add Push Configuration Change -  REASON Only  
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This feature will allow for selection of a ReasonS20 backup file from a TFTP/SFTP 
server - this template will then be used in a Push Configuration Change Request 
targeting specific ReasonS20 devices to which this backup configuration will be 
deployed. 
 
See section on File Servers for more information.  

 
 
Managing Change Requests -  Enterprise Only  

From the Change Management dashboard, select Change Requests . The Change 
Requests view allows creation of change requests as well as checking the status of 
existing requests. 
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ìŝȍŝǙįƝϐ ƙƆƨŕǡϐ Ƴŷϐ ƨŝǭȎƳǙƙϐ ŎƀįƨŸŝǡϐ įǙŝϐ ƆƨŎƳǙǖƳǙįǭŝŕϐ ƆƨǭƳϐ fMϐ áǵƝǡŝ³Mùσǡϐ =ƀįƨŸŝϐ
Management feature, including configuration changes, changing the password on 
device user accounts, upgrading device firmware, and rebooting devices in the field. 
Select the type of Change Request from the dropdown list. 
 
Adding a Configuration Change Request  

 
It is very important to give meaningful descriptive Names to all change requests. A 
separate Description  field is provided so that details for  this change can be captured. 
Do not overlook the importance of using these two fields to clearly identify exactly what 
is being changed and the reason for these changes on the selected devices. 
 
¶ First select the Configuration Change Template to use for this change request. If 

an appropriate configuration change template has already been defined, select 
it from the dropdown menu. If a predefined configuration change template does 
not yet exist for this change request, click the Add icon to add a new 
configuration change template. See the Managing Change Templates section for 
additional details.   

¶ Enter a Unique Name for the Configuration Change Request 
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¶ Enter a description of the request (optional) 

ǒ Select a Device Group  to which the changes will be applied. If device groups 
have already been defined, select the appropriate group from the dropdown 
menu. If a predefined device group is not yet available for this change request, 
click the Add   icon to add a new device group. Once the device group is selected, 
the change request form will show the number of devices in that group. Narrow 
the selection further by clicking the device icon to the right of the device count. 
Deselect any devices in the group that should not receive this change. 

 

ǒ Next Enter the credentials that will be used to make the change on the device.  

ǒ Select the Start and Stop  times, which set the boundaries for the time window 
within which this change is allowed to take place. A default Change Window is 
configured within each device group and will be populated after a device group 
has been selected. However, the change window can be adjusted as needed for 
this specific change request. 

ǒ Clicking the Calendar  icon allows configuration of the start or end time by 
selecting the day and time on the calendar widget. Clicking in the Timestamp  
field will allow direct editing to change the day and time text string. Clicking the 
Now button will automatically set the start time to the current system time.  

ǒ ϐŎƀįƨŸŝϐǙŝǘǵŝǡǭϐǭƀįǭϐƆǡϐŎǙŝįǭŝŕϐŌȔϐįϐǵǡŝǙϐȎƆǭƀϐπȎǙƆǭŝρϐįŎŎŝǡǡϐΰȍƆįϐ ŎŎŝǡǡϐ
Control) to the device group will be submitted without the need for approval. 
That change request will start running as soon as the start time has been 
reached, or immediately if the Now option was selected. If the change request 
was created by someone who is not the Writer or Default Approver for the group 
of devices the request will be submitted as  Awaiting Approval . 

ǒ If a change request does not complete successfully within the original time 
period, then it can be re-ŝȓŝŎǵǭŝŕΟϐ ϐǵǡŝǙϐȎƆǭƀϐπĘǙƆǭŝρϐįŎŎŝǡǡϐǭƳϐǭƀŝϐŕŝȍƆŎŝϐŸǙƳǵǖϐ
can schedule the change request to re-run at any time. However, the device 
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group owner can also specify a time period during which a non-group-writer (for 
example, an operator) can re-execute a change request. If the non-writer re-runs 
the failed request within this time period, then the change request does not need 
to be reapproved. 

ǒ If applicable, click the Force Compliance checkbox to force the compliance 
service to be enabled. Under compliance, there is no alert, and the service itself 
determines which requests need to be run, and runs them. If selected, the 
compliance service will run against all devices in the Change Request. It is also 
possible to run an individual device compliance check from the Summary Device 
Detail view rather than as a change request. 

ǒ Once the Configuration Change Template  is selected, the description and 
change details for the device configuration items that will be changed in this 
request will appear.
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ǒ Click the Save button to submit the new Change Request. 
ǒ Once the Configuration Change is running the progress will be tracked for each 

device. This can be found under the Menu item on the Change Request view. 
ìŝƝŝŎǭϐπDŝȍƆŎŝϐĀǖŕįǭŝϐìǭįǭǵǡρϐǭƀŝƨϐǭƳǭįƝΠϐĀǖŕįǭŝŕΠϐ¾Ǚϐ³ƳǭϐĀǖŕįǭŝŕΟ 

 

 
 

Adding a Firmware Change Request  
A firmware change request is supported for the following devices: iNET, Orbit (device and 
Cell), Mercury, and SDMS Remote Reprogramming. After entering the change request 
Name and Description, complete the following fields:  

ǒ Select a Device Group  to which this Firmware Change Request will apply.  
ǒ Select the Start  and Stop  times during which this change will be allowed. Set the 

Change Window, if required. 
ǒ Choose a Firmware Change Template  from the  dropdown  list. If a predefined 

template is not available for this change request, click the Add  icon to add a new 
password change template.  

ǒ Once the correct template is selected, the description and details that will be 
changed as part of this request will appear.
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ǒ Click the Save button to submit the new Change Request. 
ǒ Once the Firmware Change is running the progress will be tracked for each 

device. This can be found under the Menu item on the Change Request view. 
ìŝƝŝŎǭϐπDŝȍƆŎŝϐĀǖŕįǭŝϐìǭįǭǵǡρ then total, Updated, Or Not Updated. 

 

Adding a Restart Device Change Request  
 
A restart device change request is supported for the following: iNET, Orbit, and Mercury 
devices. Select the type of restart request from the Change Request dropdown list 
(Active, Inactive, Latest, specific Version). After entering the change request Name and 
Description, complete the following fields:  

ǒ Select a Device Group to which this Restart Change Request will apply. 
ǒ Select the Start  and Stop  times during which this change will be allowed. Set 

the Change Window if required.  
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ǒ Choose a Restart Device Template  from the dropdown list. The available 
templates will be limited to those available for the type of Restart Request  
selected on the Change Request menu.  

ƺ Restart to Active  will have the remote radios reboot to their currently 
active firmware image 
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ƺ Restart to Inactive  will have the remote radios reboot to their currently 
inactive firmware image 

ƺ Restart to Version  will allow the option to specify the firmware version 
number on which to reboot the remote radios, no matter whether it is 
currently active or inactive. 

ƺ Restart to Latest  will have the remote radios reboot to the highest 
firmware version that is available on the device 

ǒ Once the correct Restart Device Template  is selected, the description and 
details that will be sent to the remote radios as part of this request will appear.  

ǒ Click the Save button to submit the new Change Request.

 
Managing Change Requests  

 
Once a Change Request has been saved, its status will be displayed in the Change 
Requests Table . Valid change request options include Awaiting Approval, Queued to 
Run, Running, Awaiting Review, Completed, or Ran within the last day/week/month. 
 

 

In addition to the Add Change Request  button discussed above, change requests can 
be Approved, Marked as Complete, Deleted, or Canceled. A change request that has 
run and been marked as complete is eligible for deletion from GE PulseNET. A change 
request that has a status of Queued, Running, awaiting approval is eligible to be 
Canceled. 

 

Clicking the Information  icon will display a brief summary of the change request.
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If an Edit  icon appears in the column next to the Information  icon, it is possible to edit 
several of the Change Request fields. Editable fields include the Description and the 
Change Window  for non-owners of the device group. 

The Last Runtime  columns show any previous times when the change request was run. 
The Next Runtime  columns show any future times when the change request will run, and 
clicking the Clock  icon allows the next runtime to be customized, if allowed.  

The Number of Devices  columns show the total number of devices that the change 
request will apply to, and if the change request has run it will also show the number of 
devices which updated successfully compared to those on which the request failed. 

Users can click on the Menu icon from there select πDevice Update Statusρ to see more 
details of the request. This will also display if there are any errors. 
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After a change request has entered the status of Completed or Awaiting Review. User 
can create another change request based on the device updated and not updated. This 
allows users to run a change request based on the results of a previous change request. 

 

If a change request has a status of Awaiting Approval, the set of device owners are 
notified via email that a change request is awaiting their approval. When one of the 
device owners navigates to Manage Change Requests he or she will see that the 
Approve  button is active. Edits can be made to the change request before approving 
the change for execution. If the change window is set to start immediately, note that 
the change request will immediately begin to run as soon as it is approved. 

NOTE: It is possible that not all of the radios selected for a change request will 
support the same features as other radios in the group. If a change request 
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action is not possible on a particular radio because it does not support the 
feature being changed, then that radio will be listed as having failed to receive 
the change. This would be normal and expected, since that specific radio does 
not support the feature being changed. 

 
 

Editing SD Devices from the Device Details Page  
 

Make Changes to Individual SD Device  
ǒ Navigate to the Summary  page and click on the device.  
ǒ In the Device Details  dialog box that appears, all fields with the Edit  icon located 

to the right in the field can be edited. 
ǒ Click the Edit  icon to make change.

 

NOTE: If more than one value on an SD Device must be changed, it is 
recommended that the traditional Change Management menu is used 
to run the request rather than the Device Detail view (see Change 
Management  for more details). If running more than one change on a 
device or a set of devices using a Change Request, be sure to verify 
that all of the values have been updated.  
 
If a config change is made from the Device Detail view by updating a 
value, make sure that the configuration poll timestamp updates along 
with the value before entering another configuration change. 

 

 

Trigger Force Compliance - Enterprise Only  

To trigger force compliance per device go to the device from the total summary view 
and click on the Gear icon and select πùǙƆŸŸŝǙϐeƳǙŎŝϐ=ƳƦǖƝƆįƨŎŝΟρ This will cause 
PulseNET to look through the change requests that have Force Compliance enabled 
and then it will apply those change requests in the sequence in which they were created 
if the device is accessible. 
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ACCESS CONTROL -  Enterprise Only  
The Access Control feature allows administrators to grant unprivileged users the ability 
to view dashboards which would normally only be accessible to administrators. This 
provides a way for GE PulseNET administrators to delegate some of their routine tasks 
to power users that they have identified. These extra privileges can be granted by 
specific User Name, by User Group, or by User Role. 
 
View Access Control Properties  

 Navigate to Administration > Access Control . 

 

Delete Access Control Records  

ǒ Select the checkbox on one or more rows which are to be deleted 
ǒ Click the Delete  button and then confirm deletion of the selected rows  

ǒ Individual rows can also be deleted by clicking the Delete  icon in the Actions 
section 

Edit Access Control Records  

Click the Edit  icon on the row that will be edited.  Any property except the 
unique Access Control Name can be edited. 

Add Access Control Records  

Click the Add  button and enter the information for the new Access Control
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Adding an Access Control Record
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To add a new record, click the Add  button at the top left of the Access Control table.  

Enter a unique Name for this Access Control record, and provide a detailed Description . 

There are two options under Rule Type  - Device and View . 

 
 

Rule Type: Device  is used to provide access to specific Devices, or Device Groups 

Access Type contains the options Allowed or Denied. Allowed  will provide device 
access for the selected users, while Denied  will prevent the selected users from 
viewing or managing the device/group. This provides the flexibility to add features for 
users who need them or remove features for users who should not be allowed to access 
them. 
 
Actions  contains the option for Read or Write access. (Write access automatically 
includes Read.) Read access allows the user to view the device but does not allow any 
changes to be made. Write  access allows the user to view and make changes to the 
device. Note:  Write access to the device/group is required for a user to be able to 
approve and run a device Change Request. 
 

Once the above has been set, select at least one option from the Device Filters or Device 
Groups. 
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Then in the User Selector, check at least one option from the Users, Roles, and groups.  

  

In this example, any users with the User Role of Operator will be given access to the 
Orbit Device Group. 
 

When configured correctly, hit Save to enact the new Access Control policy.  

Rule Type: View  is used to provide access to specific dashboards or control features. 
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Access Type contains the options Allowed or Denied. Allowed  will provide view 
access for the selected users, while Denied  will prevent the selected users from 
accessing the selected menu/feature. This provides the flexibility to add features for 
users who need them, or remove features for users who should not be allowed to 
access them. Note: administrators cannot be denied access to views. 

The View Selection  menu contains all features that can be allowed or denied for users. 
Select one or more Views from the left menu, and use the arrows to move desired 
features over to the right menu, Selected Views. Any feature in the Selected Views 
menu will be Allowed/Den ied. 

On the User menu below, select at least one option from the Users, User Roles, or User 
Groups section to which the Selected Views will be applied. 
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When finished, click Save to save the changes and view the new control in the Access 
Control  table. Since each record can only grant access to one view at a time for one set 
of selected user(s), several different Access Control records may be required for each 
dashboard or user group. 

DEVICE DISCOVERY 

For Standard  installations, the Device Discovery Menu is located at Administration > 
Device Discovery . For Enterprise  installations, click the Gear icon at the upper right 
corner of the Summary  dashboard to select the discovery features from the dropdown 
list. 
 
Before GE PulseNET can monitor the network devices it must first discover them and 
provide the option to authorize them for management. Enterprise Device Discovery is a 
task that could be delegated to non-Administrator users, thus the options for 
discovering devices appear on the Summary dashboard rather than the Administration 
dashboard.  
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Discovering SNMP Devices  

Discover SNMP Devices  

1. Click the Discover SNMP Devices  button. 
2. On the SNMP Discovery Request  display, specify the SNMP community strings 

and/or credentials to be used to discover devices. At least one READ credential 
or community string must be selected. If discovering EntraNet devices, at least 
one WRITE credential must be selected. 
ƺ The more credentials specified, the longer the discovery typically runs. If 

the SNMP community strings or credentials needed are not found in the 
list, click the SNMP Properties link at the upper right corner of the display 
to add them. See Managing SNMP Credentials  for more information. 

ƺ Although GE PulseNET allows more than one Community String to be 
selected, it is best practice to run discovery with just one SNMP read-only 
selected at a time. This prevents the discovery action from being flagged 
by an internal IT system as a security risk (i.e. port scan). 

ƺ NOTE: Community strings are disabled if neither SNMP v1 nor SNMP v2c 
are selected for use in the SNMP Properties section. Credentials are 
disabled if SNMP v3 is not selected for use in the advanced SNMP 
settings. For detailed information, see Defining SNMP Properties.  

3. Specify the IP addresses to be included in the left panel. 
ƺ To specify a single IP address to be included in the discovery, click Add . 

Enter the IP address and click Save. The IP address is added to the 
discovery list. 

ƺ To specify an IP range to be included in the discovery, enter the IP address 
range and click Save. For example, an IP address range can be created 
using the dash (10.10.120.1-100) or by using the wildcard (10.10.120.*)

4. Specify any IP addresses to be excluded using the right panel. 
5. Repeat, adding as many IP addresses and ranges as necessary, and then click 

Start . 
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The discovery request will be processed and a list of eligible devices will be displayed 
in the left panel of the as described below. 
 
Auto -Discover of SNMP Devices  
Auto-Discovery is now available for Orbit LN and NX radios . First discover the AP 
from the Discovering SNMP Devices. For devices to be Auto-Discovered a 
configuration poll must run on the AP. Once the device shows in the Auto-Discovery 
view it can be authorized.  

 

Note: Other SNMP devices are not supported, only Dlink and Orbit LN/NX. If SNMP device 
needs to be removed from this view click on the delete button for the selected device(s). 
SNMP devices will continue to be auto-discovered once a configuration poll is triggered. If 
a Dlink device is deleted from Auto-Discovery view, the stingdlink service must be restarted. 
Then the device will be available for Auto -Discovery again. 
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Discovered Devices  

 
Discovered devices that can be authorized appear in the list in the left pane of the SNMP 
Device Selection view (see Authorizing Devices ). Discovered devices that are ineligible 
appear in the Ineligible Devices pane at the right (see Ineligible  Devices). 

During discovery, in the Discovery Notice Message  pane, it will list any 
decommissioned devices that may need to be reauthorized, as well as notifications 
about any monitored devices that have significant configuration changes. 

If there are decommissioned devices that must be reauthorized, the option to do so will 
be listed here. Also, if discovery becomes aware that the configuration for a device has 
changed, an option to acquire the new configuration information will appear. 

 
Ineligible Devices  
SNMP devices may be deemed ineligible either because the device is a model that GE 
PulseNET does not monitor or because GE PulseNET successfully made contact with 
the device but could not connect to it with the provided SNMP credentials. 
 
Discovering ICMP Devices (With PulseNET Device Monitor)  

If a license for the PulseNET Device Monitor has been deployed, the option for ICMP 
Discovery will appear in the Summary > Gear Icon dropdown menu. 

 
On the ICMP Discovery Request menu, specify the IP or IP range of the device(s) to be 
discovered in the left panel. Define IP addresses or ranges to be excluded from the 



 

GE PulseNET 6.0 

Administration Guide 
| 122 

 

 
 

discovery in the right panel. Click Start to begin the discovery attempt. The discovery 
request is processed and a list of eligible devices will be displayed in the left panel. 
NOTE: At least one PulseNET Enterprise license is required to activate. ICMP Ping 
mode monitors availability  and response time. ICMP Properties can be modified by 
clicking on the gear icon in the top right of the ICMP Discovery Request menu or by 
navigating to Administration > Monitoring Configuration > ICMP Configuration. 
 

Discovering DLINK Devices  

There are two on-demand methods for finding DLINK devices: Active Discovery  and 
Passive Discovery . The difference in these methods is the way the data is retrieved, 
which is explained in more detail below. The discovery method can be defined 
separately for each master device or globally for all master devices. Review the 
methods to decide which method is most appropriate for discovering unauthorized 
devices on the network. 
 
Active Discovery  
During active discovery the master device will immediately return information from the 
remote devices in the network. This discovery method has the potential to be intrusive 
on certain networks because of the additional traffic it creates. 

If using devices that are kept in sleep mode, use active discovery to ensure that the 
devices require the least amount of wake time. When a device is discovered, it wakes 
up, sends information, and then quickly returns to sleep mode. 
 

Passive Discovery  
Passive discovery sends a broadcast message to all remote devices asking them to 
return data the next time they have a response to send back to a SCADA application 
poll. Appending the request only to existing traffic. This means that discovery may take 
longer, but data retrieval is less intrusive to the network. 
 
NOTE: After a master is authorized and configured for passive collection, continuous 
auto-discovery is available for all remote devices connected to that master. For more 
information, see Continuous Passive Auto -Discovery . 

 
Defining Discovery Method for a Master  

To change the global default discovery method, update the DLINK properties. For more 
information, see Defining DLINK Properties . To define the discovery method for an 
individual master, check or uncheck the Passive Discovery checkbox when adding the 
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Master Seed for the master radio. For more information, see Adding DLINK Master 
Seeds. The discovery method can also be changed in the discovery wizard. 

 
Running DLINK Discovery  

When the DLINK discovery process starts, GE PulseNET suspends its own scheduled 
collections for previously authorized DLINK devices. The collections resume 
automatically when DLINK discovery completes. 

To review the radio settings that must be in place before DLINK can be used, see GE 
MDS publication 05-3467A01 Network -wide Diagnostics Handbook.  DLINK must be 
enabled on the radio, and the DTYPE must be ROOT for the master or NODE for the 
downstream devices. 

 
Discover DLINK Devices 

1. Click the Discover DLINK Devices button and select Master devices for 
discovery using either a Master Seed definition or by specifying the IP address of 
an SD Master radio. 

NOTE: If the required DLINK Master Seed(s) are not available, click the DLINK 
Properties link at the upper right of the Discovery display to add, copy, or edit a 
new seed definition. For more information, see Managing DLINK Settings . 

DLINK Master Seed : Check one or more of the checkboxes for the DLINK master 
seeds that will be used to discover devices. The more master seeds specified, 
the longer the discovery process is likely to take. A timeout value for both active 
and passive modes can be set and modified, which will determine how long the 
discovery is allowed to run. 

SD Radio via IP: Click the Add  button to enter one or more IP addresses for 
discovery. GE PulseNET will use default values for the additional discovery 
parameters that are required, which include active polling to port 9999 on the 
SD radio at that IP address. The required port may vary. CIDR protocol is now 
supported for IP management. 

2. Repeat, adding as many IP addresses and ranges as needed. It is also possible 
to specify IP addresses or ranges to be excluded from discovery. 

3. If using Active Discovery, indicate the specific Unit IDs or a range of target Unit 
IDs for the set of radios being discovered. Valid Unit IDs can be in the range of 1 
to 65000. If specifying multiple Unit IDs, please separate each Unit ID or ID range 
with  a comma. 

4. Click Start  to begin the discovery process.
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The discovery request will be processed, and a list of eligible devices will be 
displayed in the left panel. 
 

Discovered Devices  
 
Discovered devices that can be authorized appear in the list in the left pane. For 
instructions on how to authorize devices. 

During discovery the Discovery Progress pane at the top right will list any 
decommissioned devices that may need to be reauthorized, as well as any monitored 
devices that have significant configuration changes.  
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If there are decommissioned devices that need to be reauthorized, the option to do so 
will appear here. Also, if discovery becomes aware that the configuration for a device 
has changed, the option will appear to acquire the new configuration information. 
 

Import IP or IP Range  

A specific list of IPs, or an IP range can be imported directly into the ҵKpenwfg"KRҶ"menu 
of any ICMP, DLink, or SNMP Discovery Request. 

 
Click the Import button on the IP menu of any discovery request, then select and 
upload the comma-separated list of IP addresses that will be imported. 
 
Click Import and the list of IPs will be added to the ҵKpenwfg"KRҶ"ogpw where they can be 
used for discovery requests. 

 
Discovering DLINK Redundant Clusters -  Enterprise Only  

During the normal DLINK discovery and authorization process GE PulseNET may 
identify devices that it is already managing in its database. If this occurs, an Authorize 
DLINK Devices dialog box with a warning will appear. GE PulseNET will give the option 
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of authorizing the devices as members of a redundant cluster. Click Authorize to 
continue. 

 

NOTE: Only Cold and Warm Redundant Clusters can be created during discovery. See 
Working with Redundant Clusters for more details.  

In order to create a redundant cluster during discovery in GE PulseNET, follow these 
steps: 

1. Verify that the currently active master device and its downstream remotes have 
been discovered and authorized in GE PulseNET. Wait until GE PulseNET 
completes the initial configuration collection and the Device Model field is filled 
in. 

2. Physically access the redundant equipment and perform a failover to the 
secondary master. 

3. Return to GE PulseNET and perform a re-discovery using the same IP/port 
numbers as the primary master device. 

4. Select the newly discovered secondary device by clicking the checkbox and 
click the Authorize  button.  
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5. In the Create Redundant Cluster window (pictured to the right), type a name into 
the Cluster Name  field.  

6. Click the Save button. Click Cancel to leave devices unclustered. See Working 
with Redundant Clusters  for more information. The data collection settings for 
both members of the cluster are automatically set to those of the first master 
discovered. 

Continuous Passive Auto -Discovery  

Continuous discovery occurs during passive data collection on DLINK master radios that 
are authorized and configured for this discovery method. To configure passive auto-
discovery, see Configuring Data Collection on DLINK Master Devices . 

When data is collected passively, new remote devices that have not yet been 
discovered will be noticed by GE PulseNET as normal data traffic passes across the 
network. If continuous passive discovery is enabled, information about new remote 
devices will be listed. Administrators can view and authorize the newly discovered 
remote devices by clicking Auto-discovery. Eligible devices will be displayed in the left 
panel, where they can be selected and authorized for monitoring. 
 
  










































