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1 SecurityOverview

GE iFIXis a Windowshased HMI/SCADA component of the GE Digital family of software
automation products. Based on open, compondased technology, iFIX is designed to

allow easy integration and interoperability between the plant floor and business systems. It
includes functional and architectural features that reduce the design time for automation
projects, allow simple system upgrades and maintenance, provide seaimiegsation
withthird-party applications, andhcrease productivity.

The SCADA portion of iFIX provides monitoring, supervisory control, alarming, and control
functions.

The HMI portion of iFIX is the window into your process. It provides all theytoolseed
todevelop pictures that operators can use to monitor and perform supervisory control of
the process.

ThisSecure Deployment Guidescribes the optimal security architecture and configuration
for the iFIX nodes, and communication between thX ifbdes, and the integration with

other GE Digital solutions. Some security guidance is applicable to all iFIX installations and
other security recommendations should be evaluated based on the size, complexity, and
criticality ofthe process beingnonitoredandcontrolled.

Throughout thisSecure Deployment Gulle NBI RSN&E gAff Sy O2dzy i SNJ a2
sections and the majority direct users to the Getting Started Guide that is part of the

product documentation and supplied on the shipping naeds a CHM fildf the
informationreferencedresidesoutsidethe productinformation, clarificationis providedin
thoseinstances.

1.1 Sensitive Data

iFIX involves the management of sensitive data at many levels. A comprehensive training
plan for all userdgncluding employees and subcontractors, addresses the protection of
sensitive data. It is recommended that you track participants of such a training program for
audit purposes.

NOTE: This document is not a replacement for GE installation and other rafer@locuments,

which include moredetailed information about security features that areutlined in this

R20dzySyidao t2AyiGSNE (2 FRRAGAZY I RoYiylZBdza 2RBEG dzYiS s
included inthis document.

1.2 SecurityProtections

Cybersecurity requires a robust and ongoing process to ensure steps are continually being
taken to protect asgs. It is recommended that ongoing assessments, testing and other
security measures be built into the industrial control system (ICS) deployment and cyber
maintenance plan. Examples may include vulnerability scanning, penetration testing,
robustnesdesting, andwhite/gray/blackbox testing.

|
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iFIX undergoes a rigorous process itself but because iFIX supports multiple use cases, users
must evaluate and incorporate cybersecurity protections for each application on égase
case basis.

2 Sample Reference Ardieictures

The iFIX system supports a wide variety of industry sectors, types of industrial control
systems (ICS), and organizational models. The appropriate architecture for an installation
varies based on these and other factors. This section provideslsasfprence

architectures along with an explanation of the security benefits and applicability of the
architecture choices.

Use these sample architectures as guidance to design an appropriate architecturédsr an
The appropriate architecture may bevariant of these samples based on&aMNB | YA T I G A2y Q
operationalneeds andiskmanagement decisions.

The sample architectures use the concept of security zones and conduits that are used in
IE®2443standardsand most otherlCSsecuritystandardand guidancedocuments. The

Control System Zone provides the highest level of trust. Each zone extending from this zone
is a lower level of trust with the Corporate Zone being the least trusted one. In descending
order, the network segment with the highest khof trust to the lowest level of trust is as
follows:

A ControlSystemZone

A ControlSystemDMZ

A SupportDMZ

A CorporateZone
A good security practice is to limit the conduits, or communication, between security zones.
These conduits should l®verned by a least privilege or whitelist approach where only
required and approved communication is allowed through the conduit. The more trusted
zone should originate communication to lower trust zone wherever possible. For example,

aprocess in the Cdrol System Zone can pull patch and avitus updates from the Support
DMZ,as showrnin Figure2.
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2.1 SingleComputer,StandAlone Nodein the Control SystemZone

A single computer caperform the SCADA input/output (I/O) functions to communicate

with the PLCs, the engineering workstation functions that design and automate the process,
and an HMI used by an Operator to monitor and control the process (see Figure 1). This is
referred to @& a Stanéhlone node (all iFIX computers are referred to as nodes). This
architecture isonly recommendedor small,non-critical installations.

; I “‘1 ' Control System Zone

o

PLC
iFIX Stand
Alone Node

Figurel iFIX Stand\loneNodeArchitecture

Place this Standlone node in a Control System Zone thasddated from the Corporate
Zone, internet, and all ledsusted zones by a firewall, ongay data diode, or air gap (no
communicationpath available betweenthe Control System Zone awnther zones).

2.2 Distributed Proces<Controlwith SupportDMZ

AniFIXnode can monitorand control the procesddirectly through communicationwith

PLCs, anid canestablisha remoteconnectionwith other iFIXnodesthat performthe

SCADA 1/0 function with other PLCs. This reference architecture is commonly used in cases
wherethe controlis physicallycloseto the processandthe Operatormaywant to view

other partsof the Plant. Itisalso used whergéhere is supervisory control fromiFIXnodesin

a Control Room, but the direct operation occurs at an iFIX node thaysqally close to
theprocessAll iFIXhodes ardocatedon the Control SystenZone.
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Update
SIEM Server

LA

— V

Corporate Zone

PLC

Update iFIX Node
Log Server Server %

w w | ”J— Control System Zone
‘ A

| |
D
! |
Support DMZ '._.aﬁm
LS |
PLC

iFIX Node

-

Figure2 DistributedProcessControlwith a SupportDMZ

A semitrusted Support Déilitarized Zone (DMZ) is introduced in thishitecture for
cyber maintenance of the increased number of computers and network infrastructure, such

as bringing security patches, aftrus signatures, and other software updates into the
ControlSystemZone.

Bestsecuritypracticesfor SupportDMZinclude:

A Implementaleastprivilegemethodologyin the firewall rulesetby limiting eachrule
to the minimum set of source IP addresses, destination IP addresses, and
destinationTCP/UDPortsrequiredfor operations.

A Select support methods @rotocols that use TCP, rather than UDP, and a small
number of ports when possible. UDP is more easily spoofed because there is no

initial handshake. The ideal protocol uses a single TCP port to provide the support or
update service.

A Initiate the TCRRommunication from the more trusted zone. In other words, the
computer in the more trusted zone pulls the updates from the less trusted zone. In
Figure 2, the Update Server in the Support DMZ initiates a TCP session with a
computer in the Corporate Zone pull updates. Similarly, the iFIX nodes in the
Control System Zone initiate TCP sessions with the Update Server in the Support
DMZto retrieve the updates.

The second purpose of Support DMZ is to support network and security monitoring in the
Control Sym Zone. Many organizations have developed a monitoring and incident
response capability and team that resides in the Corporate Zone. This capability and team
maybe leveragedo monitor the ICSout it isneededto sendlogfilesto the CorporateZone.

|
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Figure 2 shows a Log Server with the role to receive log files from the Control System Zone
and forward them to the Corporate Zone. These log files could be syslog files from switches,
routers, firewalls or servers, alerts from awtrus or intrusion detection systems (IDS),
alertdfrom PLCssensorsand anythingelsethat cansenda message iithe network.

The best security practice for this communication is similar to the practices previously
listed.Initiate the TCP session on there trusted zone and use a minimum number of

ports (preferably one). The difference is that the logs and alerts are pushed out from the
ControlSystem Zone to Support DMZ and then to the Corporate Zone rather than pulled as
they ardn the UpdateServerexample.

2.3 CentralizedProces<Controlwith Historianin Control SystemDMZ

Another approach to using iFIX is to have a small number of iFIX nodes perform all SCADA
I/0 with the PLCs and other Level 1 devices. A larger number of iFIX nodes used by
Operatorsand View Only usersould be clientsfor this centralizedprocesscontrol.

This architecture can provide benefits in both performance and security. Performance can
be improved by deploying higher performance computers with redundancy for the
centralized SCADA 1/0 nodes. Security can be improved by limiting communication to the
PLCs to the centralized SCADA I/0 nodes, physically securing the centralized SCADA 1/O
nodes, limiting users who are allowed to login directly to a centralized SCADAd¢Qaml

using the iFIX security features to restrict Operator and View Only user actions on the client
iFIXnodes.

Additionalareasfor centralizinghe iFIXsystemshouldbe consideredn this reference
architecture including:

f Centralizingiserauthenticationwith a A O N2 Ac@véDirezthry
1 CentralizingFIX securitfileson aFileServer
1 Centralizingbackup

1 Centralizinganti-virusmanagement anether securityandnetwork tools
Centralization of these tasks should be considered wheeiices the lifecycle workload,
reduces the opportunity for mistakes with a security impact, or improves the security of the
system.
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This third reference architecture adds the sharing of control system data with networks and
systems outsid¢he Control System Zone. Sharing historical control system data with
systems in the Corporate Zone is the most common case. However, data may be shared
witha cloud for big data analysis, mobile devices for alarm monitoring or key performance
indicators, eternal organizations for maintenance and efficiency purposes, as well as a
variety of other cases. The general industry trend is to share more control system data with
outsidesystemsandfind ways toextractinformationandvaluefrom this data.

Figure3 shows the addition of a Control System DMZ to the Figure 2 architecture. Many
organizationcombinethe ControlSystenDMZand SupportDMZinto a singleDMZbut by
separatinghem, you cangainthesesecurityadvantages:

A The community of systems amers that requires access to these DMZs can vary
greatly. Often, the number of users in the Corporate Zone that require access to the
Control System DMZ can be large. Some organizations let all users access historical
ICS data on the Control System DMz §omputers in the Support DMZ typically
communicate with a very small number of servers in the Corporate Zone. Separating
the two DMZs eliminates the risk of attackers with access to the Control System
DMZbeingableto access th&upportDMZ.

A The SuppdrDMZ may require more TCP ports with more administrative purposes
allowed through the firewall. This is a different attack surface than is commonly
required in the Control System DMZ. By separating the two DMZs, the attack surface
of eachDMZ igeduced.

A ltis easier to physically disconnect each DMZ to address an immediate threat
without removingservicefrom devicesor serviceot atrisk to the threat.
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User with ICS Update
Data Access SIEM Server

Corporate Zone

Update
Server

®

Log Server

Standby
SCADA /O Historian

iFIX Node
P
-

SCADAI/IO
iFIX Node

PLC
=
LR

aj
| I |
—
Historian * *
| W | Operator View Only Active
0
W,

iFIX Node iFIX Node Directory

Control System
DMZ

Support DMZ

Control System Zone

Figure3 CentralizedProcesontroland the Addition of a ControlSystenDMZ

The cost of an additional DMZ is minimal (an additional network switch) given that most
firewalls have four or more network ports. However, the implementation of a good security
practice firewall ruleset has a much greater impact on risk reduchian teploying a

separate Control System DMZ for pushing control system data to the Corporate Zone. A
single DMZ combining computers in the Control System DMZ and Support DMZ meets the
security recommendations in most ICS security standardgjaitttline documents and is

the mostcommonDMZarchitecturein ICS.

The Control System DMZ shows the GE Digital Historian sharing iFIX data with the
CorporateZone and other external zones. A GE Digital Historian may exist in the Control
System Zoné&o provide historical data to operators and engineers working on an ICS. An
additional GBigital Historian can be deployed in the Control System DMZ to provide
historical data tausersand systemsn the CorporateZoneandother external networks.

The histeical data is pushed from one or more iFIX nodes in the Control System Zone to GE
DigitalHistorianin the ControlSystemDMZ.Thisfirewall rule supportsthis communication:

SourcelP Destination|P DestinationPort

iFIXnode(s) GEDigitalHistorianin DMZ TCP/14000

11
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The historical information could be pushed from GE Digital Historian in the Control System
DMZ to a server in the Corporate Zone, such as another GE Digital Historian, SQL Database
Server, or any server thaupports a communication protocol available in GE Digital

Historian. The more common, but less secure case, is for users and servers in the Corporate
Zone to access GE Digital Historian in the Control System DMZ. In either case, a single
destination port,TCP/14000, must be allowed through the firewall between GE Digital
Historianandthe other permittedcommunicatingcomputers.

2.4RemoteAccesdo iFIXScreendJsingWebspace

The reference architecture in Section 2.3 provides ICS historical data tcamskers
applications outside the Control System Zone. The risk of this data sharing approach is
minimized by the architecture and the fact that a user or application in a less trusted zone
doesnot haveaccess to ai-IX nodeghat could perform control functions.

iFIX is part of a versatile product line that offers additional methods to view ICS information
and perform remote control, as explained in this section arEmergency Remote Access
for Catrol and AdministrationThese methods introduce additional risk that is partially
mitigated by additional security controls, and these risks and mitigations should be
consideredn the DesignPhaseof aniFIXproject.

Some organizations want the ability view the same screens as an Operator or Engineer in
GKS /2y0iNREf {2adSY %2yS FNRBY (KS /2NLERNIGS ¥
Webspacdunctionalitymakesthis easyto deployandoffersimportant securitycontrols.

The first control igo prevent a user in the Corporate Zone from accessing a SCADA Server
inthe Control System Zone. By placing/abspaceserver, in the Control System DMZ (see
Figure 4), users in the Corporate Zone only need to access Control System DMZ rather than
the Cortrol SystemZone.
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User with ICS Update
Data Access SIEM Server

| 'I i’ i’
— ( D
* |
Update Corporate Zone

Server WebSpace Client

I $ n, Standby
( SCADAI/O SCADAI/O  Historian
iFIX Node iFIX Node
I I PLC $
Support DMZ | li’ Iy l

Log Server

Operator View Only Active
iFIX Node iFIX Node Directory

| |
Historian ~ WebSpace - ﬂ
|
(
[ I

Control System Zone
Control System
DMZ

Figure4 Remote Acced® iFIXUsingWebspace

TheWebspaceServer in the Control System DMZ is either running iFIX, preferred, or has
access to the iFIX node in the Control System DMZ to get the required information. The
firewall rules requiredo support this architecturénclude:

SourcelP DestinationIP DestinationPort
Clientin CorporateZone Webspaceserver TCP/443
iFIXNodein ControlSystenZone Webspaceservewith iFIX TCP/2010
Webspaceservemwith iFIX iFIXNodein ControlSystenZone TCP/2010

Sectionb.2 hasdetailson securingthe WebspaceServer foremote accesgo iFIXpictures.
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2.5EmergencyRemoteAccesdor Controland Administration

A secure deployment dVebspaceeeps control and administration of the ICS within the
Control System Zone. However, in emergency situations, remote key support personnel and
administrators may require control or the ability to modify the configuration outside of the
Control System Zon&ome organizations allow regular remote access for control and
administration purposes to save support costs. The type and frequency of remote access for
control andadministrationis a risk decisiotthat an organizationrmustmake.

It is usuallybetter to have a secure remote access capability for control and administration
available so that an insecure method is not cobbled together when needed in an
emergency. Th&/ebspacesolution could be used for remote control of the process if the
User sectity is configured to allow this, but the iFIX Configure WorkSpace required to
modify andmanageFIX isiot availablethroughWebspace

A Terminal Server in the Support DMZ can provide this emergency capability. The iFIX
application can be deployed onighTerminal Server to provide emergency remote access
for both control of the processand configurationof the iFIXapplication,seeSections.3.

In addition, this Terminal Server can be used to provide a remote desktop (RDP) to certain
key machines in # Control System Zone for management of the Operation System (OS),
network devices andther softwareand hardware.

SourcelP DestinationIP DestinationPort
Clientin CorporateZone TerminalServer TCP/443
TerminalServer iFIXnodein ControlSysteniZone TCP/2010
iFIXNodein ControlSysteniZzone TerminalServer TCP/2010
TerminalServer RDRo SelectedServers TCP/3389

Some organizations with experience and a support capability for Terminal Services prefer
using a Terminal Server rather the&Webspaceo provide View Only capability to users in

the Corporate Zone or other less trusted zones. In this case, View Onlgtiessriare

configured and enforced by the iFIX application and the Terminal Server should be placed in
the Control System DMZ.

14
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User with ICS Update
Data Access SIEM Server

% 39
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—
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Update WebSpace Terminal Server
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| Support DMZ E\ ﬁ | i ' I l l
| L ' e

Terminal Server

—f
Historian ~ WebSpace "
I
I [ .
| &
(
[ [

Log Server

Operator View Only Active
iFIX Node iFIX Node Directory
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DMZ

Figure5: EmergencyRemoteControland AdministrationUsinga TerminalServerSolution

2.6 EnhancingFIX SecurityfhroughUse of a3rd Party Appliance,Featuring
Bayshore OTfuse faFIX

For iFIX customers who desire higher layer network security controls and policy

enforcement, they can install the Bayshore OTfuse appliance, which supports iFIX

propriSG I NB LINRPG202f a o . F2aK2NBQa h¢¥FdzaS Aa |y
appliance with a proprietary intelligent Intrusion Prevention System (IPS) and policy engine,
designed for easy deployment and use by automation engineers. It is @alhgsvice that

sits in front of critical endpoints, creating an enhanced secure zone for the PLCs and other
industrialassetshehind it. The OTfuse industrial firewall appliance automatically analyzes

industrial network traffic, proposes its own firewallles, enforces normal operations for

each plant environment, and actively reduces threats to OT assets iimealnow with

YIEGADS adzLILI2 NI F2NJ ACL- Qa OSNEA2Y c®- LINRB(G20O

OTfuseiFIX provides five separate security controls to proiEtX standaine, SCADA, and
view nodes as they Interact with each other and the broader OT/IT network. These controls

Include:

|
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Rogue Node Detection

Scheduled Maintenance Enforcement
Reconnaissance Detection and Prevention
DOS/DDOS Protection

Anti-Spoofing Protection

=A =4 =8 =8 =4

For more Information, please contact Bayshore Networks or refer to the Bayshore
Networks product documentation. A reference architecture Is provided below.

Update
User with ICS Server
Data Access

Server

- *
Corporate Zone

l

* ]
Support DMZ

Illil
I%Iil

Historian

Historian

iy
[ ]

[ ]

;1=|

1

!

® -
Control System DMZ

Cor?rol ysteém Zone

Active
Directol
OTfuse v

m Operator View-Only
iFIX Node iFIX Node
PLC
Figure6: Reference architecture with Bayshore OTfuse appliance

Want to Know Meore?

A Forinformatonomma A ONR a2 FiQa GSNXAYylIf RSOAOS O2YYl
connections, go tdittps://technet.microsoft.com/en
us/library/jj215449(v=wps.630).aspx
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2.7 SecuringOPC U&Aand Web Configuration Client

This table describes the data flow connections for OPC UA Client and Server contiections
iFIX as well as the Web Configuration Cli€ftiis tabledescribes the defaulissignedorts.
We recommend the nomxternal facing ports are blocked from access from outside of the

server.

Service DefaultPort External
Facing

iIFIXOPQJAconfiguraton microservicgor OPC U&lient TCPA855

iFIX Project Configuration service TCP/A877

iFIX Configuration Hub System service TCP/4873

iIFIXOPQJADbrowsemicroservice foOPC UALlient TCPA856

Web serverfor iFIX configuration TCP9444 Yes

OPQJAServer TCP51400 Yes

Model Editormicroservice TCP4861

iFIX tagmicroservice TCP/4864

iFIX Modemicroservice TCP/4865

IGSBrowsemicroservice TCP/4867

iFIXFacade (entry point to iFIX configurationijcroservice TCP/4859

Webserverfor Configuration Hub TCP/5000 Yes

Containemicroservice TCP/4890

Storagemicroservice TCP/5578

3 SecuringFIXComputers
The iFIX application runs on computers that have a Windows operating system. Good
security practice requires theomputing platform be deployed and maintained in a secure
manner.Thissectioncovers:

A Securinghe WindowsOperatingSystem
A Installationof the iFIXapplication

Thissectioncoversonly securityrelatedissuedo installationof the iFIXsystem.

Want to Know More?

17
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Formore informationon installingiFIX seeGettingStartedwith iFIX.

3.1 Securinghe Windows OperatingSystem(OS)

You can install the iFIX application on a variety of Microsoft Windows OS. It is a good
security practice to always run supported softwarkese security patches and other

operating system support fixes are provided by Microsoft. Deploying the iFIX application on
the latest supported version of the Microsoft OS provides the longest time period until the
OS needs upgrading.

At the time that ths Secure Deployment Guide was written, iFIX application supports
Windows Server 2@ recommended for iFIX Server installations, and Windows 10,
recommended for iFIX Client installations.

While deploying iFIX nodes on the latest supported OS increasdifafime until an OS
upgrade is required, owners/operators must ensure that support exists within the
organization for whatever OS is used in the deployment. Available support capabilities may
result in deploying the iFIX application on an older OS &i#nthe knowledge that the

lifetime is reduced until an OS upgrade is required.

Want to Know Mora?

See'Generallnstallationinformation” in the Getting Startedwith iFIX.

3.1.1Minimize Attack Surface

Every listening port, running service, and installed applicatiomptential software
vulnerability. Before installing the iFIX application, follow these security practices to
minimizethe attacksurface:

1. Remove unnecessary software, such as tpady applications, utilities
andibraries.

2. Stopunnecessaryunningservices.
ClosdisteningTCP and)DP portghat arenot needed.

Remove or disable user accounts that should not be using iFIX, including the Guest
account(onthe computerwhere iFIX ifnstalled).Userswho are notintendedto be
usingiFIXshoul not be givenaccountsoniFIXmachines.

Performthe tasksin that orderto reduce thehardeningeffort.

Thefollowing PowerSheltommandwill createallist of all softwareon the computer:

Get - ItemProperty

HKLM:\ Software \ Wow6432Noda Microsoft \ Windows\ CurrentVersion \ Uninstall \*|
Select - Object DisplayName, DisplayVersion, Publisher, InstallDate | Format -
Table 1 AutoSize > filepath \ filename.txt
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Alternately hover over the Start tile, right click theuse, and select Apps to display the
installedsoftware. Uninstalany softwarethat is not required.

Each running service increases the attack surface, and many running services will open
listening ports. Press the Windows+R keys to open the Run digpegservices.msc, and
press Enter, Alternately, open tl@ontrol Panelclick on the Administrative Tools icon, and
double click on Services shortcut. Alhsees not required for operation should be stopped
andhavethe StartupTypesetto Disabledpreferred)or Manual.

Unnecessary listening TCP and UDP ports are the most important item to restrict because
they increase the attack surface for an adversaryalware on the network. Listening TCP
and UDP ports can be identified with the Nmap scanning tool. Use this recommended
commandline for Nmap:

nmap -Pn -n -sS -sU -- O -pU:0-65535T:0 -65535-v <host I[P address>

This command completes in approximately 30 to 45 minutes. Alternately runeisigt
¢ abno in a Command prompt window will more quickly and accurately identify all listening
TCPRandUDP portsandthe executable angbrocessassociatedvith eachlisteningport.

Verify that all listening ports are required for the node. If there are unnecessary listening
ports use the associated executable and process information to close the port, reboot the
computerandretest.

3.1.2Secure HardenedOSConfiguration

Windows operating systems have hundreds of security settings. In recent years, Microsoft
has configured the OS installation to be secure by default for most security configuration
settings,but manyof thesesettingsare still notin optimal securestatus.

Microsoft provides guidance documents that represent the industry consensus for the
optimal security configuration for each operating system, as well as Group Policy Objects
(GPO) that make setting this optimal security configuration Emr@imilar

recommendations are also available from the Center for Internet Security,
www.cisecurity.organdother organizations.

Organizations should establish and implement a secure Windows OS configoratioe
computerbeforeinstallingthe iFIXapplication.

3.1.3SecurityPatching

Microsoft issues security patches monthly, therefore all but the very recently released
software packages are missing security patches. Apply all security patches toahd OS
other Microsoftandthird -party softwarebefore installinghe iFIXapplication.

|
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3.1.4 Antivirus Software

Antivirus software does not stop custom malware or new malware that was not yet
discovered by antivirus vendors. It does, however, stop mass mardetare that is the

most common cause of cyber security incidents in control systems. Install antivirus software
on every iFIX node, update the antivirus signatures, and run a full scan on the server before
deployingthe iFIXapplication.

3.1.5Windows Firewdl

The Windows firewall can limit network access to computer, and the iFIX application can
configure the Windows firewall to allow the required iFIX communication. Turn the
Windowsfirewall onprior to installingthe iFIXapplication.

3.1.6IPSEC

The IPSEC giocol can protect the communication between Windows computers in an iFIX
deployment. IPSEC encryption protects the confidentiality of the communication. An
attacker whocaneavesdrop on the communication will only be able to recarypted
communication that will appear as random data. An attacker who attempisddify or

spoof iFIX communication will fail because IPSEC authentication will detetzttngacket
hasbeenmodified after the IPSE@uthenticationwasapplied.

If an organizatin requires encrypted traffic between iFIX nodes, IPSEC must be enabled
andconfigured.

IPSEC is part of the Windows operating system. No additional software needs to be
deployed, but the IPSEC tunnels need to be configured on each computer thedniland
receivelPSEC protectetbmmunications.

Want to Know More?

Seethd 2 ¢ (G2 /2y FAIAdz2NE aAONRaz2¥FiQa LYGSNYySad tNE
Networkingin Appendix A.

3.1.7DataExecutionPrevention(DEP)

GE Digital products function with Microsaftindows Data Execution Prevention (DEP)
enabled and GE recommends that customers enable this feature as an added protection
againstthe exploitationof applicationsecurityvulnerabilitiessuchasbuffer overflows.
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In the event there is an iFIX defectabsered while running DEP, GE Digital will make all
reasonableefforts to providea solution.

3.2iFIX Application Installation

The first step before installation is to ensure that the downloaded iFIX software is
authenticGE provides a SHA256 hash fileoasged with each software download.
Authenticateapplication software downloads by calculating the SHA256 for each download
and verifyingt againstthe GEprovidedhash.

The new installation will require the appropriate iFIX license keys. GE Digjtartsug
number of hardware and software licensing options that can be managed locally or
centrally.InformationoniFIXlicensings availableat http://support.ge-ip.com/licensing.

iFIX can be installed using any Windows account with Administrator privileges. A different,
non-Administratoraccountshouldbe usedo run the applicationafter installation.

Centralized iFIX SCADA nodes that perfé@ndhould be configured to run using a low
privileged Windows account specifically configured for the purpose of running the iFIX
application(seeSection2.3).

iFIX SCADA node executables can also be run as a service with tt&yktmralaccount or
anamed account with Administrator privileges. If you want the user or group to run iFIX as a
service, then you must grant the following Service Security and Access Rights for the
WindowsServiceControlManager (SCM):

1 SERVICE_START
1 SERVICE_STOP
1 SERVICE_PAUSE_CONTINUE

If the WindowsFirewallis turnedon, amessagéoxwill appearasking:

G 9 y lirxth®ughthe F ANB 6 | £ f ¢

SelectYessothat the necessaryFIX communicatiois allowedinto andout of the iFIX node.
3.2.1InstallingiFIXwith AccesgControk-iFIX 6.5 and later

With the release of iFIX 6.5, users can install iFIX Agsiogss Contre(Secure Modg

which secures the Windows resources by restricting access to registry keys, files and

folders, and runtime shared objects to authorizesers that belong to a Windows User
Group defined duringnstall.

NOTEThe defaultfor the iFIX installation idor Access Contraslto be disabled. For secure
environments it is recommended thatAccess Contrslbe enabled at install time.

The iF1D6.5 release includethe ConfigureWizard.exe, that can be rdimectlyto change
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these settings after install. You can find this wizard in the iFIX install direstingm the

G{ StdzLd ' 00Saa /2y iNRf a¢ aKz2NIFQdzsance, RRSR (2 (K
choose not to install securely initially, you can use this wizard to changectessControls

in the future.

The Windows OS Security functionality allows administrators to create security groups that
can be used to manage permissions oriaias systerawide objects including folder and file
as well as registry access.

For an additional layer of security, iFIX system administrators should choose to install iFIX
with Accesgontrols. Once iFIX has been installegith Access Control®nly memlers of

the Windows user group specified during installation will have access to the installation
folder and files and registry keys of iFIX. This will limit the ability to launch the application,
browse application folders, and modify application filesl aagistry entries to only those

users who are members of the group.

The iFIX administrator can follow the procedure below to implementifitiXAccess
Controls Before installation, be sure to:

1 Identify a Windows user group name (local or domain) for users who will be
Fdzi K2 NAT SR (2 dzaS ACL- Ay (GKS 2AyR2g44
the local system is identified. Note thidita domain group is identified, ensure that
the group «ists before installation.

If a local group is identified, the installer will create the group if it does not exist.

The user installing iFIX will be added to this group if the installer has the privileges

to do so.

91 Identify a Windows user account thi&tlX will run under when running as service.
Note that this user must exist on the same Windows system before installation.

9 This user will be added to the Windows user group identified earlier if the installer
has the privileges to do so.

1 Identify other Whdows users who will need to use iFIX on the computer. Note that
all these users will need to be added manually to the Windows user group
identified earlier in the installation.

9 During installation, in the iFIX Install Mode dialog, choose the Instalitil X
Access Controland enter the following information that was used earlier: The local
or network domain name and Windows group name, and the user name and
password of iFIX service account

1 After installation, manually add all those users who have bdentified prior to
the Windows user group. Create new Windows users if needed and add them to
the group.

Q)¢
(07
QD

=a =4

3.2.2 Accessontrols with the Integrated Installer new in iFIX 2022
In the iFIX 202Releasan Integrated Installer is available to perform the instadiatof
multiple Automation products commonly used together to provide customer solutidhg.
product installs are done silently by the Integrated Installer. It should be noted that in this
scenario iFIX is installed wiltcess Contreldisabled. Forecure environments, it is
recommended that post installation using the Integrated Installer user enablddekss
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Contros6 & f I dzy OKAy 3 GKS /2y FTAIdzNB?2 AT NRO®SES | LILI A C
1 00Saa /2y iGNRf aé¢ &Kz NmnJadér. ThRRePRo ehable ilAKcEBss A CL - &
Controk are outline in section 3.2.1.

3.2.3Securing iFIX Files and Registry Entries in Releases Prior to iFIX 6.5 by Creating a Loca
G A CL - WiadswsBecurity Group

The Windows OS Security functionality allowmadstrators to create security groups that
can be used to manage permissions on various systeta objects including folder and file
as well as registry acce$®r an additional layer of security, iFIX system administrators can
ONBI 4GS Iy d@pod the local §dMadméwheBeNERX has been instaWiéith this

group created, the iFIX administrator can then add only specific configured users that are
goingto be authorizediFIXusers.

hyOS (GKS GACL-! aSNEE¢ 3 NPsdeudtygernissionS & gh iFOKNS I 1 SR
Ayaidlttlraarzy OFy 0SS Y2RAFASR G2 Fftt2¢ 2yfe Y
to the installation folder and files and registry ke¥his will limit the ability to launch the

application, browse application fikrs and modify application files and registry entries to
onlythoseuserswho are membersof the group.

¢KS ACL- FRYAYA&AUNI(G2NI Oy F2fft26 (GKS LINRPOSR
basd applicationaccess.

1. Createthed A CL - dgraufididgthe WindowsComputerManagementutility.
2.V RR SEA&GAY3I dzaSNE (2 GKS GACL-! &aSNR¢ 3INP
andfiles. This does not need to include iFIX users configured within iFIX security,

only userprofiles that arerequired to launch, browsend edit iFIX application
folders and fileshouldbe addedto the group.

Createnew userprofilesif requiredandaddthemtoi KS & A CL - ! aSNBAR ¢ I NP dzLJ

H

After the installation of iFIX is complete, browse to the basgallation directory for
iFIX applicatiofiles.

Rightclickon the folder andselect thedt t N2 LJ®MidNA S & £

Selecthe & { S O dzNih thePiopeitiesdialog.

Click the 9 Rbutto under thed D NRodziskEry | Y $eécton.

/ £ A01 (KA GRIYRRE R SAGKSNI GellS 2NJ oNRgasS G2
previously analickOK.

© N o o

9. Highlight the newly added group and ensure that Modify, Read & Execute, List folder
contents,ReadandWrite permissionsare enabledy lickingthe Allowbox.

10. ClickApplyto save theeditsandreturn to the Securitytab.
11. Closethe Properties dialodpox.

12. Similarly, several important registry entries created during the iFIX install can be

LINEG§SOGSR 9A0K (G4KS & AThdse dntﬁe@ Malisted BeNndzL) LIS NI A 3
include subkentries.
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w HKEY_LOCAL_MACHBE-TWARElassed-1X32

w HKEY_LOCAL_MACHB®E-TWAREIlassesSOFTWAREix
Dynamics

13. To update the permissions on these registry entries, launch the regedit.exe
applicatiorwith administrator privileges.

14. Navigateto eachregistryentry listedabovethen right-clickandselectd t SNXY A & a4 A 2 y & >

15./ t AO1 a&! RRXé& G2 I LiIbuakaniypeSn thie graup dirbcBly®NE ¢ I NP
selecti | RO y O& Riby2M ¥ sedicifor the groupandadd.

16. Select any generigser groups that should not have access to iFIX entries and
selecti w S Y 2 ThBlikedywill include thegenericd | & $MeED£

17. If youwant thesesettingto apply tothe currently loggedn users haveall userslog
outandlogbackin.

NOTEFollow this procedure after a new installation of iFIX, as well as after each upgrade
installation of iFIX.

3.3Patching iFIX

The iFIX application, like all software, should be periodically patched to address security and
other known software issues. Apply &1X security patches prior to configuring the iFIX

node. You can find security patches issued by GiE://ge-
ip.force.com/communities/CC_Knowledge?product=i¢dXontents=Service Packs

Installationinstructionsareincludedin the ReadMe file o€achSIM.

NOTEIiFIXpatchesare cumulativeandinstallingthe most current SIMensuresusershaveall
available fixes.

3.4iFIXSCADAerverNode Redundancy

ICS owners/operators have recognized the importance and value of redundancy for many
decades. As shown in tt®ection 2 sample reference architectures, there are many ways of
distributingthe monitoringand control of a processn iFIX toprovideenhancedavailability.

An iFIX SCADA Server node that is responsible for centralized communication with PLCs and
other Level 1 devices can be deployed as an Active / Standby server pair using the iFIX
Enhanced Failover feature. This redundant iFIX SCADA Server node can prevent a software,
hardware, or network fault in the primary iFIX SCADA Server from causing a ©Ss of |
availability. Server redundancy is unlikely to prevent a cyberattack from compromising both
servers in the Enhanced Failover pair because the servers will have the same security
posture.

In an Enhanced Failover SCADA Server pair, the Active nodeucoistinpushes a copy of
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the memorybased process database (PDB) to the Standby node. The active node
synchronizes its process database with the standby node. SCADASync.exe is the iFIX
application that performs the synchronization. SCADARoleMgr.exe iBlkkepplication
that decides if theSCADAode isactiveor standby.

iFIX nodes that are clients to the Enhanced Failover SCADA Server pair will automatically
communicatewith the Activenode.

The following port is used for Enhanced Failover:

Service Default Port External
Facing
iFIXPort for SCADA Sync / Failover TCP53014 No

NOTE:When UDP is used for Enhanced Failover, you will need to open TCP port 53014 and
UDP port 500When TCP is used for Enhanced Failoaawailable as an option in iFIX 2023

or later), you only need to open TCP port 530¥du can also choose thaveEnhanced

Failover to use a differeCPport.

Want to Know More?

See theEnhancedrailoverdocument

4 iFIXApplicationSecurity

iFIX offers a variety of security controls that can be tailored to meet your operational
environment and security needs. This section describes the iFIX security controls and
providesexamplef howthey are commonlyappliedin ICS.

Security controls can be enforced based on the User that is logged into the application or
the iFIX nodé¢hat is performing the monitoring or control. Organizations with a complex
environment willuseamix of iFIXUserandiFIX nodebasedsecuritymeasures.

4.1 User Basedbecurity

iFIX Users are authenticated and then authorized to perform approvautoring, control

and administrative actions based on privileges assigned in User based security controls. iFIX
supports a very granular application of privilege assignment, and iFIX supports grouping of
Usersandprivilegesto makethe managemenbof Use privilegeseasier.
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Application
Features
User Accounts
Security
Areas
Application
Features
Group Accounts
Security
Areas

Figure6: UseBasedSecurityConcept

Figure6 showsanoverviewof Userbasedsecurity concept.

SecurityAreasare createdo restrict what partof the processcanbe controlled.
Groupsare createdto support rok-basedaccessontrol
SecurityAreasand ApplicationFeaturesare assignedo eachGroup

Usersare createdandassignedo oneor more Groupsdasedon their roles

o r Wb E

Additional privileges are granted or removed from Users to address any required
variancedrom the assignedsroupprivileges

4.1.1SecurityAreas

A Security Area can consist of blocks, also called tags or points in control systems, that can
be written to and monitored. A Security Area can also consist of pictures, schedules and
recipes that can be reanr viewed. Security Areas provide a way to grant a user privileges
for only part of the overall process that is monitored and controlled by iFIX. This access
control method is sometimes referred to Area of Control or Area of Responsibility in control
systems.

For example, a pipeline SCADA system could monitor and control three different pipelines.
Blocks and pictures for each pipeline could be placed in its own Security Area, and
Operatorgould be restricted to only operating a single pipeline by placing them in the
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appropriateSecurity Area. iFIX supports up to 254 Security Areas and each security area can
includeanywhere from one block or picture to all blocks and pictures. iFIX has the
authorizationgranularity tosupportalmost anyauthorizationscheme.

4.1.2 ApplicationFeatures

While Security Areas control what part of the process various control and monitoring
commands can be performed, the Application Features control what iFIX applicati

features are accessible by a User. Application Features are commonly referred to as User /
Group Permissions or User / Group Privileges in information security terminology. The
security related Application Features covered in this section are configur&gplication

Feature Selectiodialogbox, see Figuré.

Application Feature Selection i 2| x|

Authorized

Batch Execution - Stop SoftPhase Server
iChange Management

Database Block Add-Delete - Add Al
Database Manager

Database Reload

Database Save ;] Add |
Available
Application Validator - Creation of Baselines ﬂ

Application Validator - Run-time Access
Background Task Exit

Batch Execution - Abort Batch Delete All |

Batch Execution - Acknowledge Prompts
Batch Execution - Acquire and Release Resources :J

0K | Cancel I Help

Figure7: iFIXApplicationFeatureSelection

Many of the Application Feature security controls can be applied in the Environment
Runtime Protectiorportion of node-basedsecurity, seeSectiord4.2.4.Acommonapproach

is to apply the most typical configuration through Environment Runtime Protection and
thenimplement exceptions through the Application Features, as the User based security
takesprecedence irthe case of conflicivith node-based security.

Seethed ! LILX CCI WidANG 5 tablende ConfigRBintBecurityFeatures
document.
WorkspaceChangeand RestrictExitfrom RuntimeMode

There are two modes for an iFIX WorkSpd&oenfiguration and Runtime. Runtime is used
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